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If the correlation is accurate, this means that
Beijing is not only astutely observing the
developments but also reforming the PLA
based on the intelligence it has been gaining.
Russia’s war in Ukraine has, therefore,
impacted the PLA both structurally and
operationally, which will have implications for
its power projection in the Indo-Pacific as well
as for the fragile status quo in the Taiwan Strait.

Russia’s war in Ukraine has impacted the

INTRODUCTION

PLA both structurally and operationally,

which will have implications for its power
projection in the Indo-Pacific as well as for
the status quo in the Taiwan Strait

The People’s Liberation Army (PLA)
is learning lessons from Russia’s full-
scale invasion of Ukraine. Over two
years into the war in Europe, the PLA
announced a structural change to its support
forces on 19 April 2024.* With this move, the
Strategic Support Force (SSF) was disbanded
and divided into three smaller units, one of
which is the Information Support Force (ISF), a
unit which holds new capabilities in the realm
of Network Information Systems (NIS) and
increasing informationisation of the PLA.

This analysis examines the extent to which
the creation of the ISF is linked to lessons that
Beijing has learnt from the war in Ukraine.
A strong correlation is suggested by two
factors: multiple Russian NIS failures and the
temporally coinciding publications by the
Chinese Communist Party (CCP) and PLA, with
language identical to that used during the ISF’s
launch event. Russia’s NIS failures in its ongoing
war include weak information transmission,
Command and Control (C2), cyber-space
operations, and Intelligence, Surveillance, and
Reconnaissance (ISR) — i.e., the shortcomings
seemingly improved upon by the PLA’s new
unit — the ISF. “Coordinated development and
application of Network Information Systems”
(HEMBESERREIRIZA) was mentioned
for the first time in an October 2022 CCP
report, appeared for the second time in a
February 2023 PLA article, and was repeated
for the third time at the ISF’s launch event.
There was no trace of this phrase being used
before 2022, thereby implying that it might
have been coined in the year of the full-scale
invasion.

a newly created strateglc force], EF EIIEIF)?“IZ [PRC
Ministry of Defence], 19 April 2024.

1. INFORMATIONISATION
IN CHINESE MILITARY
DOCTRINE

Following the launch of its Revolution in Military
Affairs (RMA) in 1997, the PLA has been set
on a path of improving its informationisation
and informationised warfare (IW) capabilities.
The emphasis on IW has continued into recent
times; in 2019, the State Council Information
Office of the People’s Republic of China (PRC)
said in its White Paper on Defence, “War is
evolving in form towards informationised
warfare, and intelligent warfare is on the
horizon.”? This push for informationisation
has been reflected in structural adjustments
within the PLA, including the creation of the
SSF in 2015 and the new ISF in 2024. The 2024
change has placed emphasis on NIS, viewing
it as “a complex system based on internet
technologies and information management,
which is expected to help deliver the strength
of synchronised operational systems,” and
as “essential to winning informationised
warfare.”® Upgrading its NIS is in line with the
PLA’s long-term shift from a platform-centric
to a network-centric force, where network

2 State Council Information Office, China’s National
Defence in the New Era (Beijing: State Council
Information Office, 24 July 2019); The terminology
may sound clunky in English, but these provide
the most accurate translation of the Chinese:

{58 (information) + 1k (- |sat|on) E81L
(informationisation) and {5 8.1k (informationisation) +
&% (war) = 5 81L& % (informationised warfare).

P M EEURE [NIS),” R E X $21F [Keywords Chinal, 5

November 2021.
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Types of information Types of information warfare

Information on the enemy’s social, political,
and economic structure

Propaganda war (war of narratives)

Precise information about the enemy’s assets

Physical destruction of enemy assets through long-range
precision strikes

and their C2 structure

Creating military deception

Electronic warfare

Information about the enemy’s cyberspace

Computer network warfare

Hacking into enemy cyberspace

Table 1. An overview of PLA IW. Source: Vic
Informationised a

linkages between platforms hold increased
importance.*

In NATO terminology, information warfare is “an
operation conducted in order to gain an
information advantage over the opponent.””
Specifically, this involves denying information to
the enemy whilst also exploiting, corrupting,
and destroying the information they do have.®

Within the PLA’s framework,
informationisation is integrated into all in three ways to conduct six types of

military activities and is a key criterion for
measuring military progress

Informationisation refers to an increasing flow
or diffusion of information throughout a system
—withinthe PLA’'sframework, informationisation
is integrated into all military activities and is a
key criterion for measuring military progress.” A
high degree of informationisation is important
for conducting military joint operations (JO)
which rely on the integration of information to
enhance coordination and communications;
raise situational awareness with real-time
intelligence and threat assessment; and increase
precision, accuracy, adaptability, and flexibility
of forces.® Informationisation is also the basis of
PLA military intelligence, which enables the use

4 Richard A. Bitzinger, “China’s ‘Informationised
Warfare’: Impact on the Region,” RSIS, 25 February
2016.

> NATO Defence Education Enhancement Programme,
“Media— (Dis)information— Security,” Deepportal.
hg.nato.int, 2020.

& Col Andrew Borden, USAF (Ret), “What is Information
Warfare?,” Aerospace Power Chronicles (Air University,
1999).

7 Information Office of the State Council, China’s
National Defence in 2008 (Beijing: Information Office
of the State Council of the People’s Republic of China,
January 2009).

8 “NATOQ’s Joint Air Power Strategy,” NATO, 26 June 2018.

e Admiral A.K. Chawla (Retd), “China’s Strategy of
nd Intelligent Warfare.”

of artificial intelligence to give combat systems
“learning” and “thinking” capabilities and
improve overall combat effectiveness through
rapid iterative evolution. Strong Command,
Control, Communications, Intelligence,
Surveillance, and Reconnaissance (C4ISR) are
important to supporting informationisation and
thereby boosting military effectiveness.’

An analysis by Indian military sources
shows that the PLA uses information

IW. These types of IW are all offensive,
highlighting IW’s offensive nature.®

1.1. DOCTRINAL CONTINUITY

To better understand the PLA’s perspective on
IW, it is worth looking at the concept in terms
of ancient, early PLA, and modern PLA Chinese
military doctrines. Over 2 500 years ago, Sun
Tzu highlighted the importance of depriving
the enemy of information to win wars.' In
“The Art of War,” he writes:

When able to attack, we must seem unable; when
using our forces, we must seem inactive; when
we are near, we must make the enemy believe we
are far away; when far away, we must make him
believe we are near.

o “HL b5 ELE L EHILE A [The differences
between mechanisation, informationisation and
intelligent automation],” FREZEM [China Military
Net], 1 August 2019. China Military Net is an official
website authorised by the CMC and sponsored by the
PLA News Media Centre.

10 Vice Admiral A.K. Chawla (Retd), “China’s Strategy
of ‘Informationised and Intelligent” Warfare” in SP’s
Military Yearbook 2021-2022 (SP’s Naval Forces,
2022), 127-31.

1 Sun Tzu, #-FE7E [Art of War], written approx. 500 BC
and translated in 1910.
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Although the importance of information had
already been clear in Ancient China’s military

thought, it was not until the 1990s that this
concept was integrated into the PLA

Year Name/Motto Doctrine Type of War
1956 | Defending the Motherland ({f Z#HE) Defence | Total War
1960 | Resist in the North, Open in the South (It TRE ) Defence | Total War
1964 | Luring the Enemy in Deep (iFEGEA) Defence | Total War
1977 | Active Defence-Luring the Enemy in Deep (FR4RF5 #-BEUEA) Defence | Total War
1980 | Active Defence (FR4RFA 1) Defence | Total War
1988 | Dealing with Local Wars and Military Conflict (R 3T /& &Rk S FIEE I ZR) Defence | Limited War
Winning Local Wars under High-Technology Conditions .
1993 (?Tgﬁ%%#%ﬁ?ﬂ@%%ﬂﬁi%g) &Y Offence | Limited War
Winning Local Wars under Informationised Conditions .
2004 | 17 L £ T RS Offence | Limited War
2014 | Winning Informationised Local Wars (7515 8L B &R %) Offence | Limited War

Table 2. PLA Military Doctrines (1956-2014).2

In modern terms, this constitutes a denial of
information to the enemy and is consistent
with NATQO’s definition of IW which prescribes
gaining an information advantage over one’s
opponent. Sun Tzu also talks about the two
methods of offence: direct and indirect
operations. When these two are conducted
in an informationised manner - i.e., with
integrated information, then in combination
— they “give rise to an endless series of
manoeuvres,” as do modern JO. Although the
importance of information had already been
clear in Ancient China’s military thought, it
was not until the 1990s that this concept was
integrated into the PLA.

The push for complete informationisation
of the PLA came about due to three major
changes in PLA military strategic thought that
occurred in 1979, 1990, and 2015, respectively.

e Until 1979, the concept of a “People’s War”
reigned supreme in the PLA. It was founded
on the PRC’s population advantage and
superiority in absolute numbers, causing
military strategists to forgo significant
amendments to the doctrine. At the
time, the PLA was focused on defence:
in the leadership’s vision, the population
advantage would allow for the invaders to

2 Bekir ilhan, “China’s Evolving Military Doctrine
After the Cold War,” SETA Analysis No.59 (
January 2020).
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be lured into the mainland and defeated in
a war of attrition. “People’s War” received
a blow in 1979 when the PRC invaded
Vietnam with over 200 000 troops, of
whom tens of thousands fell casualties to
chaotic strategy. This led Chinese officials
to recognise the need for reform, yet this
realisation lacked direction and concrete
steps for implementation. Thus, only
small changes were introduced: e.g., the
1980 doctrine of “total war” was replaced
with the doctrine of “local war” in 1988.
The Sino-Vietnamese War, nevertheless,
constituted the first turning point.*?

e The second and most important
turning point, the Gulf War, was the
key impetus to the PLA’s RMA of the
1990s, as Beijing witnessed the US-led
coalition forces effectively combine an
aerial bombing campaign with a
ground offensive, astonishing Chinese
commentators with both the speed of
victory and the minimal number of
casualties endured. Such a performance
left many shocked at US military might, and
the PLA subsequently deemed that warfare
had changed and would, therefore, require
greater information capabilities, leading
to the launch of the 1993 doctrine of
“Winning Local Wars under High-
Technology Conditions.” This reform
envisioned Chinese forces expanding their
capabilities into the PRC’s periphery,
causing a transition from a reactive to
active military doctrine that further
adopted information-reliant JO.

13 Chan Kung, “Three Turning Points of China’s Military

Strategic Thoughts,” Modern Diplomacy, 10 July 2020.


https://www.setav.org/en/assets/uploads/2020/02/A56En.pdf
https://www.setav.org/en/assets/uploads/2020/02/A56En.pdf
https://moderndiplomacy.eu/2020/07/10/three-turning-points-of-chinas-military-strategic-thoughts/
https://moderndiplomacy.eu/2020/07/10/three-turning-points-of-chinas-military-strategic-thoughts/
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By 2015, the bottleneck to the PLA’s capacity
o longer technological but rather

was n

structural, with its IW capabilities having
grown too disparate and operating out of sync

e The next incentive stemmed from the
Taiwan Strait Crisis (1995-96), whereafter
the PLA launched a ten-year modernisation
programme. The PLA’s 2004 doctrine
mentioned “informationisation” for the
first time, following which China’s 2008
Defence Policy White Paper laid out
“informationisation as the major measure
criterion” to assess the armed
forces’” performance.’* Dwelling
upon these changes, the third
major turning point for the PLA
came about in 2015 with the
creation of the SSF.

1.2. THE OLD MAKES WAY FOR
THE NEW: FROM SSF TO ISF

The SSF was inaugurated on 31 December 2015
as part of a series of PLA reforms, marking the
third turning point in PLA informationisation.
These reforms aimed to centralise PLA space,
cyber, electronic, and psychological warfare
capabilities — key aspects of IW.

In the years prior to 2015, there was an
increasing awareness among the military
leadership that the bottleneck to the PLA’s IW
capacity was no longer technological but rather
structural, with its IW capabilities
having grown too disparate and,

November 2015, with the SSF established on
the final day of that year.

The SSF integrated intelligence, technical
reconnaissance, electronic warfare (EW),
cyber offence and defence, as well as
communications units from the former General
Staff Department, Astronaut Brigade, PLA

The creation of the SSF constitutes an

inflection point for informationisation
in the PLA

Equipment Academy, and General Armament
Department. It brought together strategic,
foundational, and supportive resources related
to information, space, cyber, and communi-
cation domains to form the “brain” and
“information umbrella” of the entire combat
system, which would operate in tandem with
the Army, Navy, Air Force, and Rocket Force.
The creation of the SSF constitutes an inflection
point for informationisation in the PLA.

The integration of these disciplines
into one joint force increased the
PLA’s capacity to execute strategic
cyber missions and thereby expanded
its ability to project power beyond
the PRC’s shores.’ During the SSF’s
tenure, its centralised capabilities
supported both theatre commands
and strategic defence in the nuclear and space
domains whilst enabling JO across services
and theatre commands. The SSF operated at
the level of a major military region, reporting

The integration of these disciplines into one

therefore, operating out of sync. o : :
s Y joint force increased the PLA’s capacity to

Significant progress in PLA reform
was marked in March 2014 when
the Central Military Commission’s
(CMC) Leading Group for Deepening

execute strategic cyber missions and thereby
expanded its ability to project power beyond

National Defence and Military Reform
was established, with Xi Jinping as its
head.® Following three plenary meetings of
the Group and two conferences throughout
2014-15, military reform was launched in

14 Information Office of the State Council, China’s
National Defence in 2008.

5 R FIRERREZRCER NELEFTS )
ZHZE € [Xi Jinping serves as the leader of the CMC’s
Leading Group for Deepening National Defence and
Military Reform],” AR [People’s Net], 16 March
2014.

CHINA'S NEW INFORMATION SUPPORT FORCE i

the PRC’s shores

directly to the CMC, with the Network
Systems Department and the Space Systems
Department functioning as its sub-regional
commands. As a new service branch, the SSF

16 John Costello and Joe McReynolds, “China’s Strategic
Support Force: A Force for a New Era,” Center for the
Study of Chinese Military Affairs Institute for National
Strategic Studies China Strategic Perspectives, No. 13
(October 2018).



https://archive.ph/fAZup
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had left a significant impact on the PLA’'s RMA
already by 2019, when the PLA White Paper on
the “National Defence in the New Era” noted
that “great progress has been made in the RMA
with Chinese characteristics.”'” In total, the SSF
was operational for approximately 8 years and
4 months.

On 19 April 2024, the CMC announced the
dissolution of the SSF and the creation of a
“brand-new” force with NIS capabilities — the
ISF.® The new ISF was tasked with providing
support for coordinating the construction
and application of NIS.* Specifically, the ISF is
responsible for:

e coordinating the construction and
application of NIS to improve military
information  acquisition, transmission,
processing, and utilisation capabilities;*

e enhancing situational awareness, C2, and
JO capabilities to gain an advantage in
information-based operations;

e strengthening information
ensuring information security;

protection,

e and improving the ability to resist cyber-
attacks.?

A Taiwanese analyst views the ISF as similar
to that of the US Defense Information
Systems Agency, an organisation responsible
for providing information technology and
communications support.?? The need for NIS in
the PLA was summarised by a phrase which has
appeared in Chinese military commentaries,
“without network there is no connectivity,

17 State Council Information Office, China’s National
Defence in the New Era.

® (SRS E 2 TSR AR £ ECFH [The ISF is
a newly created strategic force],” HEEF5ER [PRC
Ministry of Defence], 19 April 2024.

v ERAER - PEARBRELSNEEEMEEER
[MND: The PLA has formed a new structure of services
and arms),” Xinmin.cn, 19 April 2024.

2 “Coordinate the construction and application of
NIS” is the direct translation from the Chinese “
GEMEEEIRREIRIZH.” In standard English
defence terminology, the phrase is best translated
as “development and employment of NIS-based
capabilities.”

A — R T #REE 2 AL [One article to help you
understand the ISF],” ZE#t ™ [Military Bridge Net], 20
May 2024.

2 ' EE? IBIEAL ? HEREEZIEEEK [Anti-
corruption? Efficient organisation? The PLA’s creation
of the ISF],” The Prospect Foundation, 19 June 2024.

without connectivity, there is no victory” (o ¥

BE » ZEXARE).2
Other tasks of the ISF include:
o effectively supporting combat operations;

e adhering to the principles of information
dominance and joint victory;

e ensuring smooth information links;
e integrating information resources;
e strengthening information protection;

e deeply embedding itself into the JO system
of the entire military;

e precisely and efficiently implementing
information support to serve and safeguard
military struggles across all directions and
domains.?*

The change is explained in detail on Douyin
(Chinese TikTok) by “The First Military
Intelligence,” a verified account run by the
Sichuan Daily newspaper with over 32 million
followers.  In particular, the source states that
functionally significant changes have occurred
in the restructuring, with the roles of the
former SSF being further subdivided.
Previously, the SSF, as the PLA’s fifth major
branch, had responsibilities different from
those of the other four services: namely, the
Army, Navy, Air Force, and Rocket Force. As
such, it used to handle tasks that included
cyber operations, electronic warfare, intelli-
gence, and communications, all of which were
core to the SSF’'s work. However, in practice,
there was a challenge: each of the four services
had their own ISR units that were not part of
the SSF yet similar to it in function. This meant
that the PLA’s efficiency in enabling JO was
affected by disparate interservice ISR
communications, causing delays in
coordination and execution.

B g W 45 B Z E9% 9% A [Coordinating the
construction and application of NIS],” FEZEM [China
Miilitary Net], 13 February 2023.

#» ' ANRBHEESZIEMERE A ERET
[The Establishment Ceremony of the ISF is held in
Beijingl,” CPCnews.cn, 20 April 2024.

25 g —ZF [The First Military Intelligence], “f% 37 %
S, EX MINEMATE, BRI F
HEFT [SSF dispelled, the ISF is more practical for real
combat, “mixed troops” are now more capable of
fighting],” Douyin, 20 April 2024.
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The ISF was created to construct NIS better
suited to facilitate inter-service ISR
communications.

The ISF was created to construct NIS

better suited to facilitate inter-service ISR
communications

2. RUSSIA'S NIS FAILURES
IN UKRAINE

Learning from militaries across the world has
been an important part of the PLA’s strategy,
evidenced by its observations from the Gulf
War, which were crucial in encouraging the
leadership to take concrete steps towards
informatisation. Whilst the Chinese and
Russian militaries differ in absolute terms,
they share certain objectives. This means
that in an era of IW where the PLA lacks real-
life experience, Russia’s war is a theatre from
which the PRC can derive lessons. It can draw
practical conclusions from Russia’s military
failures rooted in poor NIS.

In an era of IW where the PLA lacks real-life

experience, Russia’s war is a theatre from
which the PRC can derive lessons

e General communications. Deficient

communication is a symptom of weak NIS,
and the Russian military has demonstrated
this in its use of discordant equipment,
ineffective satellite communication
(SATCOM), and poor signal provision. The
lack of interoperability in equipment stems
from the Russian army, navy, and air forces
employing a mixture of new and legacy
radio communications. Legacy transceivers,
such as the R-123 and R-159, are used in
tandem with newer radio systems, like the
R-187P and R-168M, running on different
frequencies. SATCOM issues are made
clear by the Russian military’s dependence
on private services, due to the slow
development and deployment of its own
systems.?® Meanwhile, the signal that

% Thomas Withington, “Speak Easy,” Armada
International, 8 June 2023.

Russian forces rely on has been
compromised by Ukrainian jamming as
well as the destruction of cell towers.?”

e Command, Control, Communica-
tions, and Information. Weak
Russian C3l, also dependent on NIS,
has resulted in a broader failure of
operational planning and inefficiencies
inexecutingJO. Thiswas evidentintheinitial
stage of the full-scale invasion: land forces
neglected both the sequencing of multi-
domain efforts and the consideration of
operational reach when advancing towards
Kyiv.?® Incoherent and ineffective C3I also
deprived Russian troops of the necessary
decision points and operational pauses to
reassess their situation, leading to weak
situational judgement and uncoordinated
offensives undertaken by disparate forces.

Cyber operations. Unsecure NIS are
an important factor in susceptibility to
cyberattacks, which has affected both
parties in this war. Ukraine’s security
agencies conducted cyberattacks on public
infrastructure, including the Scientific
Research Centre, state tax services, civil
aviation agency, and Russia’s largest
private bank. It allowed Ukrainians to
gather valuable intelligence, enabling
them to execute major attacks on
the enemy’s military and critical
infrastructure.?® Likewise, Russia’s
cyber operations against Ukraine have
also been effective. For instance, the
2022 “Sandworm” attack disrupted the
Ukrainian power grid, a part of the nation’s
energy infrastructure.

Intelligence, Surveillance, and Reconnais-
sance. Issues with Russia’s ISR can be
partially traced to NIS-related problems.
Crucial for gaining optimal situational
awareness in the battlespace, poor ISR
could help explain why Russia sustained

27 “Russian Officer Complains About Dead General and
Comms Meltdown in Intercepted Call,” Yahoo News, 8
March 2022.

28 Claire Mooy, “Planned to Fail or Failed to Plan,” The
Forge, 23 September 2022.

2 “Ukraine’s cyberattacks on Russia aiding ground
operations, top Kyiv cyber official says,” The Record, 8
February 2024.

30 “Russian spies behind cyber-attack on Ukraine power

grid in 2022 — researchers,” Reuters, 9 November
2023.
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over 100 000 more casualties than Ukraine
andlostadisproportionate number of battle
tanks, aircraft, and warships.3! The Russian
military response time to ISR is slower
than that of Ukraine due to the differing
manner of ISR feedback integration into C2
systems in both nations’ armed forces. It is
possible that in Russia’s case, this is caused
by poorly organised NIS. Therefore, Russia
reportedly uses drones at the battalion
level or lower, whereas Ukraine
does it at a higher command level,
thus allowing for data broadcasted
in real-time to be processed
faster for artillery strikes against
identified targets.

Together, these four failures all constitute
problems in Russian NIS that Beijing might
not only have noted but potentially taken into
account when establishing its new ISF.

3. UKRAINE AND

THE ISF: COINCIDENCE,
CORRELATION, OR
CAUSATION?

According to the US Department of Defense,
“the PRC almost certainly is learning lessons
from the Russian war of aggression in
Ukraine.”** This is an accurate observation
supported by, to name just a few, an analysis
of Russia’s war by China’s National Defence
Education Net,* panel discussions held on
the topic of Russo-Ukrainian IW by academics
at Fudan University,* as well as comments
from Chinese expert Feng Yujun on Russia’s
information, psychological and economic

31 “Troop Deaths and Injuries in Ukraine War Near
500,000, U.S. Officials Say,” The New York Times via US
Congress, 18 August 2023.

32 US Department of Defense, Military and Security
Developments Involving the People’s Republic of China
2023 Annual Report to Congress (US Department of
Defense, 19 October 2023).

3 RRIE ¢ S A E Y ST [Ni Lexiong: Analysis
of the characteristics of the Russia-Ukraine war
situation),” E G2 & M [National Defence Education
Net], 9 May 2022.

34 Shanghai Media Group’s Dragon TV broadcasted a
discussion at the Fudan University, see: Wang Yue [
Fi#h ], <XFEEHE> FHI141H - HEHEHEK
#%{5 2.5 [This is China, Issue 141: Cyber Information
Warfare in the Russia-Ukraine Conflict],” China
Institute, Fudan University, 9 May 2022.

warfare.®® This raises the question: how
important were Russian NIS failures in the
decision and the process of creating the ISF?

As already exemplified above, there are
precedents that illustrate how the PLA has
implemented large doctrinal and subsequent
structural changes based on military
observations from foreign theatres, with the
most obvious example being the Gulf War.

The ISF’s inception could have been influenced

by lessons that Beijing learnt from Russia’s
war in Ukraine

It thus follows that the ISF’s inception could
have been influenced by lessons that Beijing
learnt from Russia’s war in Ukraine, given both
the historical precedent and the temporal
correlation. To be more precise, Russia’s full-
scale invasion of Ukraine was launched on 24
February 2022, and the ISF was inaugurated
on 19 April 2024. Nonetheless, correlation is
not causation, so it is worth exploring other
potential factors that could have led to the
creation of the ISF in order to determine the
linkage between it and the Russian aggression
in Ukraine.

The plan to introduce the ISF may have been
devised before 2022, owing to factors such as
dissatisfaction with the SSF’s capabilities and
PLA-internal issues, including power struggles
or corruption. A small indicator of the latter is
that the SSF’s former commander and former
deputy commander disappeared from public
view, with one of them absent for at least 2
months, between February and May 2024. In
addition, the SSF-ISF transition saw an “unusual
demotion”, where General Li Wei, previously
serving as a senior political commissar in the
SSF, was demoted from theatre-command-
leader grade to deputy-theatre-command-
leader grade in his new ISF role.*® Nonetheless,
these were minor abnormalities which likely
did not merit a restructuring of such a scale.
Nor was the pre-2022 PLA literature suggestive
of the NIS’ looming overhaul. The PLA’s

S | BEE  EFESE THBZHNE
[Perspective of Feng Yujun: Russia’s status under
the influence of a protracted conflict],” Fudan
Development Institute, 10 January 2024.

36 Meia Nouwens, “China’s new Information Support
Force,” 1ISS, 3 May 2024.
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then-latest White Paper — the White Paper
on National Defence in the New Era — was
released in July 2019. If the ISF had already
been mulled around that time, the document
would have probably commented on NIS

Document

Original text (Chinese)

capabilities. However, the 51-page Paper did
not mention “Network Information Systems,”
thereby suggesting that in 2019, NIS were not
yet a major focus for the PLA, whilst the ISF
was not yet in the pipeline.®’

Translation (English)

THINBEESENK 125 Comprehensively strengthen military training and
RZERNITEAES - HFEEYE | preparations to improve the people’s army’s ability to
EELERe{LE S 4 5 # | win. Research and grasp the characteristics and laws
B AHMEEKIRIES » & | of information-based and intelligent warfare, innovate
20th National | B A RS HREREL AR - $Ti& | military strategic guidance, and develop people’s war
Congress RMAMEIEHERZ » 1 | strategies and tactics. Build a strong strategic deterrent
Report nETE T EER HEELE » | system, increase the proportion of new domain and
kT ANEFEEEKR IE %L | new quality combat forces, accelerate the development
B GEMEEZIRZEE | of unmanned intelligent combat forces, and coordinate
=H - the construction and application of network information
systems.
FTMAEE » TLEEABE » 28 | No network, no connection, no connection, no victory,
HEEILEEEILERZEE | has become a prominent feature of information-based
HHAFE o eI =+ KRS58 | and intelligent warfare. The report of the 20th National
B FEMEEEINFZEE | Congress of the Communist Party of China emphasised
China Military | 1= f - IESEFMKZEE K | the need to coordinate the construction and application
Net Article | ZHIFES{ERKRE ST ~ 2H{E | of network information systems. To improve joint combat
BB DS EEMML | capabiliies and all-domain combat capabilities based
EBXRZHEEMEZH - on network information systems, we must attach great
importance to the construction and application of network
information systems.
FEBAEBEEELIEZBN » | The adjustment and establishment of the information
Eswhiiiid i ZEFE IR | support force is a major decision made by the Party’s
FENZEHEEHBBIELK | Central Committee and the Central Military Commission
R BHEBIFBEEML | based on the overall situation of strengthening the
HWHEE - T=hEEGEI{ | military. It is a strategic move to build a new structure
FEHERZBIKBRZEH » | of services and arms and improve the modern military
IHANRERFFAERIL{L ~ | force system with Chinese characteristics. It is important
ISF BMETHICARZERAE | for accelerating the modernisation of national defence
Inauguration | f{EZE B EAMIEIZAIE | and the army and effectively fulfilling the missions and
Y o EEFIEZFNZZHFT | tasks of the People’s Army in the new era is of great and
EREREREEFRN » B4 % W | far-reaching significance. The Information Support Force
RIEERZEIZIE ARYFEHE | is a newly created strategic force and a key support for
T EEFRESKREZL | coordinating the construction and application of network
BAITHDRE S RMiLE | information systems. It plays an important role and has
E-EFEFEELK- great responsibilities in promoting the high-quality
development of our army and winning modern wars.
Table 3. Instances where the phrase “coordinate the construction and application of NIS”

appears in documents (4t & M & {5 2R Z1%iE A).

37 State Council Information Office, China’s National
Defence in the New Era.
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Russia invades Ukraine

A report on CCP 20th Congress

A publication on China Military Net

19.04.24

The ISF is unveiled

Figure 1. Temporal correlation.

The hypothesis that the ISF’s inception
is related to lessons learnt in Ukraine is
supported by temporal and qualitative
correlations. Temporal correlation can
be assessed based on CCP documents,
dwelling on key elements such as
release dates and consistency in
vocabulary.

e NIS were first mentioned by the CCP in
the report to its 19" National Congress in
2017. This document called for “improved
JO capabilities based on NIS” (IREEFX
BIEERMHARAEESIEKAES).® There was
little mention of NIS in CCP documents or
media for five years, until the 20" National
Congress where it was mentioned for the
second time.*

e Released on 25 October 2022, eight
months after the beginning of Russia’s full-
scale invasion, the Report at the 20th CCP
National Congress urged to “coordinate the
construction and application of NIS” in the

PLA (tEM K ERIFRZIRE ).

B SR ORBEEEE AR S ZFEUHTAT 4K
BHsE N EAMAN—EPESL=RETNREE
KFEAS EAYIRE [XiJinping: Win decisively to build
a moderately prosperous society in all respects and
strive for the great victory of socialism with Chinese
characteristics for a new era - Report at the 19th
National Congress of the CCP],” Xinhua News Agency,
27 October 2017.

3 When performing an internet search for “f 4% {5 21K
ZEIZIZ A” (NIS) between the dates of the 19 and
20% National Congresses, no significant results appear.

SR SEPEFEMHSE EXER ATHE

‘izt & F WKL E KM R 48 S—Ef E I

Y Py /N CFAE ERYHRE [XiJinping:

Hold high the great banner of socialism with Chinese

characteristics and work together to build a modern

socialist country in an all-round way - Report at the
20th CCP National Congress],” H 5 A R BT [Central

People’s Government], 25 October 2022.

The hypothesis that the ISF’s inception
is related to lessons learnt in Ukraine is

supported by temporal and qualitative
correlations

e Four months later and one year into the
full-scale invasion in early 2023, an article
was published on China Military Net
addressing in detail the need to improve
NIS in the PLA.

e One year after that article and two years
into the war, the ISF was unveiled; the
exact same vocabulary was used when
referring to its task — i.e., to “coordinate
the construction and application of NIS.”

The next logical question is what the cited
references to NIS in PLA sources mean. The
2017 report likely suggests a recognition by
the PLA that inadequate NIS contributed to
insufficient JO capabilities; however, improving
NIS was not yet seen as a priority, and there
was no clear direction either. This changed in
February 2022 when Russia’s war likely began
to provide the PLA with enough insight to
outline that direction.

The 2023 article, published on Chinese Military
Net by Unit 63936 (referring to the PLA Ground
Forces Research Institute in Beijing), defined
the PLA’s shortcomings related to NIS and
specified what had to be done to fix them.* In
particular, the article argued that the

4 Joseph. W #Z (@Josephwen), “i5 £ ~ 5Fif% [f2
MEEEMZERE (63936E(FK) [Yang Huan, Xu Lu
[PLA Ground Forces Research Institute (Unit 63936)],”
X.com, 28 January 2024.
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Figure 2. An illustration of user sentiment & engagement. Source: a screenshot of Xigua Video.*

Under the video, one notable comment with 132 likes reads:

Source Original text (Chinese) Translation (English)

Video by FERE | @HuEHHMIEF - 8% | Where does the ISF, a new independent branch of
[Chen Hu Military | $Z2FBA MAATTAI SR ? = = 2480 | the PLA, come from? Three-point analysis of a bright

Analysis] BLE future.
" . N This [creation of the ISF] comes as a response to
Comment by RIS | ] p

the [needs of the] future battlefield after making
conclusions from the Russia-Ukraine conflict.

EEXREBAXEL |=158771:0) R s)

Table 4. Text of the video’s title and translation by the author.

construction and application of NIS were inaccuracy in hitting targets due to
essential to developing PLA joint combat inconsistencies in hardware; incompatible
capabilities and all-domain combat capabilities. software; and difficulty in information sharing.*?
It directly determines the effectiveness of C2 Coming from a PLA Research Institute, this
systems, ISR, fire strike systems, and article was a strong indicator that the ISF was
comprehensive support systems. The article already in the pipeline by February 2023.

added that “modern warfare is a confrontation

between systems and a contest between G ERAER R [Coord )

” . . G E W 4% E B R Z 1515 A [Coordinating the
systems,” as superior systems allow for rapid construction and application of NIS),” #E E ] [China
information processing, enabling commanders Military Net], 13 February 2023.
to make better decisions. NIS-related problems ° glﬁéﬁ [?heéw;t;ﬂl\{llizlri;\a}r)\\/fl_}r%w;gigl, ﬁfﬁg;f E;]?E
. . e S SR EENES AR ? = S HTHEIE
in the PLA identified by the article included = [Where does the ISF, a new independent branch of

lack of connectivity; unclear visibility and the PLA, come from? Three-point analysis of a bright
future],” Xigua Video, 20 April 2024.
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A sentiment endorsing the subsequent
restructuring, prompted by the war in Ukraine,
was also echoed by Chinese netizens, as
articulated by the comments to a video
analysing the ISF’s functions that generated
1.68 million views on the Xigua Video platform.
Overall, the evidence provided ftilts strongly
in favour of the hypothesis that the formation
of the ISF was significantly influenced by
the lessons the PLA learnt from Russia’s war
in Ukraine, although those were not the
only cause. The domestic circumstances,
meanwhile, were too lacklustre to outweigh
the external factors and trigger a reform on
such a scale or infer that the process had
already been set in motion in 2019.

The domestic circumstances were too
lacklustre to outweigh the external factors

CONCLUSION

Deciphering the developments within the PLA
is vital to assessing the PRC’s real military
capabilities. Since the Sino-Vietna-
mese War of 1979, the PLA has had no
practical combat experience, meaning
that learning from other militaries and
conflicts has played an outsized role in
its evolution. From the Gulf War in
1990 to Russia’s full-scale invasion of
Ukraine in 2022, the PLA mastered the
bystander skill, observing from the
sidelines and drawing its own conclusions from
others’ successes and failures. If we can better
understand what lessons the PLA has been
learning, as well as what kind of insight it has
been receiving and from where, we can,
likewise, gain a deeper understanding of the
structural and operational nature of the PLA
itself.

Structural changes in the PLA over the last ten
years include the creation of the SSF and the
ISF. The correlation between the release dates
of CCP and PLA documents, the consistency
of their terminological vocabulary, and the
comments on the Chinese internet strongly
suggest that the reformin question relies on the
lessons that Beijing has learnt from Moscow’s
full-scale war in Ukraine. In particular, they
concern the addition of NIS capabilities to
the PLA’s Information Forces, probably in
response to the structural hurdles that Russia
has faced — and China has observed — in the
course of the protracted war in Ukraine. This
analysis identifies four key areas — i.e., general
communications, C3l, cyberspace operations,
and ISR — where the Russian military
made NIS-related mistakes, thereby
outlining the lessons that China could
have derived.

and trigger a reform on such a scale or infer
that the process had already been set in
motion in 2019

If the creation of the ISF is indeed
linked to lessons from Russia’s war in
Ukraine, the western countries must
remain alert to Beijing’s observance of
other conflicts globally. A thorough and critical
assessment of military failures around the
world and subsequent, corresponding changes
to the PLA can provide a window into Chinese
military thinking, as well as hint at where

A thorough and critical assessment of
military failures around the world and

subsequent, corresponding changes to the
PLA can provide a window into Chinese
military thinking

PLA capabilities are strong and where they
are lacking. As PLA exercises around Taiwan
continue to grow in frequency and threaten
the status quo, the importance of making
such observations cannot be overstated in
analysing future conflicts and anticipating their
outcomes.
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