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The notion of resilience has become a buzzword
in scholarship, academic research and analytical
practice over the past several vyears. A
“resilience” search query on Google generates
nearly 133 million results in less than a second:
resilience budget, centres of resilience, climate
resilience, etc. It seems that “resilience” is
almost everywhere, embedded in topics of
psychology, urban development, security and
many others. Various stakeholders in a number
of countries interpret resilience in a wide
spectrum of contexts, fuelling multiple debates
on what resilience is and what can citizens
make out of it—not to mention intellectually
inspiring  discussions on challenges to
developing comparably guantitative
measurement of various resilience components
on different levels in society. It is therefore
crucial to start by compiling generated
knowledge on resilience in order to identify the
eligible and tangible parameters for quality
assessment and elaborate on quantified metrics
of the concept. In addition to tracking the
concept’s definitional history and its migration
across various fields, this short
highlights instrumentalisation of resilience for
mitigating security threats, especially in the

analysis

discourse on NATO deterrence and defence.

Resilience is indeed an attractive concept as it
addresses the capacity to resist and to recover
quickly and easily after a stress or shock.
Societies across the world, and the challenges
they face, are becoming gradually more
complex and interconnectedly multilayered,
which makes all citizens in general and some
groups and communities in particular more
influence, hybrid
long-lasting consequences of
disruptive events. The COVID-19 pandemic
followed by the global
convincingly demonstrated the complexity of
contemporary threats and dangers and—more

vulnerable to malicious

threats or

infodemic has

importantly—the high relevance of resilience-
based thinking and resilience-oriented actions
at the global, national, regional, local and even
personal level.! In an ever-changing world faced
with evolving hybrid challenges and emerging
threats, societies may benefit from individuals,
communities, organisations, systems
nations being ready to absorb, learn from and
recover after confronting abnormal events or
attacks on infrastructure, the economy, social
cohesion, values or even human lives.? The
concept of resilience is therefore becoming
extremely popular in public discourse,
particularly in times of crisis.

and

Alongside the popularity of “resilience”, there
are quite differing views and applications of the
notion. It originates from the physics of
materials first mentioned in a scholarly work of
1818 by Thomas Tredgold. In “On the
transverse strength and resilience of timber”,
Tregold used the term “resilience” to explain
why some types of wood were able to
accommodate sudden and severe loads without
breaking.? The concept itself has a long
definitional history across several academic
disciplines.* For example, a search for the term
“resilience” vyields 263,518 scholarly works,
within which it identifies top-9 fields of study
using resilience as a concept from 1818 to the
end of 2020.°

1See: Matteo Cinelli, Walter Quattrociocchi, Alessandro Galeazzi et
al., “The COVID-19 social media infodemic”, Nature Scientific Reports
10:16598 (2020).

2 See Igor Linkov, Lada Roslycky and Benjamin D. Trump (eds),
Resilience and Hybrid Threats: Security and Integrity for the Digital
World. NATO Science for Peace and Security Series - D: Information
and Communication Security Volume 55 (Amsterdam: 10S Press,
2019).

3 Thomas Tredgold, “XXXVII. On the transverse strength and resilience
of timber”, The Philosophical Magazine: A Journal of Theoretical
Experimental and Applied Physics Series 1, Vol. 51, Issue 239 (1818)
(2009), 214-216.

4 Philippe Bourbeau, “A Genealogy of Resilience”, International
Political Sociology Vol. 12, Issue 1 (March 2018), 19-35.

5 Data from the analysis using Lens.org search engine (“Title: resilien*
OR Abstract: resilien* OR Keyword: resilien* OR Field of Study:
resilien*”), conducted on 3 January 2021.
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Resilience in fields of study, by year

This chart shows the number of scholarly works over time for the top fields of study by the
number of scholarly works in the result set
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Figure 1. Resilience in various fields of study, 1950-2020. Source and dynamic version of the infographic.

These are psychology, engineering, computer
science, medicine, geography, sociology,
ecology and environmental resource
management, business, and political science. It
outlines engineering (in particular, physics of
materials) as the first academic discipline to use
the concept of resilience in scholarly work but,
from 1950 on, other fields have been taking
over (Figure 1). The visualisation in Fig. 1 helps
to track how the concept of resilience had been
explored by researchers in various fields of
study since 1950. There is no big surprise in
numbers showing that psychology has been
dramatically leading the field for almost 40
years, as the notion of resilience is extensively
with  cognitive
responses to various psychological stressors.
Meanwhile, the other fields of study rose
gradually in terms of the amount of scholarly
2016. Since then,
different patterns for each academic discipline
have emerged, with peaks and troughs.
Notably, in 2020, usage of the term “resilience”
showed a clear rise only in medicine-related
publications, which can be attributed to studies
on COVID-19 implications and the resilience of

researched in connection

work on resilience until

national healthcare systems. Alongside this,
numbers in all fields rose (with fluctuations)
after 2016, especially computer science, while
those for environmental resource management,
engineering and geography fell considerably.

As crises and conflicts are common phenomena
around the world, the geography for exploring
resilience in scholarly work is also worldwide. In
fact, there are only 15 countries where the
research establishment does not study (or
publish work on) the concept of resilience in its
scholarship. Others, particularly developed
countries, produced most of the
scholarship on the notion (Figure 2). While
aggregated data on resilience-themed literature
report some slight annual increase for all types
of scholarly work in 2020, journal articles are
one of few areas with significant growth.
(“Other” represents newsletters, abstracts,
speech transcripts, etc.) (Figure 3).

have
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Resilience by country

This map displays the countries/regions of the institutions most actively engaged in the result set by their
scholarly works.
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Figure 2. Scholarly works on resilience by country. Source and interactive version of the infographic

Scholarly works on resilience by their publication type

This chart shows the number of scholarly works over time by their publication type
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Figure 3. Scholarly works on resilience by publication type. Source and dynamic version (2005-20) of the infographic.
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3. RESILIENCE THROUGH
THE PRISM OF SECURITY

There is a tendency for the concept of resilience
to migrate from purely academic discourse to
applied research and policymaking in particular.
While the policymaking domain prefers
analytical reports, policy briefs and policy
papers as operationalised products of
intellectual work for impact-oriented inputs
into action, the notion of resilience is now being
widely adapted, redefined and tailored by
national governments, research-focused
universities, analytical centres and think-tanks
across disciplines such as political studies,
applied sociology and applied
anthropology.® As the concept of
resilience has been embedded into
policy-writing, the role of resilience
from the perspective of policymaking
will undoubtedly grow in the near
future. Nevertheless,
policymaking there are widely

differing subjects and focuses as well as the
utility of resilience, which again shows the
universally convenient attractiveness of the
concept from one side and its multilayered
complexity from the other’” From the
policymaking  perspective, operationalised
resilience is considered a promising tool for
building societal sustainability to promote and
guarantee a country’s endurance, so there is
growing interest in and demand for
understanding resilience and identifying its
interdisciplinary characteristics and indicators
for potential measurement.®

within

Notwithstanding  the  predominance  of
published papers on resilience within each
specific field of policymaking, there have been

6 Giliberto Capano and Jun Jie Woo, “Resilience and robustness in
policy design: a critical appraisal”, Policy Sciences 50 (2017), 399-426.
7 Marc Welsh, “Resilience and responsibility: governing uncertainty in
a complex world”, The Geographical Journal Vol. 180, Issue 1 (March
2014), 15-26.

8 Data from the analysis of keywords for two categories (report and
other) on resilience from the search at lens.org, conducted on 3
January 2021.

several attempts to study resilience from the
multidisciplinary perspective, combining
insightful findings from several fields into one.
As security threats are heterogeneous and
complex in their origin, structure,
interdependences and consequences, the
notion of resilience in all its aspects (e.g.
societal, organisational, cognitive and electoral)
is highly relevant to the security domain.
Inspired and guided by its member states,
NATO is also showing a strong interest in
resilience.® Moreover, some scholars argue that
core elements can already be seen in the
essence of the 1949 North Atlantic Treaty,
especially Articles 3 and 5.%°

Operationalised resilience is considered a
promising tool for building societal

sustainability to promote and guarantee a
country’s endurance

Given the increasing hybridity and complexity
of the modern world, NATO and allied nations
are trying to apply resilience as an operational
tool without being limited to specific fields of
study. There is an understanding among NATO
policymakers that resilience involves
maintaining political cohesion and unity;
increasing the effectiveness of political and
military decision-making; enhancing cross-
organisation and multinational cooperation;
generating effective responses to climate
change, terrorism, cyber and disinformation
threats; managing the challenges of new
emerging and disruptive technologies; and
ensuring energy security.!! Highly unpredictable
security environments stimulate the adoption
of resilience by NATO allies and partners as a

9 There are 38 mentions of “resilien*” in the latest analysis and
recommendations. See Thomas de Maiziére, A. Wess Mitchell, John
Bew et al., NATO 2030: United for a New Era (November 2020).

10 Tim Prior, “NATO: Pushing Boundaries for Resilience”, CSS Analyses
in Security Policy, September 2017.

11 Ralph D. Thiele, “Building Resilience Readiness against Hybrid
Threats — A Cooperative European Union/NATO Perspective”, ISPSW
Strategy Series: Focus on Defense and International Security, Issue
449, September 2016.
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key strategy in mitigating risks, improving
situational awareness and preparedness,
investing in various deterrence capabilities and
building cross-sectoral competences for rapid
recovery. Consequently, it is understood that
improving the state and functionality of
resilience on various levels might have an effect
on an adversary’s chances of achieving its
objectives; connections between
resilience and another important concept,
deterrence, are therefore vigorously explored
by the academic and policymaking
communities.?

hostile

By extension, establishing the relationship
between resilience and defence has become an
important aspect of the security community’s
adoption of the concept of resilience. As a
military alliance, NATO has agreed seven
baseline requirements for national resilience
against which preparedness can be measured;
however, these are narrow and are oriented
towards enabling and facilitating successful
military defence.®® This reflects a particular type
consensus within the Alliance about the
linkages between its core mission (collective

Highly resilient societies project deterrent effects the

and are effectively defendable; extremely fragile,
highly vulnerable and unprepared ones are not

defence) and resilience (at the national level),
although other standpoints on the relationship
between defence and resilience are possible in
policy discourses (e.g. resilience as a useful
complement to defence,
reasonable substitute for defence,
opposite: defence as a pivotal ingredient of
resilience).

resilience as a
or the

Finally, resilience and defence are sometimes
paired as equal pillars, both of which must be

12 Edith Wilkinson, “Resilience and Deterrence: Exploring
Correspondence Between the Concepts”, in Anastasia Filippidou (ed.),
Deterrence: Concepts and Approaches for Current and Emerging
Threats. Springer, 2020, 19-33.

13 North Atlantic Treaty Organization, “Resilience and Article 3”, last
updated 16 November 2020.

present to ensure comprehensive national
security. Although there is no broader
consensus on and thorough understanding of
how these concepts are interrelated and
interact beyond NATO’s consensus of resilience
as an enabler and facilitator of military defence,
a baseline means that resilience must reside
within societies as well as the nation-states. As
a hypothesis for the instrumentalisation of
resilience in security-, defence- and deterrence-
related debates, it can be proposed that highly
resilient societies project deterrent effects and
are effectively defendable; extremely fragile,
highly vulnerable and unprepared ones are not.

4. EMBRACING THE
SOPHISTICATION OF
RESILIENCE

Nevertheless, resilience cannot be cultivated
(and preferably also assessed by measuring
qguantitative and qualitative indicators) only
horizontally, between different sectors of
security; it also needs to flow vertically. In
general, it is approached mainly from the
perspective of a person, a
community and a nation, with
of the
being the most popular
among scholars.’* However,
the gap between the number
of publications on “individual
resilience” and those on “national resilience”
has drastically decreased,’ indicating that
national enjoying  growing
popularity among academics. In the literature
on NATO and different levels of resilience, there
is almost equity in terms of numbers, but again
a great diversity with regard to subject of study
(Figure 4), which shows how versatile the
concept has become.

level individual

resilience is

14 Shaul Kimhi, “Levels of resilience: Associations among individual,
community, and national resilience”, Journal of Health Psychology,
Vol. 21, Issue 2 (2016), 164-170.

15 Data from the analysis of respective keywords searched in the
Scopus database at scopus.com, conducted on 3 January 2021.
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Figure 4. Levels and dimensions of resilience in scholarly works on NATO. Source and dynamic version
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There are many reasons for the concept of
resilience to migrate from one academic
discipline to another, as from one sectoral
category to another producing differences in
definitions and quite a broad spectrum of
interpretations.’® Whatever the field of study,
resilience has a shared set of characteristics
making it even more useful in the context of
hybrid threats to a modern society. Cultivating
and applying knowledge and practical skills for
building resilience on various levels has a lot to
offer during turbulent times, so it is important
to capture its multidimensional nature rather
than trying to embed it within one discipline or
simplified level of comprehension. Researching
the parameters for quality assessment and
elaborating on quantified metrics of resilience
will contribute to more prudent policymaking in
domains, including

various security and

safety.!’

16 Marygold Walsh-Dilley and Wendy Wolford, “(Un)Defining
resilience: subjective understandings of ‘resilience’ from the field”,
Resilience: International Policies, Practices and Discourses, Vol. 3, Issue
3 (2015), 173-182.

17 Anna Rita Manca, Peter Benczur and Enrico Giovanni, Building a
Scientific Narrative Towards a More Resilient EU Society. Part 1: a
Conceptual Framework (Luxembourg: Publications Office of the
European Union, 2017).

Minimising risk, eliminating existing
vulnerabilities and anticipating forthcoming
difficulties involves an evidence-based whole-
of-society approach. There is thus a strong need
for timely executed and adequately tailored
responses to complex security threats in the
same
mindful agility and organisational flexibility
from policymakers and security operators on
various levels. Resilience seems to provide a
suitable conceptual framework for such efforts,
but there is an ever-present possibility that,
instead of seeking to operationalise this
concept and adopt it for long-term use, the
policy community will abandon it and move on
to some new fashionable concepts and
narratives.

multifaceted manner that requires
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