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      Europe is facing its largest refugee crisis since World War II. So far, each member state has been trying to cope with the flood of people on its own, but it has become clear that we need a common response. That is what the Estonian Minister of Foreign Affairs, Marina Kaljurand, writes about—she thinks that the future of the European Union following the crisis depends on our ability to cooperate.


      “If we are able to make European values and cooperation a priority, we could become stronger and more united as a result of this crisis,” she writes. “Otherwise, there is a risk that the EU will change: the Schengen system vanishes, borders close, free movement disappears, new dividing lines emerge and so on. We would definitely not like these changes.”


      The Istanbul-based freelance journalist Hille Hanso interviews four Syrian refugees who live in that city. They talk about Western stereotypes about Syrians and the war making life impossible in Syria. The Syrians think that among asylum seekers it is important to try and differentiate between people who really need help and fraudsters.


      Helga Kalm, a junior research fellow at the ICDS, argues that refugees are beginning to understand the impossibility of returning home since the war shows no signs of stopping.


      Kai Kaarelson, head of the Estonian president’s foreign policy department, is convinced that foreign policy is more successful (especially in times of crisis) if we are able to look at the world through the eyes of our opponents. “Empathy—the ability to understand and share the feelings of others—ideally extends to both friends and enemies,” she writes. “Without a doubt, the ability to see the world through someone else’s eyes gives a strong advantage in interpreting reality for both states and people.”


      Kaja Kallas, an Estonian MEP, writes about the need for a European Energy Community. She finds that an energy community is primarily important for consumers. “Today, consumers in many countries cannot choose between different suppliers because they are registered with large producers and changing suppliers is not straightforward. Likewise, consumers are not sufficiently informed to make a considered choice,” writes Kallas.


      Piret Pernik, a research fellow at the ICDS, writes that, despite its small size, Estonia has succeeded in being a big player in cyberspace. She considers cyber security as a foreign and security policy issue.

    

  


  
    
      


      
        Migration Crisis is a Trial by Fire for All of Europe


        Estonia wants to achieve long-term solutions to the crisis

      


      
        Marina Kaljurand – Migration Crisis is a Trial by Fire for All of Europe

      


      


      
        [image: Marina_Kaljurand.jpg]
      


      
        Vikipeedia

      


      


      Marina Kaljurand,


      Estonian Minister of Foreign Affairs


      Marina Kaljurand has been Minister of Foreign Affairs since July 2015. She has previously served as the Estonian ambassador to the United States and to Russia. She has also been deputy secretary general of the Ministry of Foreign Affairs. In 2007 the newspaper Postimees named Kaljurand as Person of the Year.


      The migration crisis is a challenge for all of Europe—a test of humanity for Europeans. Whether the European Union will emerge from the crisis stronger or weaker depends mainly on our ability to stand together. If we are able to make European values and cooperation a priority, we could become stronger and more united as a result of this crisis. Otherwise, there is a risk that the EU will change: the Schengen system vanishes, borders close, free movement disappears, new dividing lines emerge and so on. We would definitely not like these changes. We must therefore work together to resolve the issues facing us.


      The migration crisis is even more complicated and multifaceted than the crisis of the eurozone. First, the element of publicity and humanity is much greater—human lives are at stake, and horrifying photographs can change public opinion within a matter of hours. Second, migration affects EU member states in very different ways. Some worry about maintaining their borders and some have the issues that come with being a transit country, while others already face too great responsibilities as a country of destination, and so on. Moreover, the situation can change very quickly—one day it is Hungary that is under fire, the next day it is Croatia, then Slovenia or, as in the last few weeks, our near neighbour Finland.


      Solving the refugee issue is Europe’s common responsibility, so it is Estonia’s responsibility too. Europe is more than just a continent; it stands for European values such as upholding human rights, having compassion for those in distress, and respecting one’s international obligations such as providing protection to war refugees.
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        A mother and daughter arriving on the Greek island of Lesbos, after travelling by boat from Turkey across the Aegean Sea. Crossing the Mediterranean by boat is often life-threatening and causes great suffering for refugees.


        AFP/Scanpix

      


      Why are People Fleeing From Their Homes?


      Different routes are used to cross the Mediterranean, with one of the main ones through Libya to Italy, and a second one to Greece via Turkey. According to the United Nations, a third of the refugees that have come to Europe this year via the Mediterranean are from Syria. At least 250,000 Syrians have lost their lives in a bloody civil war that has now lasted for five years, during which the government has used chemical weapons against its own people. In recent years, the suffering of the nation has been increased by the violence of the extremist group ISIL, and people are being killed en masse based on an ideology with fictional religious origins. World-renowned Italian semiotician and philosopher Umberto Eco has called ISIL’s extermination methods and its apocalyptic desire to take over the world a new form of Nazism. More than 4,000,000 people have fled Syria, most of whom now live in refugee camps in neighbouring countries. Human consciousness cannot often comprehend such a great tragedy: we all knew the horrifying numbers, but it took the death of a three-year-old Syrian boy, Aylan Kurdi, and a photo of this tragedy that spread like wildfire to change people’s attitude towards the Syrian refugees across the world.


      Among Africa’s hot spots the biggest migration exit states are Eritrea, Somalia and Nigeria. Eritrea is a dictatorship with a population of 6,500,000 and about 10,000 political prisoners. According to a rough estimate, 1,000,000 people have fled Eritrea in order to live a decent life and to escape the misuse of power. I would not recommend as bedtime reading the reports by the international human rights organisation Human Rights Watch about torture in Eritrea or Somalia. Until 2013, Somalia was in political chaos due to religious conflict and ethnic violence. For now the situation has stabilised somewhat, but the country’s security remains very fragile. Hundreds of thousands have left as refugees. People are also fleeing in huge numbers from Nigeria, the north-eastern part of which is ravaged by the Islamic extremist group Boko Haram. Their kidnapping of Nigerian schoolgirls in April 2014 is a vivid example of how the lack of security falls hardest on the most vulnerable groups in society: women, girls, children and the elderly.


      One of the largest sources of refugees is Afghanistan, where civil war has lasted for decades. Some relief was brought by the NATO-led peacekeeping mission that started in 2001 (Estonia joined in 2003), which was operating under a mandate from the UN Security Council and aimed to establish national institutions and fight against terrorism. Since 2001, over 5,000,000 Afghans have returned to their homeland, which should give us hope that, despite the enormous difficulties, the international community’s intervention in crisis areas does have a positive impact. The situation in Afghanistan has improved, but it remains unsafe and many are still leaving the country. That is why, despite the conclusion of NATO’s peacekeeping mission, Estonia continues to contribute aid to Afghanistan. Estonian police instructors are still working there and Afghanistan’s diplomats are studying at the Estonian School of Diplomacy.


      What Options Do We Have to Alleviate the Crisis?


      It might be said that if the situation is as dire as these cases, then military intervention is necessary. However, any such intervention requires either an invitation by the relevant state, such as Libya, or a UN mandate, which is extremely difficult to achieve. There are no quick fixes; we must be prepared to deal with this crisis over a longer period of time, while reviewing our whole migration policy, and relations with the migrants’ states of transit and destination.


      First and foremost, we must deal with the refugees who have already arrived in Europe and help those member states that have received a disproportionately large influx—particularly the southern border countries, Italy and Greece. In September, the president of the European Commission, Jean-Claude Juncker, published a draft new immigration package, which contains wide-ranging measures to manage the migration crisis, one of which is the distribution of the refugees between member states. The proposed formula for apportioning the refugees who have arrived in the EU between the states would be their GDP (40%), population (40%) and unemployment rate (10%), and the number of asylum seekers previously accepted (10%). The migration plan provides for the establishment of a crisis mechanism for the relocation of refugees by the end of this year. The adoption of this plan is due to be discussed by internal affairs ministers soon.


      The relocation of a total of 40,000 people within the EU and the resettlement of 20,000 people from refugee camps outside the EU was agreed in the summer. On 22 September internal affairs ministers decided to relocate another 120,000 of Greece and Italy’s asylum seekers over the course of two years. Since Estonia also contributed significantly to the creation of the distribution formula, we could agree with this decision. Including the latest decision, Estonia’s share will be approximately 550 people. Naturally these numbers are not large enough—more than 500,000 immigrants have crossed the EU’s borders in the first nine months of 2015—but more important than the numbers is that we are sharing the responsibility jointly. However, it is also evident that the EU cannot accept an infinite number of refugees; so, in parallel with the aforementioned activities, a number of steps must be taken.


      It is clear that the borders must be effectively guarded and the human traffickers must be held accountable. The EU’s Border Guard Administration, Frontex, has launched missions to participate in patrolling the border in the Mediterranean Sea, in addition to member states’ own border patrols. Estonia has consistently participated in these missions. Due to the seriousness of the situation, the EU hastily launched EU NAVFOR Med (European Union Naval Force, Mediterranean), with the aim of impeding the illegal transfer of people as well as the operation of human trafficking networks in the Mediterranean. In early October it launched the second phase of the mission, which involves stopping vessels in international waters and conducting searches or seizures if necessary. Continuing efforts are being made in the UN Security Council to agree a resolution that would provide a legal basis for tackling the networks of human smugglers, who benefit from people’s suffering, and to destroy their vessels on the Libyan coast. In addition, Frontex’s activity will be strengthened in the future.


      A common list of safe countries of origin is being drawn up by the EU. This would allow applications by asylum-seekers from countries that clearly do not need international protection to be expedited. Of course, removal procedures need to be made more effective. Several member states are struggling to send people who will not be granted asylum back to their home countries. Those coming to the EU as job-seekers for economic reasons are not refugees and are subject to an unambiguous policy of being sent back to their countries of origin. Even in the case of refugees, their genuine need for emigration is assessed. The removal procedure is made complicated by the situation in the source countries, many of which are not interested in signing readmission agreements. For example, in Libya, from where many refugees are arriving, there is no partner with whom to discuss removal; the country is in chaos, and for years it has failed to agree on the creation of a united government so a continuous power struggle is taking place between various parties.


      The most effective way to help those in need and to reduce the pressure of migration is to address the situation in the crisis areas, the countries of origin. We must have a more intense dialogue on migration with the exit and transit countries of Africa and Asia. As a separate measure, an African crisis fund of €1.8 billion is planned in order to increase the stability of the African crisis areas and to address the root causes of illegal immigration from the region. It is much more effective to resolve and alleviate the issues concerning refugees on the spot in the Middle East and African refugee camps. We must therefore increase our support for the establishment and maintenance of refugee camps in third countries. Jordan, Lebanon and Turkey have made an enormous contribution to aiding the refugees, and our task is to help them in this. It is in Estonia’s best interests to support all concrete measures to help manage migration in the source region (through the identification of refugees outside the EU, increased funding for the crisis countries and resources for maintaining the refugee camps). The summit between the EU and African countries taking place in Valletta in early November will tackle the root causes of the migration. Source countries will certainly want both political and financial rewards for their cooperation, and it would be wise of the EU to be very accommodating.


      What Have We Already Done?


      Estonia is an active participant in discussions in Brussels about the migration crisis and we want to achieve joint long-term solutions to the ongoing crisis. Most of Estonia’s humanitarian aid and development cooperation contribution to the Middle East and North Africa (a total of €3,200,000 in 2011–15) has reached those in need via international organisations, as their representatives in the affected countries are familiar with local conditions and thus are able to react quickly and appropriately by combining the contributions of the various donors. Since the Arab Spring of 2011, Estonia has supported the alleviation of the humanitarian situation of Syrian refugees in Jordan, Lebanon, Iraq and Turkey, with a total of €1,800,000 in bilateral development cooperation activities as well as through the United Nations humanitarian agencies and the Red Cross, who play the leading role in accepting refugees, and supplying shelter, food and drinking water. Estonia has also supported the provision of health services, continuation of education and activities to combat sexual violence. Experts from Estonian Disaster Relief have built a refugee camp in Jordan and participated in the United Nations Disaster Assessment and Coordination’s (UNDAC) mission in the Syrian–Turkish border areas. In order to enhance refugees’ ability to compete in the labour market, volunteers from NGO Mondo have carried out a bilateral project to support youth IT education in the refugee camp in Jordan. They have also taught English in the camp and are continuing the IT training.


      Estonia has also supported the resolution of long-term and complex emergencies in South Sudan, the Central African Republic, the Gaza Strip and the Palestinian National Authority territory. We have provided humanitarian aid to the Central African Republic, Mali, South Sudan, Sierra Leone, Guinea, Liberia, Nigeria, Somalia, Chad, Niger and the Democratic Republic of Congo. Estonia participates in an international coalition of 60 countries that acts against ISIL. Our experts are working in the Mediterranean Frontex mission and we are also contributing to EUNAVFOR Med.


      Why has Estonia done all this? The reason and explanation is best delivered by a thought from the composer Arvo Pärt, which I would like to share with you. “It would help if we could think and feel as if your child is also my child. It means that you are my brother or sister, but then we should be family. Perhaps we are, only one must look far for the common origins. When we finally reach this understanding, we will become one, because the world is one big organism. If one person suffers, the whole world suffers as well. Adam is the father of us all; the further we look from, the clearer we will see how we are all in this boat together.”1


      I really like the idea that we are a single organism, and all in the same boat together. It makes helping others easy and self-evident, not a burden that we ought to bear. We contribute to resolving the crisis because we want to; we will not stand on the sidelines and watch others suffer.
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        Syrian refugees believe that Estonia should receive families because they integrate the best


        Hille Hanso,


        freelance journalist, Istanbul

      


      


      


      The whole world is talking about Syria, but Syrians themselves hardly ever get to speak out in the media. I decided to talk to Syrian war refugees in Istanbul because their voices are heard too little in discussion about Syria’s present and future. During our meeting in Istanbul I found some truly open people. Their backgrounds are very different but they are united by the desire to speak about their country and share with the world what they have been through. As they fear for their safety, they asked me to use aliases.


      Please meet “Fuad” (from Aleppo, Sunni, 40, escaped in 2012), “Nadia” (from Damascus, Druze, 39, escaped in 2012), “Amena” (from Aleppo, Sunni, 27, last in Syria in September 2015), and “Maya” (from Aleppo, agnostic, 29, escaped in 2012)—all of them Syrian refugees in Turkey.


      


      Please tell me about your life in Syria before the war.


      Fuad: I imported Turkish products to Syria. I was successful. Most people are regular employees but life is cheap in Syria. People always found the time to have fun at the weekends, go on picnics, enjoy smoking hookahs, spend time with their friends. The simple life was valued. Aleppo was the second-largest city after Damascus, and the largest industrial city. People invested in industry to expand and grow their businesses. In the last ten years, the business sector grew, and the new generation of managers was more innovation-minded and bought new technology. Companies cultivated cotton, and the textiles and pharmaceuticals industries were especially successful. The banking sector grew. After the attempt on [Lebanese prime minister] Hariri’s life in Lebanon [in 2005], Syria ended its occupation of Lebanon; the economy started doing better from that time. Aleppo is historically important. History is everywhere. Aleppo is famous: the ancient Greeks, the Romans and many other cultures left their mark. I had many Christian, Kurdish and Caucasian friends. No one asked whether you were Christian or Muslim. We lived according to the same principles: work and enjoy life.


      Nadia: I was born in the As-Suwayda province, near Damascus. Many Druze people live there. As is the case with other minorities in Syria, our life was rather restricted. Like the Sunnis, people of Druze origin could not, for example, hold high military positions. Due to the limited possibilities, most Druze families have some members who have gone abroad, to a Persian Gulf state, Africa or South America. Several revolutions that took place before the current president, Bashar al-Assad’s, rule started in a Druze region. In recent times, Druze leaders have been killed because they did not agree to fight for the regime and families refused to send their sons to join the army. Because of this, many young Druze men have fled Syria.


      Amena: I taught English courses, including private lessons. Life was good. My mother had a beauty salon and my father was a businessman. My brother, who is 17 now, was a student.


      Maya: I studied in London to become a teacher. When the war started, I went to work in Erbil in Iraq. But it was not safe there anymore, either. I came to Turkey from there.
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      According to its constitution, Syria is a secular country. President Bashar al-Assad is an Alawite, and they constitute about 10% of the population. What is the general religious profile of Syria?


      Fuad: It depends on the region. There are more religious people in Aleppo, but as it is an industrial city people used to focus more on making money and doing business. All denominations lived together: Christians, Muslims, and Syria’s largest community of Armenians. This type of coexistence creates tolerance. Several regions are dominated by Assyrians, who are more liberal. Sunnis make up the majority in Syria. But there was no reading the Koran in the bus, like they do in Egypt. People practised their faith at home.


      Nadia: In addition to faith, tribes also play an important role in Syria. It has to be noted that while people could be more liberal in recent years, others started to cover themselves up in public. Both extremes emerged. But faith did not dominate people’s everyday lives. If a woman wears a headscarf, it may be her choice since she is educated. Burkas are not worn at all in Syria.


      


      So the minorities were pushed out of power and public life in Syria?


      


      Fuad: Bashar al-Assad’s father was more cunning. He had the Sunnis’ support, he gave them businesses and knew how to win their loyalty. Some of the Druze were also close to power and they convinced others to be loyal to it. It was the same with Armenians and Christians. But the hatred that the rulers were spreading was always there—for instance, they warned the Christians that the Sunnis wanted to get back at them. This confrontation supported his regime. There was no Internet, no one knew what was happening. Muslims were slandered and we can see the results today. ISIS is helping Assad in the sense that he can say “I told you so”. The constant confrontation has served its purpose.


      Nadia: The Druze were also scared into believing that the Sunnis were dangerous. All parties were played off against one another.


      Maya: I am a Sunni according to my passport but I went to a Christian school. Now they tell us to kill each other.


      Amena: Daesh [Islamic State] is not the Sunnis! Daesh are monsters! Now Assad will never give up his position. He will defend his cities, including Latakia. For example, people from Aleppo are not allowed into Latakia, even if they want to stay in Syria.


      


      Why couldn’t Bashar al-Assad hold the country together?


      


      Nadia: Suppressing people became tougher. The mukhabarat [military intelligence] became stronger. However, people had the Internet and smartphones, and although some channels were closed, you could go on Facebook or YouTube via VPN. It was even prohibited to own a satellite dish, but in the end there were too many to do anything about it. People no longer followed only the Syrian media, and information spread. But before the Arab Spring started in Tunisia and Egypt the situation was suffocating for people in Syria.


      Fuad: After Hariri was assassinated there were times when the West was not happy with the Assads. Bashar was cocky, especially with the leaders of Arab states. He provoked the King of Saudi Arabia and others, but praised the leaders of Russia and Iran. Bashar wanted to appear youthful among the old Arab leaders and he explained that he used the freedom of speech to be an example to his country’s citizens, although the freedom of speech was not in fact available to them. Other mistakes were also made; people from Damascus lost their homes and land because of large developments, but received nothing in return. Corruption was overflowing. There was unrest, primarily in the poor districts of Damascus.


      


      In your opinion, what is the identity of Syrians in general, leaving aside religion and nationality?


      


      Fuad: I’d say it is an entirely Mediterranean culture. It is oriented towards enjoying life and making money. People liked to earn and spend.


      Maya: Mediterranean, but also Oriental.


      Nadia: It disturbs me when the Middle Eastern states are compared to the Persian Gulf states, especially Saudi Arabia. It upsets me and I always say that we are not similar. Syrians do not consider themselves to be Arabs. Women have more freedom; even if they wear headscarves they go to work, make money, and spend time outside the home. Syria is authentic.


      


      What stereotypes or misunderstandings about Syrians have you encountered?


      


      Fuad: We do not have four wives, we do not live in tents, and we do not have camels. Globalisation has reached Syria too. Our form of Islam is moderate, but unfortunately it is not always depicted that way.


      Nadia: The infrastructure is relatively good—even distant villages had electricity and children went to school. We are not like eastern Turkey, either. Syrians are open-minded, and in many families both the husband and wife work. The culture was changing as well, but the government stayed the same.


      


      What is happening in your homes today? What is the situation there?


      


      Fuad: Aleppo was an important industrial centre and I feel it is the industry they are trying to destroy completely. Successful businesspeople have moved to Turkey or Egypt, and several of them have been successful there. They know how to do business and organise work, they know how to set up factories and now buy cotton from places other than Syria. But one also hears about the deaths of businessmen every day; very expensive factories equipped with good technology have been burnt down. Historic buildings and the 14-km long al-Madina Souq bazaar—the world’s longest, and a UNESCO world heritage site—have been destroyed; the minaret of the historically important Umayyad mosque was reduced to rubble. I blame the Syrian government for this. The borders were guarded by Assad’s corrupt generals; such a quantity of weapons was unheard of in Syria in the past. If a certain sum was paid, the border would be left unguarded in the necessary places and all kinds of things could be transported over the border. Assad did not focus on this and that is one of the causes of current events.


      Nadia: Smuggling things in and out was common and people who wanted a lot of money tried to get employed by the customs. Assad must have known that. I, too, blame the actions of the Syrian government. When caricatures were drawn in Daraa, no one demanded that Assad resign.


      Amena: Aleppo is bombed every day nowadays. We are bombed both by the Free Syrian Army (FSA) and by government forces. They are fighting each other, but civilians are caught in the crossfire. We could not sleep, and hid in cellars. You never knew when an explosion was going to happen; the windows of our house were shattered and some of the streets were monitored by snipers. For a whole year, when I went to teach private lessons I had to take cover on the street, run across, then take cover again. I have heard bullets whizz past close by several times. Most of the time you sit in a house with no electricity and water. The last year was the worst.


      The dead are taken away after large explosions—people start cleaning up right away, they are so accustomed to the war. You cannot stop living, people want to work. Schools were closed for several years but parents wanted their children to learn. There have been very many accidents, and schools have been hit. Several hundred people were killed in the Aleppo university on an examination day. A missile was fired from a plane, the university was hit and it caught fire. The university’s student residences are now used by families whose houses have been destroyed; several families live in a small room with curtains for partitions. When I was teaching at the institute there was an explosion, followed by many more. Everyone ran around in panic; it was so bad I finally decided to leave. I have not yet overcome that feeling.


      Maya: Now the FSA has its own district in Aleppo with its own schools, shops and everything. They do not want to use Syrian money because the picture of the president is on it. They use Turkish liras in their regions. Other regions hire so-called security guards to protect them. Everyone is afraid of these “security units” since anything can be expected of them. Kidnappings, murder, robbery, poisoning, all of this is part of everyday life. Merchants cheat, pharmaceuticals and milk are diluted, industry has been completely destroyed, there is a lack of everything. Inflation has been enormous, no one sells fuel, and the price of domestic gas is so high that no one can afford it. It is wonderful how resourceful the Syrians are. They can get by with only a candle.


      Maya: I was so afraid of the bombs and shooting that I did not dare to go back again. I hid in a wardrobe when they were shooting. My sister had a nervous breakdown. Once, I was in a taxi and the police started shooting at us to make us get out of the way.


      Fuad: I lost my brother in the war in 2012. He was a war photographer with the FSA, which initially consisted only of Syrians. One day when he was filming the Syrian forces, he was hit in the head and died. I was asked about why he had to go there; he had everything, why meddle in it? But he had his reasons—he did not condone Assad’s many killings. He did not listen to others’ advice and went to document it all.


      


      Many people in Europe wonder why Syrian refugees move on from Turkey since the two countries are thought to have similar cultures. Why aren’t the refugees happy here in Turkey?


      


      Nadia: It is not a matter of culture. The refugees received here are not allowed to work. People do not want to sit around and do nothing, even if everyone helped and the government and non-governmental organisations gave them money.


      Maya: They do not want Syrian teachers in Turkey, and I was employed on condition that I do not say I am from Syria. Everyone knows me as British and they love me. If they knew the truth, parents would start complaining. I cannot lose my job. Syrian families with children have a hard time schooling their children here. First, there is the language issue, and second, the education that carries on in the local schools here is not acknowledged. They do not lease apartments to us; my lease agreement was concluded in someone else’s name. Once I was on the school bus and others were talking about refugees when they saw Romas begging on the street. Everyone looked out of the windows, pointed and said “Suriyeli-suriyeli!” (“Syrian-Syrian” in Turkish). I wanted to scream that those people were not Syrians but I could not say anything. I felt really bad. I worked hard to get this education and now I am here in Turkey where no one wants us.


      Amena: I came here with a tourist visa; I cannot afford to be a refugee. Refugee status cannot be used to get a work or residence permit. As refugees, we have to stay in Turkey, but people in tent cities are dying, they are very poor and it is unsafe to live there. You cannot open a bank account in most of the banks to pay for something in instalments. “Suriyeli” sounds like a swear word.


      Fuad: Syrians are different. They want to work until they achieve the same standard of living they had before. For example, if I had a factory, I want a new factory; if I had a shop, I want to own a shop again. The language issue is the main worry here. Likewise, the regulations that change every couple of months; we cannot move freely, and have no clear future. You cannot work with a refugee ID. One needs to find a balance between a tourist visa and refugee status; both come with restrictions. The people who go to Europe know that in five years they will have a new citizenship, civil rights, jobs or education. If we knew that we would have Turkish citizenship in five years, many of us would not move on from here. We do need an identity—we already lost our Syrian identity. For instance, if our passport expires, there is a chance that it will not be renewed. What do we do then?


      Nadia: You can live a worthy life in Turkey, if you have the money. But most people have nothing left and can at best afford somewhere to stay or a place worth living in a camp. You cannot presume that people who have no future, no tomorrow, will do nothing about it. The refugees who have temporary protection in Turkey also have the right to send their children to school in Turkey. The reality is different. They do not want to allow Syrian children to go to school, and say that classes are full or that Turkish children are the priority. Persecution also occurs. For instance, rents are much higher for Syrians because they have no choice but to pay.


      


      What do the Syrians who have reached Europe expect? People like your acquaintances?


      


      Fuad: Several of my acquaintances are already there: one went by boat, another walked through Bulgaria. The main hopes of people with families are for safety and a place to live.


      Amena: They are asked what they want to do, learn, or how they want to earn a living. Thanks to the Internet it is easy to communicate, there are web pages where refugees share experiences: what cities are worth going to, where it is best to stay away from. My friends have been inviting me to follow them for a long time. But I did not have the money to go, as I was supporting my entire family.


      Maya: I would certainly start working if I went to Europe. It is known that there are better chances to make it in Europe owing to the social security system; many people have children. There certainly are those who abuse others’ hospitality but, as a rule, Syrians are hard-working. But I have heard people saying that you should use everything that is available free of charge.


      Fuad: Believe me, work is sacred for Syrians. We have been taught since we were little that when you do not want to study, you have to start working at once.


      


      What about relationships within the family, and gender equality?


      


      Nadia: It is very important for a family to stay together and have a close relationship. I would compare Syrians with Italians in this respect. My sisters and our parents, we are very close.


      Fuad: Since I was a child my family has visited my grandmother every Friday. Everyone was there—aunts, uncles, their children; we are very family-oriented.


      Nadia: Naturally, families are different. Even if the woman decides everything, it is made to look like the man is the decision-maker. Syrian women are generally overbearing, and grandmothers are often the most important people in families.


      Amena: There are also cases where the men control the decisions of the women in their families—what clothes the women should wear and so on. Sex education is unavailable; pregnancy prevention is not taught. If I see some of the families having one child after another nowadays, I cannot comprehend how they want to raise a family in such a situation! But they say that these things simply happen.


      Fuad: If children put their grandparents into a nursing home, it brings shame upon the family and they are criticised. If a family’s elders cannot cope by themselves anymore, a family member must care for them.


      Nadia: Women have four months of paid parental leave when they have a baby. Working women also send their children to kindergartens but family members, neighbours and other close acquaintances also look after the children.


      Maya: I do think conservatism, in the Oriental sense, is quite widespread. There are strict rules, especially where women are concerned. I know families where the wife is not even allowed to cut her hair without the husband’s permission. Young couples do not live together without marrying. I lived with several relatives because my parents divorced. Some of the family members I lived with forced me to wear a headscarf; I had to cover myself and I hated it. I was a teenager and did not know how to stand up for myself. Then I realised that I was wearing a headscarf for their sake, not for my own. Studying in London made me stronger; I understood that I could make my own decisions. I gave up wearing a headscarf.


      Amena: We are Sunni, but I do not cover myself, nor does my mother. I have been told it is a decision every person has to make on their own. There was a period in life when all religious rules made me angry. I was in love with a Christian but our marriage would have caused a lot of trouble for both families. We had to end our relationship.


      


      Why are young men fleeing? People in Europe say that they should fight and put things right in their own land.


      


      Nadia: Most of them are fleeing from the army. There are cases where several sons of one family are standing at different checkpoints with guns, only a hundred metres apart—one in Assad’s army, the other in the opposition. It has torn many families asunder. Many men served in the army but then had the chance to escape. Many 18-year-olds want to study, not go to war, but attending university is impossible for most of them now.


      Fuad: Many men are married and they go to Europe so as not to risk the lives of their family, which is in some neighbouring country. They will try and apply for the family to be united in the future. The leaders of this country are killing their own people, so why should men want to join such an army? The choice is: kill, be killed or escape. Those that do not want blood on their hands escape. Even the Alawites, who are in the same religious group as Assad, are escaping. Their parents do not want to send their sons to fight for the regime and against other Syrians. Many are killed. But Assad has convinced them that if he no longer has power, all of them will be killed.


      Nadia [starts crying]: Sometimes, when I think about beautiful places like Palmyra with its 3,000 years of history that has now been lost, I feel that people who have never seen it are better off. They do not understand the extent of the damage.


      Fuad: The demographic situation in Syria will change due to this war. There will be many orphans; the Iranians and Lebanese are buying land from those who have left and the government is letting it happen.


      Nadia: They want Hizbollah and the Iranians to gain more influence in the country. They are afraid that Saudi Arabia wants to make Syria a Sunni state … Our Sunnis are not like those in Saudi Arabia!


      Fuad: Saudi Islam is Wahhabi, and it differs greatly from the Syrian Sunni faith. They have strange fatwa, and we are not a part of that Islam. In the past we never asked questions about one another’s faith; it was not an issue.


      


      How do people feel about Russia’s actions in Syria?


      


      Fuad: Our regime is similar to Russia. I do not know whether Assad’s regime is on its last legs or not. It does not matter how things will end—the Russians can still say “we are here and want a piece of the cake”. They need a passage to the Mediterranean. Russia wants to stay, whether or not Assad remains in power. The natural gas deposits near Latakia are very valuable. [The Russians] do not want Qatar’s oil and gas pipelines to pass through Syria to Europe either. There is talk of the country disintegrating. If the oil and gas deposits are indeed there, then a small state with access to the sea that stays in the sphere of influence of Iran, Assad and Russia could be very successful.


      


      What would be the alternative to Assad’s government?


      


      Fuad: Assad would have to go first. Then the activity of radicals would have to be restricted. All of them: al-Nusra, Daesh and al-Qaeda would all have to disappear. Extensive peacekeeping would be needed and then we would have to organise elections after a few years. We must build a new system.


      Nadia: Assad should have resigned when the time was right. If he stays, he will become even more dangerous.


      Fuad: Daesh is very negative, and everyone believes that all Sunnis are like that. Thus, people see the Alawites as the only alternative. But Syrians would no longer accept this. The outside world believes that the Sunnis are taking their revenge on the Alawites. But we know that there were a lot of poor Alawites who were not happy with the system and did not benefit from the regime. We need a policy of forgiveness to rebuild the state. Assad is weak, and controls only 30% of the country. We do not trust the warring groups. All of them are funded by some external force.


      Fuad: Assad is happy that Daesh exists. People are now so exhausted that some of them are even claiming life was better during Assad’s rule; at least it was stable. That’s what he wanted to achieve.


      


      Would you go back?


      


      Amena: We want our country to be safe. I would return and would even agree to Assad continuing in office if he could guarantee peace.


      Fuad: I do not want to return anymore. Everything has changed. I would not feel like I was living in the same country. My parents hope to go back—I hear them pray to God that they can return home one day. My father has worked his entire life; our house is still there. But I am blacklisted because of my brother’s activity, because he was against the government. If the government resigned, it would be safer to return. We cannot even go back to sell our house right now. I would probably be arrested on the border. The mukhabarat searches through phones and computers on the border, and I would live in constant fear.


      Nadia: Older people hope to return, but the young get accustomed to life elsewhere and will not go back to Syria. People there are controlled by fear. The intelligence forces would not suddenly disappear. Their network has an immense amount of information, like the KGB used to have.


      


      What would you like to say to Estonia, if it accepts refugees from Syria?


      


      Maya: I hold the countries who accept people in high esteem.


      Fuad: We do not want random immigrants to benefit from the situation in Syria. We were at a restaurant and started talking to a young man. He claimed to be a refugee from the Syrian city of Homs, which was badly damaged in battle. But he did not have a Homs accent and he did not behave like we do. We were certain that he was a North African, although he did not admit to it. There are people with Syrian IDs or passports elsewhere on the streets, as well. But everybody knows that you can buy a passport for US$1,000, and corruption is everywhere. For example, Turkish people from the Hatay region, where Arabic is spoken, are using this opportunity to get to Europe.


      Nadia: Even the Lebanese envied us and said that we are lucky—this war allows you to get to Europe and you will be accepted. It is very sad that honest people, who are not frauds, are poor and beg on the streets of Istanbul, while frauds receive aid in Europe.


      Nadia: Accept families. I do not believe that it would be hard for them to integrate. Language, work, and a safe place to live are the only things they need. When children go to school, it will help the parents to integrate. They may be in for a shock since many of them are not from cities. They need time, and there is no need to push them. But do not think that, if a woman is covered up, it means she does not want to nor cannot play a part in society.


      Fuad: You need help from other Syrians to review asylum applications. They know the culture and will understand whether the applicants are who they claim to be. Actually, you should also find out who the applicant was in Syria; those loyal to Assad, who might be war criminals, are also leaving. Syrians are really willing to do volunteer work.


      


      What do you miss the most?


      


      Fuad: I am trapped in Turkey—we are no longer accepted, we cannot travel, we are not granted visas. I have been stuck here for three years already. We will not get Turkish citizenship. I miss freedom. I often go back to Syria in my thoughts and cry when I see refugees in the news or on the streets. They do not deserve this future.


      Nadia: I feel guilty for being a survivor. People are dying in Syria but I am here, in Istanbul, safe and unharmed. And I feel guilty about it. This is why I blog and inform people of their rights, so that I can help. My heart breaks when I read the news and hear of people’s experiences.


      Amena: People say, “end the war and we will not leave, we will stay in Syria or return there”. I earned well in Syria, I had no cause to leave whatsoever. We were not satisfied with life in Syria in several ways, but what has followed is much worse. Many people are willing to return on any conditions, as long as there is peace.

    

  


  
    
      


      Põgenikest, noortest meestest ja inimväärsest elust


      As wars continue, people are forced to recognise that there will be no returning home


      
        Helga Kalm – On Refugees, Young Men and a Life Worth Living
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      Helga Kalm is a junior research fellow at the International Centre for Defence Studies, where she focuses on studying the Middle East and Africa. During her Bachelor’s studies at the University of Tartu she furthered her education in China, France and the Czech Republic. Helga has a Master’s degree in international relations and economy from Johns Hopkins University.


      Since early summer, the European Union has been troubled by a seemingly endless inflow of refugees. The crisis is tearing Europe apart because we do not know what to do with this wave of people. The media widely publish images of refugees barging across borders looking like gangs of angry young men. The young male Arab is becoming the symbol of Europe’s problems, the personification of terrorist threat and refugee crisis. In view of the increasingly aggressive image, it is important to understand who these people are, and from where and why they come, since this is how we can dispel the emerging stereotypes.


      The crisis in Syria has caused the greatest wave of migration since World War II. Within that country, 7.6 million people have been forced to leave their homes and, according to official figures, 4.1 million Syrians have fled the country, but there are probably even more. The majority of the refugees are in neighbouring countries: Turkey, Lebanon, Jordan and Iraq. According to the Office of the United Nations High Commissioner for Refugees (UNHCR), 533,824 refugees have reached Europe by crossing the Mediterranean Sea this year.1 55% of them are from Syria and 4% from Iraq. 2


      660,865 people had applied for asylum in one European state or another, according to data from August 2015.3 Thus, many of the applicants are not from Syria or Iraq but from other conflict regions in the world, such as Afghanistan, Nigeria and Somalia. Many of the refugees come from Eritrea, where a strict military regime is in power. These people have strong reasons for fleeing. Unfortunately, economic migrants are also trying to reach Europe during the crisis.


      The fact that there are a lot of young men in the pictures published by the media does not mean that they are not war refugees. Syrian refugees are not only young men; the UNHCR states that 50.3% of the refugees in the states surrounding Syria are women.4 But 69% of the refugees who reach Europe are men, while 18% are children and only 13% women.5


      There are several reasons young men are more likely to reach Europe. First, Syrian society is relatively young, the median age for men being 23.3 years and for women 24.1. It is therefore understandable that the average refugee who comes to Europe seems young, because the average Syrian is young, and this should not be a criterion for judging refugees.


      At first, the refugees go to neighbouring countries as they hope that the war will end soon and they can easily return home from there. Until this summer, the refugees who came to Europe did not arrive like a flood. Now the war has lasted four years, people are slowly starting to realise that they may not be returning home any time soon. The so-called Islamic State and Assad’s regime are still the strongest parties in the conflict, which is why it seems that the situation will only normalise in the distant future. The refugees are starting to think about how to live on and where to go.


      The neighbouring countries are not able to accommodate an infinite number of refugees—these are states with only average income and restricted resources. Iraq is also busy fighting Islamic State. In Lebanon, refugees make up more than a quarter of the entire population; the Zaatari refugee camp is technically Jordan’s fourth-largest city. Lebanon has not built refugee camps on principle, since it does not want the refugees to stay. The Lebanese fear that the mainly Sunni refugees will upset the political balance between the country’s three largest religious groups—Sunni, Shia and Christians—which, in turn, could be fatal for its ever-precarious democracy. At the same time, 12.1 million of the 16 million inhabitants of Syria require humanitarian aid, which means that the pressure on the neighbouring states will probably increase even more in the near future.


      The refugees’ life in the temporary camps of the neighbouring countries is hard. Lebanon and Jordan have not signed the UN’s 1951 Refugee Convention. While they do receive refugees, they are not required to grant them all the rights prescribed in the convention. In both countries, the refugees are not allowed to work legally in many sectors, and thus have to work outside the law. One result is an increase in unemployment, which creates increasingly negative feeling towards the refugees among locals, as the former contribute to a rise in rental costs, and burden the infrastructure and social welfare system. The UN has managed to collect only 37% of the US$4.55 billion in aid required for the Syrians. During the summer, the UN cut down on refugees’ food-aid programmes, as a result of which the amount that can be spent on a single refugee’s food is just $13.50 per month.6 Jordan has stopped offering medical aid to refugees. Due to lack of resources, some children have not been to school for several years.


      It has now become clear that the war will not be ending any time soon, and many middle-class families have decided to move on to Europe, where they hope to have a humane life. Parents want to send their children to school, young people want to graduate from university, and families want a chance to return to normal life. Many refugees go to Europe with their entire families, but this option is not available to everyone, as smugglers demand about $2,000 per person. If it is not possible to pay for the entire family to travel at the same time, families are most likely to choose to send the men (as breadwinners) ahead to Europe. Once there, the men hope to earn enough in a couple of years to bring their families.


      The fact that men come alone is not an act of selfishness or lack of care towards their families, but happens because men are much more likely to reach Europe safely. The Mediterranean Sea is often stormy and there are too many people in dilapidated boats, which may capsize. Men are generally stronger than women and children, which makes them more likely to survive in harsh conditions. The case of little Aylan Kurdi is an example of how hard is the journey from Turkey to Greece or from Libya to Italy via the Mediterranean. Aylan’s father, Abdullah, was the only person to survive from that family, as Aylan’s mother and brother died beside him.


      Men and women escaping to Europe face different dangers. Female refugees are generally more vulnerable since they are threatened by particular dangers. When women who travel alone pay the smugglers, they can never be sure of reaching their destination safely. They may be raped on the way or captured and sold to human traffickers as sex slaves. The journey is not safe for men either, as the Syrian army needs more soldiers and there is a danger that the smugglers will send them back. People have fled Syria because they do not want to fight for the Islamic State or the government’s forces and there are simply no alternatives to this in many regions. Men who are not Sunnis or who are not prepared to swear allegiance to the Islamic State are in mortal danger. Men who leave their womenfolk behind are not being uncaring, but are trying to protect them by putting their own lives on the line.


      


      Given the background against which these people come to Europe, we should be careful not to view the Arab man in Europe as an angry layabout or a terrorist. Syrian men, women and children have survived unimaginable hardships, first in Syria itself and then in refugee camps. Syrian men come to Europe to give their families the chance of a proper life. The fact that others seek to take advantage of this should not be held against the refugees. The refugee crisis is difficult for Europe, and it is therefore important that we develop a working mechanism to identify those who need help, and consider different scenarios for restoring Syria to a state to which people can return.


      


      


      1 UNHCR: http://data.unhcr.org/mediterranean/regional.php (last accessed 3 October 2015).


      2 Ibid.


      3 Eurostat: http://ec.europa.eu/eurostat/tgm/table.do?tab=table&init=1&language=en&pcode=tps00189&plugin=1 (last accessed 3 October 2015).


      4 UNHCR: http://data.unhcr.org/syrianrefugees/regional.php (last accessed 3 October 2015).


      5 Ibid.


      6 “Time to go – Who is leaving for Europe and why”, The Economist, 26 September 2015


      http://www.economist.com/news/middle-east-and-africa/21667953-who-leaving-europe-and-why-time-go (last accessed 3 October 2015).

    

  


  
    
      


      Why Is the European Energy Community Still Not a Reality?


      Consumers would benefit from energy cooperation between EU member states
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      One of the main issues that members of the European Parliament elected a year ago are dealing with under the leadership of the European Commission is the creation of a joint energy community. It seems strange that the subject is still on the table, given that one of the ideas behind the creation of the original European project was to form an economic and atomic energy community. A brief reminder: the EURATOM (European Atomic Energy Community) treaty, concluded in 1957 in Rome, entered into force the following year together with the EEC Treaty. The main purpose for establishing EURATOM was to coordinate the joint peaceful use of atomic energy in member states. The aims of the EEC were wider in scope—the abolition of trade restrictions between member states, and the establishment of a common market and customs union.


      


      Why is it that the energy community of member states is still not up and running, nearly 60 years since the atomic energy treaty came into being, and what can we do to make it work?
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        Solar panels in the United Kingdom. An EU energy community also means that much more varied energy sources will be put to use.
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      Energy Security


      


      One of the main reasons is the way energy security has been dealt with thus far. Even in Estonia there is a widespread view that, in order to achieve energy security, the country must be ready to meet 100% of its energy requirements at any time by itself. Producing energy or having an energy source located on one’s own territory seems more secure than transporting energy from a neighbouring state. Yet, when we look at Europe as a whole, we see that various member states have different strengths in terms of energy sources, and these should complement each other nicely. Moving from state-based to EU-based energy security would be beneficial for all, as history has shown that, when acting alone, one is vulnerable in terms of energy.


      In order to make it possible to consume cross-border energy, the member states should invest substantially more in connections between them. The existing connections were generally built for occasions when consumption is high and production falls short of demand, and are not meant for bilateral trade on a scale at which a large industrial state could buy energy from a producer in another member state. Investments in energy connections are, as a rule, very time- and resource-consuming, and the governments of member states find it hard to defend spending money on this to their electorates.


      However, Central Europe is also beginning to require functioning electricity connections, as illustrated by serious examples. For instance, last Christmas there was real concern in Belgium that people would be left without electricity and heating because several of the country’s power stations were out of order. At the same time, a power station in the Netherlands, only three kilometres from the Belgian border, had to be closed down due to overproduction! It would only require 12 km of overhead power lines to be built to connect these networks. It is technically possible; the problem lies in getting approval from government departments. As the age of its existing power stations means there will be energy shortages in Belgium in the future, the country is looking for options to connect the grids expeditiously, something that should have been done long ago.


      To ensure energy connections work and guarantee the reasonable distribution of production, someone needs to look at the big picture and make sure that member states do not proceed based solely on their individual interests, and that the energy community works equally well within the EU as a whole. The member states inevitably tend to set market restrictions to benefit their own companies. This, however, may not be in the interests of consumers since protectionism contributes to higher prices. ACER (Agency for the Cooperation of Energy Regulators) could be the organisation looking at the big picture, in cooperation ENTSO-E (European Network of Transmission System Operators for Electricity), but member states are reluctant to hand over their decision-making powers and still think that the decisions they arrive at individually are better.


      When we talk about energy security, there is also the question of energy supplied from Russia and third countries. Perhaps it is due to mistrust between member states or belief in the capabilities of one’s negotiators that the EU has thus far not negotiated the terms of energy supply with third countries as a single unit; rather, each member states tries to negotiate better terms for itself individually. This, naturally, delights Russia, which is trying to create disunity in the EU by whatever means possible, and turn member states against one another.


      As can be seen from a recent European Commission report on Gazprom, the Russian company has been cleverly making the most out of the situation, which is why some member states have paid more for gas than they should have. The Commission’s view regarding this case is that Gazprom is in breach of EU competition rules by setting trade restrictions between certain EU member states, hindering the movement of gas and inter-state competition, and thus abusing its status as the dominant company in the market.


      This position is based on a 2011 study covering Estonia, Latvia, Lithuania, Poland, the Czech Republic, Slovakia, Hungary and Bulgaria. Today, the European Commission plans to harmonise negotiations with third nations so that all countries can reach better agreements. Naturally, this will not come about easily, because member states will not want to surrender their competences as they still believe it is better to negotiate alone


      Some have also voiced the opinion that, as Russia is no longer a reliable trading partner, we should look for new suppliers and markets, such as Libya and Egypt. Given the geopolitical and internal situation of these countries, they may not be the most stable of trade partners. But it is reasonable not to put all your eggs in one basket—there should be as many energy sources and suppliers as needed to ensure that Europe is not dependent on a single country.


      Digital Solutions


      In addition to physical solutions, the energy community must work in actual life. This, in turn, means that consumers will be more empowered and have a variety of choices. Today, consumers in many countries cannot choose between different suppliers because they are registered with large producers and changing suppliers is not straightforward. Likewise, consumers are not sufficiently informed to make a considered choice—not to mention having such information concerning suppliers from other countries. Nevertheless, modern digital solutions provide us with great opportunities to learn new information and make conscious choices about energy: from how the energy we consume is produced, to which companies supply it and which country it comes from.


      Network operators in every country have this information, and distributing or publishing it should not be difficult, if there is the political will to do so. By the way, this has been done in Estonia—the main network operator, Elering, has created data repositories where this information is available. As an accomplished digital state, Estonia can be an example for all of Europe in this matter. Moreover, freely distributing information on energy production and consumption should be conducive to many new business models and solutions that may, in turn, empower consumers even more.


      Digital solutions are accompanied by the issue of cyber security. Cyber-attacks on data repositories and energy centres could cause massive disruption. As we are dependent on energy—more specifically on electricity—for our fundamental needs (according to Maslow’s hierarchy of needs), we must think these things through early on.


      In conclusion, one can say that the subject of a European energy community must be developed further and the member states need to apply themselves to this. We are not stronger alone and cannot achieve better conditions by negotiating individually with third countries. Likewise, no single member state has a formula enabling the supply of the cheapest energy in that country at any time. This can be achieved via cooperation with one’s neighbours. Without functioning networks and cooperation, consumers in member states will be the injured party, as they will pay much more for energy than in a competitive situation. Naturally, launching the energy community requires large initial investment but, if we take into account that energy is one of people’s fundamental needs without which hardly any other modern needs can be fulfilled, we can conclude that today’s investments will be cheaper than the potential costs of energy deficiency years from now.

    


    

  


  
    
      


      Who’s Gonna Be Our “Tommy”?


      On the Necessity and Possibility of an Empathising Foreign Policy in Today’s World
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      On the 11th and 12th days (26–27 October 1962) of the Cuban Missile Crisis, the President of the United States, John F. Kennedy, received two messages from the Soviet Union’s leader, Nikita Khrushchev, within a short period of time. The first was conciliatory in tone, while the second was aggressive. Khrushchev himself had written the first letter and it was sent through closed channels; the second, public one had probably been dictated to him by his generals. By that time, Kennedy had put US fighters on combat alert, and was ready to remove Soviet nuclear missiles from Cuba by force, which almost certainly would have triggered an intercontinental nuclear war. The former US Ambassador to the Soviet Union, Llewellyn “Tommy” Thompson, who was a member of Kennedy’s crisis team at the time and had close contacts with the Soviet leader, advised Kennedy to ignore the second message and respond to the first. It was Thompson’s understanding that Khrushchev was willing to withdraw the missiles from Cuba peacefully, if he had the option to present avoiding a US invasion of Cuba as a strategic victory for the Soviet Union. The then US Secretary of Defense, Robert S. McNamara, recognises in the 2003 documentary “The Fog of War: Eleven Lessons from the Life of Robert S. McNamara” that the world had never been so close to a nuclear war than in those days. The crisis ended on 28 October, and the Soviet Union withdrew its missiles from the island over the following month or so. Of course, this outcome was achieved due to the concurrence of several circumstances; at the same time, it would not be an exaggeration to claim that, without Thompson, the world might look very different on both continents today. McNamara’s first lesson is: try to empathise with your enemy.


      Empathy—the ability to understand and share the feelings of others—ideally extends to both friends and enemies. Without a doubt, the ability to see the world through someone else’s eyes gives a strong advantage in interpreting reality for both states and people. The former are composed of the latter. The reasons for the behaviour of countries should be sought in human nature as well as in history and culture. The main reasons for aggressive behaviour, at both the human and state levels, are fear and the need for resources. The scale of fears is broad; for one, fear arises, for example, from the inability to define oneself with sufficient clarity, in which case others become a danger to one’s identity; fear may ensue from the feeling that you are not sufficiently honoured or recognised. The entirety and status of “me” is equally important to people and countries. Fear is also a prism that significantly distorts our sense of reality and hampers understanding. From this, in turn, spirals of misunderstanding are created, which can lead even the most rationally thinking and operating countries/individuals to the brink of destruction.1 When there is an especially thick fog, it is important to see beyond the boundaries of your fear, in the way ambassador Thompson was able to do at a critical moment.
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        Aerial photograph of a Soviet missile base in Cuba in 1962. The presence of Soviet missiles in Cuba caused the most critical US–Soviet standoff, which ended when the United States was able to decipher an offer of compromise from Soviet messages.


        


        AFP/Scanpix

      


      


      An equals sign is commonly placed between understanding and acceptance; in reality it might not always be there. In tennis, the notion of “know your enemy” is not unusual. In international discourse, attempts to understand the other side are for some reason considered treacherous, especially by one’s own side. “Ah, those Russlandverstehers ...” Not understanding the position of the enemy in a conflict is paralysing, writes Stephen M. Walt, Professor of International Affairs at Harvard University.2


      To what extent are we actually capable of understanding others? The brain functions by creating connections, and new experiences are placed in the context of already existing connections. The creation of entirely new “neurological paths” in the brain is laborious. People seem to be capable of seeing and understanding only what is already within them, which links to previous experiences. The selfish do not comprehend selfless motives, and vice versa; cheats suspect everybody, the noble cannot suspect anyone. Democracies assess the rest of the world according to the potential to spread democracy to these places.3 One cannot rule out the possibility that our entire ability to understand is limited to seeing one’s own reflection in others. The greater the similarities and clarity of the reflection, the stronger the friendship; the fewer common characteristics there are, the more muddled the picture, which leaves room for incomprehension, and this, in turn, can lead to fear. This is how the notion of friends and enemies is formed in our heads. So it is for countries, too. Does the presumed limited ability to understand mean that conflicts are inevitable?


      ot necessarily, I would argue. The key presumably lies in the first part of empathy—understanding oneself—in the greater awareness of one’s own constraints, and in the understanding that not all that is inconceivable is necessarily bad or dangerous. There are things that should be tolerated without understanding; condemnation also involves comprehension. Second, by consciously trying to see the world through wide-open eyes and removing the lens of fear with reason, we can probably broaden our horizons to a degree. Today’s closely connected world and technology leave us with ever fewer justifications for why we have not yet done this. Realpolitik in international relations means competing for one’s interests, while empathy supports acting in one’s own interests.4 Even unilateral understanding gives a tactical advantage to the party who understands. McNamara and Kissinger5—traditionally considered to be “realpoliticians”—who were present at the making of several important decisions for the world, are both great proponents of empathy. The attempt to understand does not always eliminate the conflict, but it significantly reduces the potential for a spiral of hostility.6


      What does this theorising give us in the context of today’s developments related to Russia? For the purpose of self-awareness, it would probably be useful to ponder for a moment whether the prism of existential fear lets us see things clearly enough in our corner of the world. Where does the geopolitical border between fear and excessive optimism lie? Is the old, value-based Europe really more interest-based in relation to Russia than we are?


      In the context of understanding Russia, there are many things that it might be useful to understand better in view of the big picture. For a year and a half, we have been daily submerged in news about Russia and Ukraine—what kind of military movements took place in Donetsk and Luhansk, what new means of information warfare has Russian president Vladimir Putin come up with to influence the domestic and international public, etc. Details are important, and at times they may be decisive, but in other cases they obstruct the big picture—registering every tiny crackle deepens fear and thickens the fog.


      The question of how the West misinterpreted the lack of Russian opposition to the post-Cold War order as acquiescence by Moscow is receiving more attention. During the Cold War, the West examined even the tiniest snippet of information about the Soviet Union, but after 1989 it lost interest in how Russia saw the world and its place in it because “the victor feels no curiosity”.7


      Rebuilding Russia’s historically big ego, which was fatally damaged by the collapse of the Soviet Union, has not been successful. Setting up a modern competitive economy in Russia seems relatively complicated, mostly due to cultural differences. The erstwhile system of satellites—mines in the Ukraine, agriculture in the Baltic States—was the IV drip of this organism; the fall in world oil prices has damaged its heart.8


      Realising that it was not feasible to turn Russia into an economic superpower in the near future, Putin selected a different tool for national self-determination and status-building: the demonstration of military power. It might be cynically argued that Russia is practising its identity behind our borders. However, military might without economic power cannot last for long.9 Logically, Russia cannot afford a large-scale war either, because it cannot afford to lose. The “military card” has been effective because Putin has access to one more inexhaustible resource—fear. In March this year, the Russian leader announced that he was ready to defend the Crimea with nuclear weapons.10 The same message was repeated on 10 April by Leonid Nersisyan, a military observer at Regnum News Agency: if NATO forces gain an advantage in the Baltic region, it might mean that Russia would use nuclear weapons against non-nuclear powers. Animals act like this in self-defence—they raise their spines or bristle. If the president of our neighbouring state were to be admired for something, it would be his skill in using inadequate resources purposefully. Putin has succeeded in making Russia great by fear. However, at the beginning of June, Vladimir Putin told the Italian newspaper Corriere della Sera that only an insane person could imagine that Russia would suddenly attack NATO. An aggressive message, but also a conciliatory one.


      The world’s experts on Russia are debating whether Putin’s actions in the Crimea and eastern Ukraine are part of a larger scheme or are simply fuelled by the desire to ensure domestic control and increase his personal popularity. There is no doubt that, since the Cold War, Russian leaders have had to live up to the public’s wish for clear self-determination, raising the state’s self-esteem and status. According to Gleb Pavlovsky, a former adviser to the Presidential Administration of Russia, Putin lost interest in day-to-day decision-making after his approval rating rose to more than 80% over the annexation of the Crimea. In Pavlovsky’s opinion, today’s Russia does not want to change the world order or even retain its sphere of influence at any price; its actions are driven not by the search for increasing the state’s power outside Russia but by internal weakness.11 Moscow’s policy is isolationism rather than imperialism, as claimed by Ivan Krastev and Mark Leonard, analysts at the European Council on Foreign Relations.12


      Such an increase in popularity also involves certain risks. An artificial world created with propaganda cannot be fully controlled. The population has been “warmed up”. According to data that is probably difficult to check, only recently a significant proportion of Russians wanted a real war with Ukraine.13 It is complicated to tell them “calm down now, please, the show is over”. Besides, as in every good war movie, there are warmonger generals in real life, and they are ready to carry out forceful plans even at some risk to themselves.14 In some ways, it can be said that Putin has become a hostage of the war in Ukraine.15 This war cannot be won or lost. Opening a new front in Syria makes it possible to correct mistakes and, at the same time, direct attention away from Ukraine. There was only passing mention of Ukraine in Vladimir Putin’s speech at the UN General Assembly on 28 September.16 A large portion of the speech was dedicated to Syria and the fight against the so-called Islamic State. The airstrikes in Syria that commenced on 30 September indicate, however, that the real target is not the Islamic State but other forces fighting against Syria’s president, Bashar al-Assad. Of course, this does not suit the West. The danger of the conflict in Syria escalating even further is multifaceted. In addition to historical interests, Russia’s support for Syria’s current regime is probably motivated by fear that the West’s aim regarding Russia is also regime change. Today, the reality may be the opposite; many think that change could be even more dangerous than the current situation.17 From several points of view, the West should refrain from trying to turn Russia into a democracy like them, but should endeavour to shape it into something with which they are able to co-exist. 18


      In the UN speech, Putin again accused the West of trying to establish a unilateral order and of exporting its values to Ukraine, North Africa and Middle Eastern countries; he thinks that Western values have induced chaos in several of those places. “Do you realise now what you’ve done?” he stated emotionally, adding that Russia could no longer tolerate the current state of world affairs. There are doubters in the West, too; maybe it really was the case that the European Union pushed too close to Russia with its Ukraine–EU Association Agreement. The fall of Viktor Yanukovych was certainly a big blow to Russia’s ego. However, it is important to bear in mind that Putin probably does not need the West to actually violate Russia’s interests in order to accuse it.19 This is the skilful use of confrontation: it is always easier to identify yourself that way. For Putin, it is not even important that the EU and NATO do not expand their sphere of influence but act as value-based commuting centres and complement each other. European countries identify themselves through their actual territory; Russia’s ego, however, goes beyond its physical borders. Alas, international law does not tolerate such deviations.


      The US and EU sanctions as punishments for annexing the Crimea and supporting separatism and military intervention in eastern Ukraine will doubtless speed up Russia’s economic downturn, although their impact is deemed to be rather limited. A punishment should ideally change the punished party’s behaviour in a way desired by the punisher. This has not happened—the Crimea is still occupied, and the destabilisation of eastern Ukraine has been going on for a long time. On the other hand, we do not know how Russia would have acted in the absence of sanctions. The only thing that is clear is that the international community could not let such a grave violation of law go unpunished, and should not lift the punishment as long as the status quo ante has not been re-established. However, experts believe that no sanction will be strong enough to make Russia return the Crimea to Ukraine in the near future. The continuation of the punishment—even if it is only valid on a moral level—is the only feasible option for the credibility of international law.


      


      At the moment, fighting in eastern Ukraine shows signs of slowing down, but a new, more complicated front has been opened up, and the situation in and around Russia is not stabilising.20 All of this raises plenty of questions, among them: What will happen if things are accidentally driven too far, if at some point it is too complicated to stop the spiral of conflict? Should we then react to Putin’s “first” or “second” message? To paraphrase Henry Kissinger, great decisions must often be made before our knowledge is sufficient to substantiate them. Even more importantly: if the spiral of mutual misunderstanding goes deeper, do we have enough “Tommies” who are able to remain sober and see beyond their own fear?


      


      This article reflects the author’s personal views.


      


      1 McNamara’s second lesson was that rationality alone will not save us.


      2 http://foreignpolicy.com/2009/05/27/empathy-and-international-affairs/


      3 Condoleezza Rice has said that in 2003, when the US invaded Iraq, Americans could not understand why the governments of several European states did not support it. The statement illustrates well how even understanding similar partners can be complicated.


      4 http://washingtonnote.com/we_need_a_reali_1/


      5 In his book Kissinger: 1923–1968: The Idealist published at the end of September, Niall Fergusson argues that Kissinger is an idealist.


      6 Such opinions are voiced even by the military. US Army major Daniel Leard says: “Human history will always be human. No matter how alien, mechanical, or fantastic the future might be, human empathy would remain among the most influential forces in the world..” http://foreignpolicy.com/2014/04/01/the-future-of-war-entry-no-24-the-key-tool-we-will-need-to-prevail-is-empathy/


      7 http://www.ecfr.eu/page/-/ECFR117_TheNewEuropeanDisorder_ESSAY.pdf


      8 If oil prices drop further, the consequences for the Russian economy will be disastrous. That could make Russia behave more dangerously, according to Richard Dearlove, former head of MI6 (1999–2004). http://www.prospectmagazine.co.uk/world/former-mi6-head-putin-could-get-more-dangerous


      9 In a documentary that was completed for the anniversary of the Crimea’s annexation on 21 March 2014.


      http://www.brookings.edu/blogs/order-from-chaos/posts/2015/04/01-putin-nuclear-threats-meaning


      10 http://www.nytimes.com/2015/08/13/opinion/what-the-west-gets-wrong-about-russia.html


      11 http://www.foreignaffairs.com/articles/143329/ivan-krastev-and-mark-leonard/europes-shattered-dream-of-order


      12 http://www.newyorker.com/news/daily-comment/after-the-crash


      13 E.g. Igor Strelkov, one of the leaders of the separatists, who is clearly disappointed that Putin has not gone further and annexed the Novorossiya territories for good.


      14 http://www.bloomberg.com/news/articles/2015-02-04/russian-fire-starter-says-putin-now-hostage-to-ukraine-war


      15 http://gadebate.un.org/70/russian-federation


      16 http://www.cer.org.uk/sites/default/files/publications/attachments/pdf/2015/frozen_sanctions-10787.pdf


      17 http://www.foreignaffairs.com/articles/143329/ivan-krastev-and-mark-leonard/europes-shattered-dream-of-order


      18 http://www.the-american-interest.com/2015/04/14/could-it-have-been-otherwise/


      19 New York University expert on Russia, Professor Mark Galeotti, states that in the 21st century many things are different, but the danger of a conflict escalating still exists. http://www.bne.eu/content/story/stolypin-apocalypse-not

    

  


  
    
      


      Cyber Security as a Foreign and Security Policy Issue


      


      The deterioration of the security situation in Europe has not left cyberspace untouched.1 This article considers the possibilities for Estonia to strengthen its cyber security in the framework of its foreign and security policy.
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      A small country is more vulnerable to cyber threats than a big one because its human and material resources are rather smaller. But sometimes this smaller scale is an advantage, and Estonia has been successful in using this factor in cyberspace. In foreign policy we have been able to play in a higher league than our size would suggest. Like Finland and the Netherlands, Estonia’s advantage lies in successful cooperation between the public and private sector in order to develop an e-lifestyle and guarantee the secure use of cyberspace (e.g. creating the Estonian Defence League’s Cyber Unit, which has been a role model for many countries). In terms of foreign policy we have won a reputation for being a competent, trustworthy spokesman for digital progress and cyber security. Our good reputation has certainly helped in garnering international support for Estonia’s initiatives (e.g. Estonia suggested the establishment of the NATO Cooperative Cyber Defence Centre of Excellence, and offered to host it).


      Quantitative indicators also confirm our head start. For example, according to an index published by the International Telecommunication Union (ITU), Estonia ranks 21st in the world based on the development of an information society,2 seventh in the EU for our digital competitiveness according to an index of the European Commission,3 and equal fifth among the top countries in the world for cyber security according to the ITU index.4 Estonia is also a donor in terms of cyber security, sharing its knowledge about an open information society, e-governance, e-democracy, cyber security and ICT solutions in neighbouring Eastern European countries and further afield. On the other hand, the more digitised a country and society is, the more vulnerable it is and the more it should be worried about cyber security and defence. As the rapid progress of technology and cyber-attacks are impossible to predict,5 we should be prepared for the unlikeliest of scenarios. Cyber experts stress that countries are currently preparing a blueprint for how cyber tools are going to be used in the future, taking into consideration, for example, the actions of Russia, China and the US.


      Politically motivated cyber threats


      Although the total number of cyber incidents against Estonia did not increase last year, they had greater impact (20% of incidents were categorised as critical). Public authorities reported four times as many incidents as the year before, which, according to the Information System Authority, demonstrates that there were more attacks and interruptions, and also that information systems were more actively used and public authorities were more active in reporting incidents. The number of incidents relating to the foreign security service also increased.6 While cybercrime, the economic and industrial intelligence of states, including intellectual property theft, cause the most economic damage on the global level, in our region politically motivated attacks are the most common.7 Countries consider damage to data integrity—which means that there is no certainty that data has not been altered without permission—an increasingly serious threat.


      Cyber threats from Russia


      Compared to 2007, when Estonia’s government bodies, news portals, banks and Elion-branded servers and routers were hit by fairly basic attacks (mostly denial-of-service attacks and sparse denial-of-service attacks), the intensity, complexity and frequency of cyber-attacks have increased all over the world.


      Although there is no exact data about the development of Russia’s cyber capabilities, it is known that Russia is creating a military cyber command, whose tasks include cyber-attack and propaganda operations8 as well as infecting an opponent’s management systems with malware.9 According to cyber security companies, Russia is also developing malware (Remote Access Trojan) in order to achieve remote access to critical infrastructure management systems (supervisory control and data acquisition, or SCADA).10 Many experts think that Russia has implanted zero-day security holes in Western states’ critical infrastructure and weapon systems that can be activated during a crisis. In any case, US intelligence considers Russia to be a more serious threat than China (those two countries are followed by Iran and North Korea), and cyber threats to be the most serious national security threat. The US revealed this year that hackers who receive support from Russia have on numerous occasions achieved access to the unclassified computer networks of the Pentagon and the White House, which, taking into account the leading position of the US in cyber security, should be one of the best-guarded information systems in the world.11 According to cyber security companies, a lot of malware aiming to damage SCADA systems are almost certainly created by hackers with support from Russia.12 Furthermore, those reports have shed light on the highly developed cyber surveillance capabilities of the Russian groups of Advanced Persistent Threat.13


      Notably, Russia was the first country to use cyber tools synchronised with a military attack, in Georgia in 2008 and as a part of the so-called hybrid war in Ukraine in 2014.14 Cyber space is a good example to illustrate how Russia uses a reverse comprehensive approach in order to achieve its political and military goals, employing the services of high-level cyber-criminals and so-called patriotic hackers who operate with the approval or support of the state.


      Why cyber security is a foreign and security policy matter


      Political and military leaders of many countries have recognised facts that might seem trivial. First, cyber security is not a technical problem to be resolved by a CERT (computer emergency readiness team) or CSIRT (computer security incident response team). It is a strategic issue that must be regularly discussed at a senior level. Second, it is not possible to ensure the absolute security of any computer system, which is why the prevention of security incidents is not enough—the focus should be on discovering them, reacting to them and alleviating the consequences of those that have already taken place (an incident may be discovered after about 200 days, but often not at all).15 It has to be assumed that the information systems have already been compromised. It is not necessary to build an impenetrable defensive wall against an external enemy, but resilience must be improved in such a way that the operational capability of a system or service is assured in every situation.


      It is also widely known that most incidents are caused by the lack of cyber hygiene and human error, and most cyber-attacks do not pose a serious threat. Most politically motivated cyber-attacks have not had consequences that can be considered equal to using military force. There is no international consensus about what cyber activities could be labelled as the use of military power or a military attack. Russia and China do not want the use of power to be defined based on the extent and consequences of the attacks, which is a common position in democratic countries.16 Those countries also view psychological operations and information warfare as part of cyber warfare, which means that they qualify as a military attack. It is safe to assume that it is not in Russia’s and China’s interests to reach an agreement that would allow countermeasures to cyber-attacks be legitimised in international law. That would restrict their activity, or at least force them to justify their actions. As long as there is a gap between the values of democratic and authoritarian states and incompatible national interests impede the achievement of a global agreement on responsible behaviour in cyberspace,17 a consensus can still be reached among like-minded countries.


      Countries exercise power based on values and national interests, and cyber power is no exception. Whether we consider cyberspace as the fifth domain of warfare or as the substrate on which all the various dimensions of war are based and depend, it is a new sphere of human activity that gives a state an additional opportunity to exercise its monopoly of sovereign power both within its own jurisdiction and at an international level. The means of cyberspace allows the target to be influenced and pushed in a non-violent way. A country’s arsenal includes attack tools, tools of informational power (for example, laws for data localisation and controlling the contents of the Internet) and measures for achieving physical and technical control (for example, laws that oblige service providers to identify all users, register social media platforms, exercise control over hardware and software, and allow surveillance activity by the security authorities). The goals of such cyber-attacks could be to restrict data accessibility or stop the provision of services; damage computer networks, computers and software; cause disturbances in society and undermine credibility; exercise psychological and political influence over target groups; and organise information and surveillance operations. Cyber security is thus multidimensional—the line between war and peace, internal and external has become blurred. Cyber security is also a matter of foreign and security policy and part of the wider concept of comprehensive national defence.


      The Estonian agenda


      Estonia is developing its cyber capabilities in military defence and contributes actively to discussions about international norms, confidentiality and measures of trust in the OSCE and UN. In addition to international cooperation, promoting alliances and developing the EU’s cyber policy (some of the country’s main goals, according to the Estonian cyber security strategy to 2017),18 it is also necessary to protect Estonia against politically motivated cyber-attacks. Defence begins with an early warning system, raising awareness about the situation and sharing this with other parties. From the foreign-policy perspective, it is important to build trust and form bilateral relationships, mainly with like-minded cyber intelligence and cyber capability developers. To achieve credible deterrence we have to make sure that NATO is able to implement collective defence measures rapidly against serious cyber-attacks. Although the statement that NATO’s collective defence also includes defence against cyber-attacks has had a stabilising effect,19 credible deterrence presupposes that countermeasures are implemented as a response to incidents in addition to sending a clear message (e.g. the US has increased its deterrence capability by filing official charges against China’s military officers and legitimising the implementation of sanctions). Credible deterrence also means that the capabilities of resilience and attributing attacks are improved and the capabilities of deterrence by denial and cyber security are enhanced.20


      In conclusion, although this article does not discuss informational and psychological operations in detail, it is important that the EU develops measures against hybrid threats, including Russia’s information war,21 and that the EU and NATO send a clear common strategic message. It is no less important for the Estonian authorities to send a common message and act in accordance with a common agenda.


      


      


      


      1 Cyberspace or digital space is based on computers and computer systems; its biggest component is the Internet and digital data sets.


      2 “Measuring the Information Society Report 2014”. ITU, 2014.


      3 Estonia belongs in the average development group along with Belgium, the United Kingdom, Luxembourg, Ireland, Germany, Lithuania, Spain, Austria, France, Malta and Portugal. Within the EU, it is in second place for developing public sector e-services, in fourth place for the number of Internet users and in seventh position for the digital skills of citizens, but in 22nd place for the implementation of digital technology in the business sector. European Commission, June 2015.


      4 In the ITU index, 14 countries share the first five places; Estonia shares fifth position with Brazil, India, Japan, South Korea, Germany and the United Kingdom. “Global Cybersecurity Index and Cyberwellness Profiles Report 2015”. ITU, 2015.


      5 According to Nassim Taleb’s black swan theory, it is impossible to predict developments in the economy, financial markets and technology. A black swan is an unexpected event, which is not likely but has a massive impact (e.g. World War I, 9/11, the creation of the Internet and the rise of Google). The anti-fragility principle offers protection against black swans and helps to retain resilience and progress in the midst of chaos. Instead of relying on the academic knowledge of experts, Taleb suggests the trial-and-error method. See Nassim Taleb, “Learning to Love Volatility”, The Wall Street Journal, 16 November 2012. http://www.wsj.com/articles/SB10001424127887324735104578120953311383448


      6 The failure of public e-services was often also caused by power and data communication failures. “2014 Annual Report, Cyber Security Branch, Estonian Information System Authority”.


      7 Peterkop, “Meie regioonile on iseloomulikud poliitiliselt motiveeritud küberrünnakud” (“Politically motivated cyber-attacks are characteristic of our religion”). Riigi Infosüsteemi Amet, 21 August 2015. https://www.ria.ee/meie-regioonile-on-iseloomulikud-poliitiliselt-motiveeritud-kuberrunnakud/


      8 In the Russian approach, psychological and information operations also belong in the arsenal of military cyber tools.


      9 http://www.cbsnews.com/news/russia-tops-list-of-nation-state-cyber-threats-against-u-s/


      10 http://www.newsweek.com/2015/05/15/russias-greatest-weapon-may-be-its-hackers-328864.html.


      11 For example, it is thought that the email system of the Pentagon’s Joint Staff was hacked in August 2015 by Russian hackers, who the US has previously accused of invading the computer networks of the Pentagon and the White House. http://edition.cnn.com/2015/08/05/politics/joint-staff-email-hack-vulnerability/. The leakage of data from the US Office of Personnel Management, containing information on 21.5 million people, came from China, according to experts. According to the Deputy Secretary of Defense, both hostile countries and other hackers search for vulnerabilities in the computer networks of the US Department of Defense millions of times a day. Bob Work, Opening Speech of the US Deputy Secretary of Defense to the Armed Services Committee of the US House of Representatives, 29 September 2105.


      12 For example, the Russian group of hackers Dragonfly/Energetic Bear has been attacking Western oil and gas companies since 2011. “Russian Hackers Targeting Oil and Gas Companies”, The New York Times, 30 June 2014.


      13 See, for example, Patrik Maldre, “Vene küberspionaaži mitu palet”, 28 August 2015. KK blog.


      14 In addition to cyber-attacks, Russia also used the means of electronic warfare.


      15 In 2014, attackers were detected in a victim’s computer after a median 205 days. “2015 Internet Security Threat Report”. Symantec, 2015. https://www2.fireeye.com/WEB-2015RPTM-Trends.html


      16 See rules 11 and 30 of the Tallinn Manual. Michael Schmitt (general editor), “Tallinn Manual on the International Law Applicable to Cyber Warfare”. Prepared by the International Group of Experts at the Invitation of the NATO Cooperative Cyber Defence Centre of Excellence (CCD COE). Cambridge University Press, 2013.


      17 Following agreement on voluntary and legally non-binding measures, during the last few years progress has been made in reaching agreements over international norms and measures of confidentiality and trust (in OSCE CBM 11), as well as on information security issues (in the UN Group of Governmental Experts).


      18 Estonia’s main goals in the field of cyber security include limiting cyber-crime, enhancing the resilience of vital services and infrastructure, and developing international cooperation and military cyber security, including active defence. “Cyber Security Strategy 2014–2017”.


      Ministry of Economic Affairs and Communication, 2014.


      19 James Lewis, “The Role of Offensive Cyber Operations in NATO’s collective defence”. Tallinn Paper No. 8. NATO CCD COE.


      20 Robert Butler, speech in the US House Committee on Foreign Affairs. 20 September 2015. See also: James Lewis, “The Role of Offensive Cyber Operations in NATO’s collective defence”.


      21 The EU is planning to adopt a common framework against hybrid threats by the end of 2015.The new foreign and security policy of the EU, which is to be adopted in June 2016, should also cover aspects of hybrid war. NATO has been also recommended to develop a plan against hybrid threats.
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        Summary

      


      The October edition of Diplomaatia deals mostly with the refugee crisis. First, the Estonian foreign minister, Marina Kaljurand, emphasises the need to maintain European values as the European Union faces mass immigration. “If we are able to make European values and cooperation a priority, we could become stronger and more united as a result of this crisis. Otherwise, there is a risk that the EU will change, the Schengen system vanishes, borders close, free movement disappears, new dividing lines emerge and so on,” she writes.


      Hille Hanso, a freelance journalist, interviews three Syrian refugees living in Istanbul. They give us a glimpse of what life looked like in a war-ravaged Syria and try to correct some stereotypes about their country. Helga Kalm, a junior research fellow at the ICDS, argues that the prospect of war going on indefinitely stops people from returning to their homeland.


      Kai Kaarelson, head of the Estonian president’s foreign policy department, writes that history has shown how important it is to understand other countries, especially in times of crisis, such as the Cuban missile crisis in 1962, when the Americans succeeded in drawing the right conclusions from Soviet messages. “Empathy—the ability to understand and share the feelings of others—ideally extends to both friends and enemies. Without a doubt, the ability to see the world through someone else’s eyes gives a strong advantage in interpreting reality for both states and people,” she says.


      Kaja Kallas, an Estonian MEP in the Alliance of Liberals and Democrats for Europe, gives an overview of why the EU Energy Union is still not working. She is convinced that greater energy cooperation between EU countries would be of more benefit to consumers. “In order to make it possible to consume cross-border energy, the member states should invest substantially more in connections between them,” Kallas writes.


      Piret Pernik, a research fellow at the ICDS, shows how the issue of cyber security is part of foreign and security policy. “In addition to international cooperation, promoting alliances and developing the EU’s cyber policy (some of the country’s main goals, according to the Estonian cyber security strategy to 2017), it is also necessary to protect Estonia against politically motivated cyber-attacks,” she writes.
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