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Executive Summary
While concentrated on Europe, and especially on Ukraine, Moscow’s drive to challenge the world 
order has a global dimension. A tool of Russia’s aggressive foreign policy with worldwide impact is 
information operations. 

Drawing from extensive sources, this report presents a comprehensive and in-depth analysis of 
Russia’s global foreign information manipulation and interference (FIMI) ecosystem, spanning 
official state communications, state-controlled media, and intelligence-controlled covert media 
operations. The scope of these activities is vast and potentially powerful, and it represents a 
strategic asset for Russia’s foreign policy.

What the analysis finds is that Russia’s diplomats, state-controlled media, and intelligence agencies 
are attempting to implant the Kremlin-managed FIMI ecosystem in foreign settings. Such operations 
take time and depend heavily on local networks of influence, as well as a degree of elite access. In 
all these cases, Moscow mobilises the substantial budgets of media outlets such as RT and Sputnik 
and the credibility afforded by diplomatic representations. 

Still, the impact is hard to measure. This report proposes that we think of Russia’s FIMI ecosystem 
and its regional implantations as a structure that creates long-term opportunities for Russian 
foreign policy and provides a framework for Moscow to seize those opportunities as they emerge. 
The cases of Ghana, India, and the United Arab Emirates (UAE) are compared, as their examples 
provide insights into how Moscow adapts its messaging and builds local networks. Moreover, an 
in-depth analysis of the case of Sudan shows the impact of Russian FIMI in the context of a civil 
war, making peace efforts more fragile.

In all cases, however, the goal of Russian FIMI is to advance the Kremlin’s foreign policy. In that 
sense, the analysis finds repeated Russian false narratives spread against Ukraine, NATO, the Baltic 
states, and any actor pushing back against Russian aggression. 

There is no silver bullet to respond to these threats. For Europe – the EU and the national 
governments – to respond, the current efforts must be enhanced further:

•	 Conceive a positive narrative to reframe Europe’s relations with the countries of Africa and 
Asia. Shared prosperity and a partnership of equals must be the keywords.

•	 Respond to Russian FIMI through asymmetric means that exploit Russia’s limitations globally, 
especially concerning financial means (funding, sanctions) and partnerships. 

•	 Expand proactive responses and upgrade the capabilities of the relevant agencies to monitor 
global FIMI across a wider range of languages. 

•	 Enhance cooperation by funding local partners in the long term and involving the European 
defender community. Joint efforts must be led by regional partners.

•	 Deepen empirical research on disinformation and its effects, especially outside of ‘global north’ 
countries; these data will enhance our responses.
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Introduction
In its 2025 annual global risk landscape survey, 
the World Economic Forum found 
disinformation and misinformation to 
be the top global-scale short-term risk, 
above state-based armed conflict.1 
The phenomenon is complex and 
increasingly widespread. According 
to a 2023 Freedom House study, at least 47 
governments engaged in inauthentic online 
activity to manipulate information, twice as 
many as were documented a decade earlier.2 
There is also a criminal component, as hackers, 
bot farms, bot networks, and other forms 
of organised crime enable disinformation 
operations to gain scale in exchange for 
payment.3 Moreover, with advances in and 
proliferation of social networks and generative 
artificial intelligence (AI), the costs of waging a 
disinformation campaign continue to decline.4

This growing risk has a geopolitical dimension, 

as several global players have adopted 
aggressive information manipulation 
measures as part of their foreign policies. 
Foreign information manipulation and 
interference (FIMI) can be considered a form 
of subversion, a type of covert or clandestine 
action meant to change the behaviour of 
the target for one’s benefit.5 In this changing 
landscape, the Russian government stands out 
for its long-term reliance on FIMI to achieve 

1	 “The Global Risks Report 2025. 20th Edition,” World 
Economic Forum, January 2025, 8–9.

2	 Adrian Shahbaz, Allie Funk, Jennifer Brody, Kian 
Vesteinsson, Grant Baker, Cathryn Grothe, Mathew 
Barak, Maddie Masinsin, Rucha Modi, and Elizabeth 
Sutterlin (eds), Freedom on the Net 2023. The 
Repressive Power of Artificial Intelligence (Freedom 
House, 2023).

3	 John Coyne and Liam Auliciems, “A new risk on 
the horizon: organised criminals as mercenaries of 
disinformation,” ASPI The Strategist, 1 November 
2024.

4	 Beatriz Saab, “Manufacturing Deceit: How Generative 
AI Supercharges Information Manipulation,” National 
Endowment for Democracy & Forum, 18 June 2024.

5	 Jill Kastner and William C. Wohlforth, A Measure Short 
of War: A Brief History of Great Power Subversion, 
(Oxford University Press, 2025). 

its political goals abroad. In fact, the 2016 
Russian influence operation targeting that 
year’s US presidential election is considered 
a key moment in awakening governments 
worldwide to the threat of information 
warfare.6 

Today, Russian FIMI remains an active security 
threat, one that is merged with Russia’s war of 
aggression against Ukraine and overall threat 
against Europe. The strategic logic behind 
the Kremlin’s FIMI campaigns is to sap the 
west’s will to support Ukraine, to undermine 
the consensus on international sanctions 
on Russia, and to reduce global support for 
the international order.7 In other words, 
information is a key tool in the Kremlin’s quest 
to transform global politics to make them 
amenable to unprovoked wars of conquest 
and to authoritarian rule.

Measuring the effects of FIMI 
campaigns – and of disinformation 
within them – is difficult. In fact, there 
is some controversy over whether 
disinformation deserves the attention 

it has received from the security realm.8 
However, this controversy does not exist in 
the Kremlin. Every yearly Russian government 
budget allocates well over $1 bl to fund wide-
ranging media operations, and this figure is set 
to grow in 2026.9 

6	 Estonia was well aware of this before, due to the 2007 
Bronze Night riots, which heavily featured Russian 
FIMI. See: Ivo Juurvee and Anna-Mariita Mattiisen, 
The Bronze Soldier Crisis of 2007: Revising an Early 
Case of Hybrid Conflict (ICDS, 2017).

7	 See: “Results of pro-Russian information manipulation 
and disinformation monitoring targeting Ukraine-EU 
relations during June – August, 2025,” Delegation of 
the European Union to Ukraine, 24 October 2025.

8	 Sophie L. Vériter, “The collective securitization of 
‘disinformation’ and the EU’s ban on Russia Today 
and Sputnik,” International Affairs 101, no. 5 (2025): 
1853–1876. 

9	 This figure refers to the ‘mass media’ line of the 
Russian federal budget, which is used to finance 
state-run and state-controlled media outlets, such 
as RT. This figure does not include most of the ad 
hoc programmes run by ministries and agencies. 
Aleksandra Michałowska-Kubś, “Coining lies. Kremlin 
spends 1.5 Billion per year to spread disinformation 
and propaganda,” Debunk, 8 August 2022; “Russia 
raises propaganda funding by 54% in 2026 budget – 
Ukraine’s MFA,” The New Voice of Ukraine, 20 October 
2025.

With advances in and proliferation of social 
networks and AI, the costs of waging a 
disinformation campaign continue to decline

Global players have adopted aggressive 
information manipulation measures as part 
of their foreign policies

https://reports.weforum.org/docs/WEF_Global_Risks_Report_2025.pdf
https://freedomhouse.org/sites/default/files/2024-10/FOTN2023Final24.pdf
https://freedomhouse.org/sites/default/files/2024-10/FOTN2023Final24.pdf
https://www.aspistrategist.org.au/a-new-risk-on-the-horizon-organised-criminals-as-mercenaries-of-disinformation/
https://www.aspistrategist.org.au/a-new-risk-on-the-horizon-organised-criminals-as-mercenaries-of-disinformation/
https://www.aspistrategist.org.au/a-new-risk-on-the-horizon-organised-criminals-as-mercenaries-of-disinformation/
https://www.ned.org/manufacturing-deceit-how-generative-ai-supercharges-information-manipulation/
https://www.ned.org/manufacturing-deceit-how-generative-ai-supercharges-information-manipulation/
https://icds.ee/en/the-bronze-soldier-crisis-of-2007/
https://icds.ee/en/the-bronze-soldier-crisis-of-2007/
https://www.eeas.europa.eu/delegations/ukraine/results-pro-russian-information-manipulation-and-disinformation-monitoring-targeting-ukraine-eu_en
https://www.eeas.europa.eu/delegations/ukraine/results-pro-russian-information-manipulation-and-disinformation-monitoring-targeting-ukraine-eu_en
https://www.eeas.europa.eu/delegations/ukraine/results-pro-russian-information-manipulation-and-disinformation-monitoring-targeting-ukraine-eu_en
https://academic.oup.com/ia/article/101/5/1853/8227699
https://academic.oup.com/ia/article/101/5/1853/8227699
https://academic.oup.com/ia/article/101/5/1853/8227699
https://www.debunk.org/coining-lies-state-budget-financing-of-russian-propaganda
https://www.debunk.org/coining-lies-state-budget-financing-of-russian-propaganda
https://www.debunk.org/coining-lies-state-budget-financing-of-russian-propaganda
https://english.nv.ua/nation/russia-increases-propaganda-funding-54-as-arms-spending-shrinks-50553882.html
https://english.nv.ua/nation/russia-increases-propaganda-funding-54-as-arms-spending-shrinks-50553882.html
https://english.nv.ua/nation/russia-increases-propaganda-funding-54-as-arms-spending-shrinks-50553882.html
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1. A Look Beyond 
Europe

Box 1. Glossary10

Defender community. The community of 
non-governmental organisations (NGOs), 
researchers, government agencies, 
and journalists involved in countering 
disinformation.

Disinformation. Manipulated information 
spread with the intent of causing harm. 
Disinformation has been compared to 
a ‘parasite’ that hijacks authentic and 
accurate information by tampering with 
the context or other manipulations.11 Not 
to be confused with ‘misinformation’, 
which is false information spread without 
harmful intent. 

Foreign information manipulation and 
interference (FIMI). A broader concept 
than disinformation, it encompasses 
tactics such as amplification, hacking, 
coordinated unauthentic behaviour, 
and measures to shape the information 
environment to the aggressor’s 
advantage. All these measures have an 
impact when exploiting existing rifts 
within the target society. 

FIMI campaigns or operations. Planned, 
organised, and coordinated coherent FIMI 
incidents deployed in pursuit of tactical 
and strategic goals. These operations can 
be conceived and executed in the long 
term, with effects lasting years.

Information warfare. A wide concept 
based on the systematic use of FIMI in a 
confrontation with an adversary. Not to 
be confused with electronic warfare. 

Strategic narrative. An intentionally 
structured story that relays a position on 
specific issues, articulated and delivered 
in a way meant to attain strategic goals. 
Unlike ordinary political communications, 
strategic narratives aim to change 
conversations in the long term.

10	 Based on François Géré, Dictionnaire de la 
désinformation (Armand Colin, 2011), and EEAS, 3rd 
EEAS Report on Foreign Information Manipulation and 
Interference Threats (EEAS, 2025), 4.

11	 Géré, Dictionnaire de la désinformation.

War propaganda. Strategic narratives 
and disinformation spread to accomplish 
war goals.

Freedom of expression is a fundamental 
human right, enshrined in documents such 
as the Universal Declaration of Human Rights, 
the International Covenant on Civil and 
Political Rights, and the European Convention 
on Human Rights. Under these and other legal 
regimes, disseminating false or misleading 
information is protected as part of legitimate 
free speech. However, speech that (for 
instance) justifies and encourages violence 
is not considered legitimate. FIMI also lapses 
into illegitimate speech, warranting an 
appropriate response.12 This is especially the 
case for Russia and becomes urgent when 
its disinformation provides cover for its war 
crimes in Ukraine, Mali, Syria, Chechnya, and 
elsewhere.13 Therefore, Russian FIMI needs 
to be taken seriously as a strategic threat, a 
public safety menace, and a detrimental factor 
in international security.

Analysts and researchers have shed light on 
how the Kremlin seeks to accomplish some 
of its strategic goals in Ukraine through FIMI. 
One key goal is to amplify divisions that can 
break the pro-Ukraine consensus held in 
Europe and the United States since 2022.14 
While Ukraine is the most important target 
of Russian information warfare today, it has 
not been the only one. In parallel with its 
European and North American campaigns, the 
Russian government has dedicated resources 
and attention to audiences in other regions of 
the world as well. 

The countries of the ‘global south’, in Africa, 
Asia, and Latin America, have witnessed 
Russian FIMI campaigns increase since 2022. 
According to the Africa Center, disinformation 

12	 EEAS, 2nd EEAS Report on Foreign Information 
Manipulation and Interference Threats (EEAS, 2024).

13	 Wayne Jordash KC, Scott Martin, Anastasiia 
Vorobiova, Nadiia Vaskivska, Vitalii Zhuhai, and Peter 
Pomerantsev, “Manufacturing Impunity: Russian 
Information Operations in Ukraine  –  Russia’s Use 
of Information Alibis and How They Materially 
Contribute to the Planning, Execution and Cover-up 
of International Crimes,” The Reckoning Project and 
Global Rights Compliance, 2025, 10–22.

14	 See: Maria Giovanna Sessa, “Connecting the 
Disinformation Dots,” EU Disinfo Lab, 2023, 4.

https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-2nd-Report%20on%20FIMI%20Threats-January-2024_0.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2024/EEAS-2nd-Report%20on%20FIMI%20Threats-January-2024_0.pdf
https://globalrightscompliance.org/wp-content/uploads/2025/05/Manufacturing-Impunity.pdf
https://globalrightscompliance.org/wp-content/uploads/2025/05/Manufacturing-Impunity.pdf
https://globalrightscompliance.org/wp-content/uploads/2025/05/Manufacturing-Impunity.pdf
https://globalrightscompliance.org/wp-content/uploads/2025/05/Manufacturing-Impunity.pdf
https://globalrightscompliance.org/wp-content/uploads/2025/05/Manufacturing-Impunity.pdf
https://www.disinfo.eu/wp-content/uploads/2023/12/20231204_Connecting-disformation-dots_comparative-study-1.pdf
https://www.disinfo.eu/wp-content/uploads/2023/12/20231204_Connecting-disformation-dots_comparative-study-1.pdf
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campaigns have grown fourfold in Africa since 
2022, with the documented Russian and 
Russia-connected campaigns representing 
60% of the total.15 Across Asia, Russia’s FIMI 
campaigns sometimes resonate with those of 
China, in such a way that each country amplifies 
the other’s messages.16 In Latin America, the 
volume of Russian FIMI spiked in 2022 and has 
remained at much higher levels ever since.17 
While punching below its weight in diplomatic 
and economic terms – especially after 2022 – 
Russia finds leverage in the information space.

The Kremlin’s investment in global information 
warfare has been persistent, but its strategic 
logic is not as clearly understood. Indeed, 
beyond the European arena, sceptics have 
suggested that a focus on global Russian FIMI 
can be a distraction at best and condescending 
at worst.18 Rigour is required to identify FIMI 
campaigns, and caution is needed when 
assessing their impact.19

However, dismissing the global element of 
Russian FIMI risks creating a blind spot among 
those governments supporting Ukraine’s 
resistance. While the war is being fought 
in Europe, it has global ramifications. For 
example, in 2022, global grain prices jumped 
to their highest levels on record, dropping only 
gradually. This disproportionately affected 
developing countries whose societies were, 
at the time, recovering from the COVID-19 
pandemic.20 Reflecting on all these realities, 

15	 The Africa Center is a research institution part of 
the Africa Command of the US Department of War. 
“Mapping a Surge of Disinformation in Africa,” Africa 
Center, 13 March 2024.

16	 Kyle Walter and Hamsini Hariharan, “China, Russia 
Target Western Financial System With Propaganda and 
Disinformation,” The Diplomat, 14 July 2023.

17	 Douglas Farah and Román D. Ortiz, “Russian Influence 
Campaigns in Latin America,” United States Peace 
Institute Special Report, no. 525 (October 2023).

18	 As explained by Jason Warner and Mark Duerksen, 
“Why Do Skeptics Ignore the Evidence of Russian 
Influence Operations in Africa?,” Small Wars Journal, 
19 March 2025. 

19	 Olga Belogolova, Lee Foster, Thomas Rid, and Gavin 
Wilde, “Don’t Hype the Disinformation Threat,” 
Foreign Affairs, 3 May 2024.

20	 Olga Bondarenko, “From battlefield to market: How 
disruptions in Ukraine affected grain price trends,” 
CEPR, 24 August 2025.

Russian FIMI seized on them to attack 
Europe’s reputation and deflect Moscow’s 
responsibilities in global governance issues.21 
More broadly, FIMI campaigns can also 
compromise the neutral or ‘non-aligned’ 
foreign policies of countries across Africa, 
Asia, and Latin America, potentially making 
them unsuspected amplifiers of Russian war 
propaganda and apologists for war crimes.22

Several countries have been more than 
passive audiences of the Russo-Ukrainian war. 
China, Iran, and North Korea have provided 
support to Moscow’s war at different stages 
and in different forms, including arms.23 India’s 
energy purchases were essential in keeping 
the Russian extractive industries afloat in 
the critical year of 2022. Russian diplomacy 
has courted countries worldwide, spreading 
its strategic narratives in the process. As 
witnessed by the various diplomatic tours of 
Russian foreign minister Sergey Lavrov, there 

are audiences all around the world 
receptive to these efforts.

At the same time, the United 
Nations General Assembly (UNGA) 
has witnessed near-unanimity on 

the illegality of Russia’s aggression against 
Ukraine, with over 140 countries consistently 
voting to condemn Moscow for the war and 
only a handful voting against. Maintaining 
this consensus has been vital for Ukraine, as it 
sustains the legitimacy of Ukraine’s resistance 
in front of global audiences, including those 
of its European partners. Consequently, since 
2022, Kyiv has invested some of its resources 
in expanding its diplomatic footprint around 
the globe and reaching out to civil society and 
governments on all continents.24

Similarly, the European Union – through the 
European External Action Service (EEAS) – and 
the national governments have increased their 
counter-disinformation efforts internationally, 
and rightly so. Reflecting the global dimension 

21	 “DISINFO: Russia is not responsible for causing famine 
in Africa,” EUvsDisinfo, 31 August 2023.

22	 Ivan U. Klyszcz, How Russia Brings Its Aggression 
Against Ukraine to the Global South (ICDS, 2023).

23	 Andrea Kendall-Taylor and Richard Fontaine, “The Axis 
of Upheaval: How America’s Adversaries Are Uniting 
to Overturn the Global Order,” Foreign Affairs, no. 103 
(2024): 50.

24	 Nadiia Bureiko, Hennadiy Maksak, and Hanna Shelest 
(eds.), Ukraine’s Diplzmacy in 2024 (Ukrainian Prism, 
2025).

Dismissing the global element of Russian FIMI 
risks creating a blind spot among those 
governments supporting Ukraine’s resistance

https://africacenter.org/spotlight/mapping-a-surge-of-disinformation-in-africa/
https://thediplomat.com/2023/07/china-russia-target-western-financial-system-with-propaganda-and-disinformation/
https://thediplomat.com/2023/07/china-russia-target-western-financial-system-with-propaganda-and-disinformation/
https://thediplomat.com/2023/07/china-russia-target-western-financial-system-with-propaganda-and-disinformation/
https://www.usip.org/sites/default/files/2023-10/sr_525-russian_influence_campaigns_latin_america.pdf
https://www.usip.org/sites/default/files/2023-10/sr_525-russian_influence_campaigns_latin_america.pdf
https://mwi.westpoint.edu/why-do-skeptics-ignore-the-evidence-of-russian-influence-operations-in-africa/
https://mwi.westpoint.edu/why-do-skeptics-ignore-the-evidence-of-russian-influence-operations-in-africa/
https://www.foreignaffairs.com/russian-federation/dont-hype-disinformation-threat
https://cepr.org/voxeu/columns/battlefield-market-how-disruptions-ukraine-affected-grain-price-trends
https://cepr.org/voxeu/columns/battlefield-market-how-disruptions-ukraine-affected-grain-price-trends
https://euvsdisinfo.eu/report/russia-is-not-responsible-for-causing-famine-in-africa/
https://euvsdisinfo.eu/report/russia-is-not-responsible-for-causing-famine-in-africa/
https://icds.ee/wp-content/uploads/dlm_uploads/2023/04/ICDS_Report_Russia_and_the_Global_South_Ivan_Klyszcz_April_2023.pdf
https://icds.ee/wp-content/uploads/dlm_uploads/2023/04/ICDS_Report_Russia_and_the_Global_South_Ivan_Klyszcz_April_2023.pdf
https://prismua.org/wp-content/uploads/2025/04/Ukraine_Foreign_Policy_2024_eng.pdf
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of the Russo-Ukrainian war, western states 
have been targeted by Russian FIMI in Africa, 
Asia, and Latin America, prompting their own 
response.25 

What is the scope of Russia’s global FIMI 
efforts? What are its narratives? How does 
Russian FIMI expand in societies outside 
Europe? How can Estonia and Europe step 
up their efforts and continue to be proactive 
in countering Russian information warfare 
worldwide? To answer these questions, the 
report analyses Russian global FIMI by focusing 
on the narratives deployed and the networks 
that carry them. 

The focus of the empirical section is on West 
Africa, South Asia, and West Asia, where 
Moscow’s post-2022 outreach efforts have 
been at their most intense. (Latin America also 
remains relevant, but efforts there have been 
much weaker.) The in-depth cases chosen 
(Ghana, India, and the UAE) are meant to 
provide a granular, qualitative understanding 
of global Russian FIMI. Indeed, while Russian 
messaging around the world changes and 
adapts, the comparison of narratives in these 
three countries can provide an insight into the 
core narrative Moscow deploys internationally. 
For this narrative aspect, the report draws 
from an analysis of 147  texts taken from 
official Russian communications (embassies), 
semi-covert communications (state-controlled 
media), and covert communications (proxy 
media). The term ‘semi-covert’ refers to the 
undisclosed editorial control that the Russian 
government exerts over media organisations 
that openly receive government funding. 
‘Covert’ refers to media organisations whose 
government control is undisclosed and hidden. 
The sampling period covers the years between 
2022 and 2025.

The media outlets chosen are the Sputnik news 
agency and the Strategic Culture Foundation, 
a Moscow-based outlet that is suspected to 
be led by Russian intelligence (specifically, the 

25	 For example, the Warsaw-based Ukraine 
Communications Group: “Mariana Betsa addressed 
the participants of the Communication Group on 
Ukraine,” Ministry of Foreign Affairs of Ukraine, 15 
September 2025. 

Foreign Intelligence Service, SVR). By focusing 
on local networks, the report seeks to convey 
a sense of the Kremlin’s ability to expand its 
information ecosystem into foreign contexts, 

either by co-optation or direct 
installation. The report concludes with 
recommendations for policymakers. 
(For more details on the methodology, 

including methods and case selection, consult 
the annex of this report.)

The three cases chosen are of countries 
enjoying relative peace, internal stability, and 
relative security, albeit with relevant challenges 
domestically and internationally. However, 
Russia’s campaigns are also opportunistically 
active in countries at war. Generally, Moscow’s 
global strategy relies on creating dependencies 
among weaker partners. Thus, especially since 
2022, beleaguered regimes facing civil war 
are among Russia’s most frequent diplomatic 
partners. These include the junta of Ming 
Aug Hlaing in Myanmar, the former regime 
of Bashar al-Assad in Syria, and the three 
juntas of Ibrahim Traore (Burkina Faso), Assimi 
Goita (Mali), and Abdourahamane Tchiani 
(Niger) in Africa’s central Sahel.26 As has been 
widely documented, Russian FIMI has been 
deployed to protect each of these regimes in 
their respective fights.27 Therefore, any study 
on Russian global information warfare would 
be incomplete without scrutinising the role 
of Russian FIMI in foreign conflicts. Thus, the 
chapter on Moscow’s Sudan disinformation 
campaigns is an essential piece of this wider 
story.

26	 On Russian global partnerships, see Ivan U. Klyszcz, 
How Russia Brings Its War to the Global South.

27	 “Sahel juntas in online bid to disrupt polls in Côte 
d’Ivoire,” RFI, 15 October 2025.

Western states have been targeted by Russian 
FIMI in Africa, Asia, and Latin America

https://mfa.gov.ua/en/news/maryana-beca-zvernulasya-do-uchasnikiv-komunikacijnoyi-grupi-z-pitan-ukrayini
https://mfa.gov.ua/en/news/maryana-beca-zvernulasya-do-uchasnikiv-komunikacijnoyi-grupi-z-pitan-ukrayini
https://mfa.gov.ua/en/news/maryana-beca-zvernulasya-do-uchasnikiv-komunikacijnoyi-grupi-z-pitan-ukrayini
https://www.rfi.fr/en/africa/20251015-sahel-juntas-in-online-bid-to-disrupt-polls-in-c%C3%B4te-d-ivoire
https://www.rfi.fr/en/africa/20251015-sahel-juntas-in-online-bid-to-disrupt-polls-in-c%C3%B4te-d-ivoire
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2. Background: The 
Global Scale of 
Russian Information 
Warfare
Information warfare (информационное 
противоборство, literally information 
confrontation) has been at the centre of 
Russian strategy since the Soviet era. Indeed, 
the Kremlin, the Russian intelligence agencies, 
and the military tend to view the information 
space as the “centre of gravity” of international 
relations.28 For them, information warfare 
– including its cybersecurity aspect – is 
considered an integral part of Russia’s present-
day grand strategy, which relies on subversion 
over direct confrontation.29

The Russian insistence on information warfare 
demonstrates the enduring relevance of the 
theory of ‘reflexive control’ (рефлексивное 
управление, literally reflexive management) 
in Russian strategic circles. Grounded in the 
interdisciplinary field of cybernetics, reflexive 
control suggests that one can manipulate an 
adversary by altering the information inputs 
required by its decision-making systems.30 In 

28	 See: Dmitry Adamsky, The Russian Way of Deterrence: 
Strategic Culture, Coercion, and War (Stanford 
University Press, 2023), 66.

29	 Karen-Anna Eggen, “A strategy for the weak: the 
role of information confrontation in Russia’s grand 
strategy,” Defence Studies (2025): 1–25. See also: 
Dimitri Minic, Pensée et culture stratégiques russes: 
du contournement de la lutte armée à la guerre 
en Ukraine (Éditions de la Maison des sciences de 
l’homme, 2024).

30	 This field was marginal in the USSR up until Stalin’s 
death, after which it quickly became mainstream, 
leading to its widespread adoption in the Soviet 
military and KGB. To this day, the touchstone of 
reflexive control is Vladimir Lefebvre’s 1967 Conflicting 
Structures (Конфликтующие Структуры), a book 
routinely cited by Russian authors interested in 
cognition and information systems. Lefebvre’s goal 
in his book was to produce an alternative to western 
game theory and behaviouralism that Soviet analysts 
could use to model the decision-making process 
of an adversary. As Vasara argues, this transition 
was shaped by the development of computing in 
the Soviet Union and the promise that algorithmic 
thinking provided to a planned economy such as 
the USSR. Antti Vasara, Theory of reflexive control: 
Origins, evolution and application in the framework 
of contemporary Russian military strategy (National 
Defence University, 2020), 12–15.

other words, one can affect an adversary’s 
‘reflexion’ for one’s benefit. So, reflexive 
control can be defined as a form of control 
“exercised not by directly imposing one’s will 
on the opponent, but by providing them with 
[the] ‘grounds’ from which they will, as it were, 
deductively arrive at a decision predetermined 
by the other opponent.”31 

Not all Russian FIMI campaigns follow a 
reflexive control framework or can be 
considered more than “winning the 
narrative.”32 However, the implication of 
reflexive control as a common approach is that 
Russian campaigns do not seek large audiences 
per se but aim to affect the information 
environment to achieve their desired results. 
In other words, Russian information operations 

operate by “shap[ing] the structure of 
the information environment by 
amplifying their favored voices, which 
produce second-order influence 
effect.”33 

This second-order effect can play a 
disproportionate role in providing the 
aforementioned grounds for action. For 
instance, according to a 2024 study, only 1% of 
authentic social media users were found to be 
responsible for 80% of all misinformation posts 
about the 2020 US presidential election.34 
So rather than functioning like traditional 
public relations, diplomacy, or media, Russian 
information warfare tends to be creative, ever-
changing, and adaptive, seeking effect rather 
than reach. 

31	 Translated from the original: “Это управление 
осуществляется не в результате прямого 
навязывания противнику своей воли, а за счёт 
передачи ему оснований, из которых тот, как 
бы дедуктивно, выведет предопределённое 
другим противником решение.” Vladimir Lefebvre, 
Конфликтующие Структуры (Sov. radio, 1973). 
See also the definition by: Keir Giles, James Sherr, and 
Anthony Seaboyer, Russian reflexive control (Royal 
Military College of Canada, 2018), 4.

32	 Giles, Sherr and Seaboyer, Russian reflexive control, 24.
33	 Michael J. Jensen, “Trolling for Terrorism: Searching 

for Signals and Noise in Internet Research Agency 
Messaging,” International Journal of Intelligence and 
CounterIntelligence 39, no. 1 (2026): 28–53.

34	 Sahar Baribi-Bartov, Briony Swire-Thompson, and Nir 
Grinberg, “Supersharers of fake news on Twitter,” 
Science 384 (2024): 979–982. 

Information warfare is an integral part of 
Russia’s present-day grand strategy, which 
relies on subversion over direct confrontation

https://www.doria.fi/handle/10024/176978
https://www.doria.fi/handle/10024/176978
https://www.doria.fi/handle/10024/176978
https://publications.gc.ca/site/eng/9.881883/publication.html
https://www.tandfonline.com/doi/full/10.1080/08850607.2025.2460635
https://www.tandfonline.com/doi/full/10.1080/08850607.2025.2460635
https://www.tandfonline.com/doi/full/10.1080/08850607.2025.2460635
https://www.science.org/doi/10.1126/science.adl4435
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2.1. Russia’s Global 
Disinformation: Common 
Narratives and Channels

Experts in the wider defender community have 
found that Russian FIMI campaigns tend to rely 
on several common themes, each of which has 
been repeated in recent years (Table 1). 

While these themes are Russia- and 
Eurocentric, they have adaptations for global 
audiences. They can be scaled up for a global 
narrative of good versus evil and scaled 
down to connect with local histories. At the 
macro level is the messianic narrative of 
multipolarity.36 A common theme in Russian 
grand strategy, the narrative relies on the 
notion that the west is attempting to preserve 
its ‘hegemony’ and aggressively prevent 
the emergence of a ‘multipolar’ world order 
where different ‘civilisations’ can define their 
own values. Here, the west is cast as the 
‘global minority’ that imposes its values on 
the allegedly disenfranchised ‘global majority’. 
This latter group includes not only all of the 
global south but also Russia. This narrative is 
meant to foster solidarity and a basis for joint 
action between Moscow and the non-western 
countries of the world.37 

35	 Kevin P. Riehle, Russian Intelligence: A Case-Based 
Study of Russian Services and Missions Past and 
Present (National Intelligence Press, 2022), 194

36	 Ivan U. Klyszcz, “Messianic multipolarity: Russia’s 
resurrected Africa doctrine,” Riddle, 6 April 2023.

37	 It is also grounded on the notion that Russia was 
dominated – or even turned into a “semi-colony” – by 
the west in the 1990s. This is a common propaganda 
trope of the Putin era. 

This narrative is repeated across all Russian 
information channels around the world. With 
approximately 230 embassies, consulates, 
and other representations on all continents, 
Russia is the country with the sixth most 
diplomatic missions worldwide.38 Adding to 
the diplomatic network is an overlapping 
system of institutions ostensibly oriented 
towards cultural cooperation. The largest 
of them is the Rossotrudnichestvo (literally 
“Russian cooperation”) network of Russia 
House branches, of which there are estimated 
to be dozens across six continents.39 

Russian state-controlled media organisations 
also present a formidable challenge due to 
their resource base and sui generis nature. 
Funded with an estimated $ 1.2  bn in 2023, 
Russian media operations are qualitatively 
different from publicly funded broadcasters 
such as the BBC or France  24. Indeed, while 
journalists are professionally bound to hold 
authority to account, Russian state-controlled 
media outlets such as RT, Sputnik, TV BRICS, 
and African Initiative are meant to position 
themselves in local media environments 
and relay Kremlin-approved narratives.40 

38	 Lowy Institute, “Global Diplomacy Index,” 2025.
39	 The full name of Rossotrudnichestvo is Federal 

Agency for the Commonwealth of Independent States 
Affairs, Compatriots Living Abroad, and International 
Humanitarian Cooperation. See: Ivan U. Klyszcz, 
“Rossotrudnichestvo in Africa: Propaganda and Soft 
Power,” EUvsDisinfo, 22 October 2024.

40	 Stephen Hutchings, Vera Tolz, Precious Chatterje-
Doody, Rhys Crilley, and Marie Gillespie, Russia, 
disinformation, and the liberal order: RT as Populist 
Pariah (Cornell University Press, 2024).

Narrative Description
The USSR won the 
Second World War

• Explicit accusation of the US attempting to usurp Moscow’s victory; 
• meant to make Russia’s foreign policy appear righteous.

The US and NATO are a 
global threat

• Meant to link the US-led invasion of Iraq with NATO enlargement and US 
   Cold War-era foreign policy; 
• ‘whataboutism’.

The West is Russophobic • Meant to cast opposition to Russian human rights violations as born out of 
   an irrational hatred against the Russian people.

The West is decadent
• The EU and the US are on the verge of collapse and are losing their 
   ‘hegemony’; 
• Russia is virtuous, while the west is not.

Russia is a victim • Shift the blame for Russian foreign policy aggressiveness; present Russia as 
   righteous and as part of the ‘global majority’.

Table 1. Common Russian disinformation themes. 
Source: based on Riehle, Russian Intelligence.35

https://ridl.io/messianic-multipolarity-russia-s-resurrected-africa-doctrine/
https://ridl.io/messianic-multipolarity-russia-s-resurrected-africa-doctrine/
https://globaldiplomacyindex.lowyinstitute.org/country_ranking
https://euvsdisinfo.eu/rossotrudnichestvo-in-africa-propaganda-and-soft-power/
https://euvsdisinfo.eu/rossotrudnichestvo-in-africa-propaganda-and-soft-power/
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This asymmetry results in the Kremlin’s 
communications outmatching those of 
western governments.

Russian intelligence is also a major actor – if not 
the key player – in Russian information warfare. 
Indeed, Russia’s Federal Security Services 
(FSB), External Intelligence Service 
(SVR), and the Main Directorate of the 
General Staff (GRU) are all known to 
have dedicated information warfare 
units. Some consist of officers from 
the services, while others have drawn 
human capital from the media operations 
of the late Yevgeny Prigozhin and his private 
military company, Wagner.41 Their toolkit is 
wide and well-known. It includes the creation 
and manipulation of proxy organisations, 
the co-opting or hiring of local influencers, 
cultivating ‘useful idiots’, waging social media 

manipulation campaigns, hack-and-leak 
attacks, online information forgery, and many 
other measures.42 While abroad, intelligence 
officers tasked with intervening in a country’s 
information environment work under diverse 
covers, including as diplomats, think-tank 
personnel, researchers, journalists, and NGO 
workers.43

Finally, there is a degree of coordination with 
other players, as well as local media actors. 
Chinese and Russian media organisations tend 
to retransmit each other’s broadcasts and 
amplify each other’s narratives, such as those 
on multipolarity. Graver still is the Chinese 
state media’s amplification of Russian war 
propaganda and disinformation. Disseminated 
narratives include the supposed existence of 

41	 That is, the media branch of the Wagner Group, as 
well as the St Petersburg troll farms, and the political 
consulting and media operations organisation African 
Politology. “The Wagner Group collapsed. Its Russian 
infowar network lives on,” The Continent 228, 14 
February 2026.

42	 See: Thomas Rid, Active measures: The secret history 
of disinformation and political warfare (Profile Books, 
2020).

43	 Estonian Foreign Intelligence Service, International 
Security and Estonia 2023 (Estonian Foreign 
Intelligence Service, 2024), 48.

“Ukrainian biolabs” and the Bucha massacre 
allegedly being “staged.”44

The networks created by Russian official 
channels, media organisations, and 
intelligence operations form an ecosystem, 
shaped by state policy and often directly 

coordinated by the Presidential Administration 
(i.e., the Kremlin).45 The upshot is that Russian 
information warfare can reach around 
the globe and potentially deep into target 
societies. Russian FIMI campaigns are known 
to be capable of targeting specific audiences, 
from broad demographic categories (e.g., 

young people) and linguistic groups 
down to specific decision-makers 
(e.g., targeted during meetings with 
Russian diplomats).46 The Russian 
FIMI ecosystem leverages regional 
expertise to adapt its measures and 

techniques to different cultural, linguistic, and 
national settings.47 

The influence of Russian FIMI becomes 
evident when looking beyond total audience 
numbers, since, to reiterate, their goal is not 
to gain maximum exposure but to shape the 
information environment. While the exact 
impact is hard to measure, its effects are 
tangible. For example, in the case of Africa, 
Russia’s information warfare is known to 
be a factor that shapes public opinion on 
foreign affairs. As Justin Arenstein comments, 
“Deliberate attempts to subvert or sabotage 
public discourse has changed African 
perceptions towards traditional allies and 
partners in big, big ways.”48 

44	 “War in Ukraine: Beware of China’s amplification of 
Russian propaganda, RSF says,” RSF, 14 April 2022.

45	 Julia Voo, “Russia’s information confrontation 
ecosystem,“ IISS, 26 June 2025.

46	 Olivier Schmitt, “How to challenge an international 
order: Russian diplomatic practices in multilateral 
security organisations,” European Journal of 
International Relations 26, no. 3 (2020): 922–946. 

47	 “Vladimir Rouvinski: “In Latin America, RT’s tactics 
differ slightly from other parts of the world,” RSF, 30 
September 2024.

48	 Steffen Leidel, “Justin Arenstein: Disinformation is an 
organized crime issue,” DW Akademie, 4 April 2024.

Russian intelligence is a major actor – 
if not the key player – in Russian information 
warfare

The networks created by Russian official 
channels, media organisations, and 
intelligence operations form an ecosystem

https://www.thecontinent.org/_files/ugd/287178_3190680d99d94c8a9f9271ec2db85dba.pdf
https://www.thecontinent.org/_files/ugd/287178_3190680d99d94c8a9f9271ec2db85dba.pdf
https://www.valisluureamet.ee/doc/raport/2023-en.pdf
https://www.valisluureamet.ee/doc/raport/2023-en.pdf
https://rsf.org/en/war-ukraine-beware-china-s-amplification-russian-propaganda-rsf-says
https://rsf.org/en/war-ukraine-beware-china-s-amplification-russian-propaganda-rsf-says
https://www.iiss.org/charting-cyberspace/2025/06/russias-information-confrontation-ecosystem/
https://www.iiss.org/charting-cyberspace/2025/06/russias-information-confrontation-ecosystem/
https://journals.sagepub.com/doi/full/10.1177/1354066119886024
https://journals.sagepub.com/doi/full/10.1177/1354066119886024
https://journals.sagepub.com/doi/full/10.1177/1354066119886024
https://rsf.org/en/vladimir-rouvinski-latin-america-rt-s-tactics-differ-slightly-other-parts-world
https://rsf.org/en/vladimir-rouvinski-latin-america-rt-s-tactics-differ-slightly-other-parts-world
https://akademie.dw.com/en/disinformation-is-an-organized-crime-problem-justin-arenstein/video-68685279
https://akademie.dw.com/en/disinformation-is-an-organized-crime-problem-justin-arenstein/video-68685279
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2.2. Evolution 2022–26 

Russia’s 2022 full-scale invasion of Ukraine 
resulted in several changes for Russian 
information warfare. In the run-up to the war 
and the months that followed, the Kremlin 
exercised tighter control over Russia’s media 
environment, including closing the remaining 
independent media organisations and 
employing strict oversight on state-controlled 
media. Then, in March 2022, the EU suspended 
or shut down broadcasts of RT and Sputnik in 
Europe, cutting off access to what were those 
outlets’ priority markets. Subsequently, over 
400 Russian intelligence officials under 
diplomatic cover were expelled, likely 
magnifying the disruption to Russian 
information operations in Europe. 

At the business level, the loss of 
European markets meant that Russian media 
companies had to seek new audiences 
internationally to demonstrate their 
continued relevance to the Kremlin. So, for 
example, media hubs such as Cairo became 
more prominent for tapping into the Middle 
East and North Africa market.49 As a result, 
circumventing media restrictions became a 
top priority for the Russian state-controlled 
media companies. Three strategies have since 
become evident: the clandestinisation of 
content through media-sharing agreements 
with local newspapers and broadcasters, the 
training of foreign journalists (through the RT 
Academy), and content promotion through 
official diplomatic channels (e.g., showing RT 
documentaries at Russia House branches).50

For those media operations outsourced 
by the Kremlin to private contractors (e.g., 
Prigozhin), the launch of the full-scale war did 
not, as far as is known, produce immediate 
organisational changes.51 It was only in 2023, 

49	 “Egypt: inside Russia’s Arabic disinformation factory,” 
RSF, 30 January 2025.

50	 On clandestinisation, see: Maxime Audinet and 
Colin Gérard, “Sous les radars. Crise, recomposition 
et clandestinisation du dispositif d’influence 
informationnelle de la Russie après l’invasion de 
l’Ukraine [Under the radar. Crisis, restructuring and 
clandestinisation of Russia’s information influence 
system after the invasion of Ukraine],” Réseaux 
245, no. 3: 113–152. On Russia House, see: Klyszcz, 
“Rossotrudnichestvo in Africa’. 

51	 Serge Poliakoff and Florian Toepfl, “Prigozhin’s 
Propaganda Team: The St Petersburg Internet 
Research Agency (2013–2021),” Europe-Asia Studies 
78, no. 1: 91–112.

after Prigozhin’s death in a suspicious mid-
air explosion, that the Russian government 
took closer control and direction of these 
media operations, with implications for 
global Russian FIMI. Indeed, between 2017 
and 2023, Russia’s interventionist toolkit in 
Africa was deployed by Prigozhin and his 
networks, with direct or tacit support from the 
Kremlin.52 His 2023 death resulted in a gradual 
absorption of the Wagner Group and its media 
operations worldwide. A 2026 document leak 
has since proved that the SVR inherited most 
of Prigozhin’s operations, which they have 
expanded in both Africa and Latin America.53 

Measuring the impact of these adaptations is 
difficult, especially as strategic communications 
are meant to play out in the long term. The 4th 
EEAS Annual Report on Foreign Information 
Manipulation and Interference Threats 
(published in March 2026) stated that Russia 
“continues to use FIMI as one of its core 
instruments of state power, fully integrated 
into its broader strategic and hybrid toolkit.”54 
In their assessment, the Kremlin will lean even 
more on information warfare, as “Russian FIMI 
activity is likely to intensify further” in 2026.55

3. Assessing Russia’s 
FIMI in Ghana, India, 
and the UAE

3.1. Reach

The count of items in the two databases 
consulted (Table 2) suggests that Ghana, India, 
and the UAE have been systematically targeted 
by Russian official and unofficial information 

52	 Ivan U. Klyszcz, “Back to the Shadows: Russia’s African 
Security Engagements Since Prigozhin,” South African 
Institute of International Affairs, Occasional Paper 363 
(March 2026).

53	 The revelation came from a journalistic consortium led 
by the pan-African media outlet The Continent. See: 
“The Wagner Group collapsed,” The Continent.

54	 EEAS, 4th EEAS Report on Foreign Information 
Manipulation and Interference Threats (EEAS, March 
2026), 12.

55	 EEAS, 4th EEAS Report on FIMI Threats, 12.

The SVR inherited most of Prigozhin’s 
operations, which they have expanded in 
both Africa and Latin America

https://rsf.org/en/egypt-inside-russia-s-arabic-disinformation-factory
https://shs.cairn.info/revue-reseaux-2024-3-page-113?lang=fr
https://shs.cairn.info/revue-reseaux-2024-3-page-113?lang=fr
https://shs.cairn.info/revue-reseaux-2024-3-page-113?lang=fr
https://shs.cairn.info/revue-reseaux-2024-3-page-113?lang=fr
https://www.tandfonline.com/doi/full/10.1080/09668136.2025.2588334
https://www.tandfonline.com/doi/full/10.1080/09668136.2025.2588334
https://www.tandfonline.com/doi/full/10.1080/09668136.2025.2588334
https://saiia.org.za/research/back-to-the-shadows-russias-african-security-engagements-since-prigozhin/
https://saiia.org.za/research/back-to-the-shadows-russias-african-security-engagements-since-prigozhin/
https://www.eeas.europa.eu/eeas/4th-eeas-annual-report-foreign-information-manipulation-and-interference-threats_en
https://www.eeas.europa.eu/eeas/4th-eeas-annual-report-foreign-information-manipulation-and-interference-threats_en
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warfare actors over the past few years. Out 
of these three countries, the Russians have 
dedicated the most attention to India, the 
second-most to the UAE, and the least to 
Ghana.

The results in EUvsDisinfo illustrate how these 
three countries are sometimes woven into 
disinformation narratives. For example, one 
narrative published by Kremlin-controlled 
media outlet Sputnik made baseless claims 
that Ukraine’s leadership had fled to the 
UAE during the war.56 In many cases, India is 
mentioned only as a part of disinformation 
narratives that mention BRICS.57 In other cases, 
the narratives rely on distorting facts directly 
implicating these countries. For example, one 
Sputnik story made the unfounded claim that 
the US pushed Canada into “destabilising” 
India in 2023.58 

56	 “DISINFO: Ukraine’s opposition leader reveals 
Zelenskyy’s plan to leave the country,” EUvsDisinfo, 12 
February 2024.

57	 “DISINFO: BRICS is partly replacing the UN,” 
EUvsDisinfo, 22 October 2024.

58	 “DISINFO: US and Canada seek to destabilize India 
through the Khalistan separatist movement,” 
EUvsDisinfo, 2 October 2023.

The Hamilton  2.0 database offers results 
divided between diplomatic and government 
social media accounts, and websites and other 
Russia-affiliated media. Narrowing down the 
results, the proxy media outlet chosen (the 
Strategic Culture Foundation) is documented 
in the database. The results reconfirm the 
different levels of interest between the three 
countries chosen (Table 3). 

This brief tally hints at how Russian FIMI 
and communications prioritised the three 
countries. The figures presented in Table  5 
show consistency between the levels of effort 
of official, state-controlled, and proxy sources. 
This pattern might reflect the coordinated 
nature of Russian FIMI or the shared priorities 
between these three types of actors. 

Concerning the official sources, the Russian 
Ministry of Foreign Affairs has several social 
media accounts targeting the countries 
analysed (Table  4). Currently, these pages – 
across the four platforms considered here 
– have a combined total of approximately 17 
453 followers for Russia’s mission in Ghana, 
185 943 in India, and 57 826 in the UAE. 

Ghana India UAE
EUvsDisinfo* 0 results 24 results 6 results
Hamilton 2.0** 1 073 results 35 839 results 16 437 results

*since 2015. **since 2023. Source: own elaboration.

Table 2. Ghana, India, and the UAE in selected databases up to 9 September 2025. 
Source: The authors’ own elaboration.

Ghana India UAE
Government accounts 375 results 11 176 results 3 613 results
Sputnik* 277 results 8 678 results 3 005 results
Strategic Culture Foundation 4 results 207 results 85 results

* All language services included. 

Table 3. Hamilton 2.0 results, 1 January 2023 to 9 September 2025. 
Source: The authors’ own elaboration based on data from the Hamilton 2.0 database.

Russian missions Ghana India*  UAE**
Facebook 3 800 46 200 3 700
Instagram 1 344 15 900 N/A
Twitter/X 12 090 119 828 11 885
Telegram 219 4 015 45 941
Total 17 453 185 943 57 826

* This tally includes the embassy and consulate pages across the country. 
** This concerns the Dubai and Abu Dhabi representations, each with its own social media presence. 

Table 4. Total social media followers as of 21 August 2025. 
Source: The authors’ own elaboration, some figures approximate.

https://euvsdisinfo.eu/report/ukraines-opposition-leader-reveals-zelenskyys-plan-to-leave-the-country/
https://euvsdisinfo.eu/report/ukraines-opposition-leader-reveals-zelenskyys-plan-to-leave-the-country/
https://euvsdisinfo.eu/report/brics-is-partly-replacing-the-un/
https://euvsdisinfo.eu/report/us-and-canada-seek-to-destabilize-india-through-the-khalistan-separatist-movement/
https://euvsdisinfo.eu/report/us-and-canada-seek-to-destabilize-india-through-the-khalistan-separatist-movement/
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These figures hardly make Russian diplomats 
“influencers” in these three countries. To 
put these numbers into perspective, the 
local European Union delegations have more 
followers on Facebook alone: 37 000, 22 000, 
and 2 000, respectively.59 The US embassies 
in Ghana, India, and the UAE have 407 000, 
357 000, and 35 000 followers on Twitter/X, 
respectively, as of September 2025.60

In addition, the figures in Table  7 do not 
necessarily reflect authentic social media 
activity. Researchers have documented that 
many followers and amplifiers in the Russian 
information warfare ecosystem exhibit 
“ambiguous behaviours,” suggesting they 
may not represent authentic engagement. 
For instance, a 2022 study found that among 
accounts sharing disinformation sourced from 
official Russian diplomatic accounts, nearly 
30% were either suspected or confirmed to 

be bots.61 How much reach do these sources 
have in the three case studies? According to 
Semrush estimates, India, Ghana, and the 
UAE were not the top origins of traffic of any 
of the websites analysed.62 To reiterate, these 

59	 The total is larger when accounting for other official 
accounts on other platforms; figures as of 21 August 
2025.

60	 Pages consulted: U.S. Embassy India @USAndIndia, 
“Posts,” X; U.S. Embassy Ghana @USEmbassyGhana, 
“Posts,” X; US Mission to UAE @USAinUAE, “Posts,” X. 

61	 Francesco Di Blasi, “A pro-Russian bot network in the 
EU amplifies disinformation about the war in Ukraine,” 
European Digital Media Observatory, 28 April 2022.

62	 Semrush estimates are often unreliable outside of 
English-language web environments, so these results 
must be treated with caution. Estimates made in 
September 2025.

figures do not imply that Russian FIMI efforts 
in these countries are not successful; social 
media presence is only one aspect of Russia’s 
disinformation ecosystem.63

3.2. Narratives

Now that we have compared the relative 
attention and reach of Russian FIMI in the 
three countries, the next step is to determine 
what narratives they are advancing. In all, 
147 texts were analysed: 23 were drawn from 
official sources (embassies), 72 from semi-
covert sources (Sputnik), and 52 from covert 
sources (the Strategic Culture Foundation). 
Despite the differences between these texts, 
several common themes emerge.

3.2.1. Official Sources: Embassies

The website of the Russian embassy in 
India featured the largest news section. 
It contained a variety of published 
material, including full periodicals 

(newspaper supplements and magazines). The 
embassy in Ghana provided comprehensive 
coverage of the representation’s activities, 
including the ambassador’s media 
appearances. The UAE representation was 
the least active in publishing, and the only 
one with distinctly fewer texts in English than 
in Russian. From the sample gathered, five 
distinct narratives can be discerned (Table 5). 

63	 Joshua Benton, “How many people really watch or 
read RT, anyway? It’s hard to tell, but some of their 
social numbers are eye-popping,” Niemanlab, 2 March 
2022.

Social media presence is only one aspect of 
Russia’s disinformation ecosystem

Narrative Examples

Western aggression “Western security aid […] comes with political preconditions;” 
“The west […] seeks to entangle our country in an economic battle.”

Russo-Ukrainian war 
narratives

“The west bears sole responsibility for […] the conflict in Ukraine, […] 
for their own vested interests.”

Russia as a partner “Learning Russian opens up broad opportunities;” “Russia frames
 its security assistance as unconditional and respectful.”

“Falsifying history” “[Western countries] distort the truth about the Second World War;” 
“[Western media] diminish[es] our crucial role in WWII.”

Multipolarity “The Global Majority represents a growing coalition of nations 
unwilling to accept continued unilateralism.”

Table 5. Official narratives. Source: The authors’ own elaboration based on Sample 1.

https://x.com/USAndIndia
https://x.com/USEmbassyGhana/
https://x.com/USAinUAE
https://edmo.eu/publications/a-pro-russian-bot-network-in-the-eu-amplifies-disinformation-about-the-war-in-ukraine/
https://edmo.eu/publications/a-pro-russian-bot-network-in-the-eu-amplifies-disinformation-about-the-war-in-ukraine/
https://www.niemanlab.org/2022/03/how-many-people-really-watch-or-read-rt-anyway-its-hard-to-tell-but-some-of-their-social-numbers-are-eye-popping/
https://www.niemanlab.org/2022/03/how-many-people-really-watch-or-read-rt-anyway-its-hard-to-tell-but-some-of-their-social-numbers-are-eye-popping/
https://www.niemanlab.org/2022/03/how-many-people-really-watch-or-read-rt-anyway-its-hard-to-tell-but-some-of-their-social-numbers-are-eye-popping/
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The narrative of western aggression presents 
the US and the broader west as unreliable, 
duplicitous partners, irrationally driven to 
aggression against Russia. For example, in the 
2024 reception of Russia’s national day, the 
Russian ambassador to Ghana stated: “We are 
celebrating our national day in the context of 
a continuous hybrid war run by the collective 
west.”64 

This aggression is allegedly also directed at the 
wider world, and it is presented as a source 
of global dysfunction. For example, in a 2025 
speech, the Russian ambassador to Ghana 
stated: “In recent years, we were observing 
how the west consistently demonstrated its 
inability to engage in reliable and mutually 
respectful manner.”65 The narrative is tightly 
bound to Russia’s war propaganda. In the 
same speech, the ambassador stated: 

“The Ukrainian crisis emerged because of 
the direct outcome of the west’s aggressive, 
unrestrained, and reckless policies pursued 
over decades – long before the Special military 
operation began in February, 2022.” 66

In turn, western aggression is sometimes 
treated in connection with presenting Russia 
as a partner, another one of the narratives in 
the sample. During the 2025 reception to mark 
Russia Day, the ambassador to the UAE stated: 

“For many years now, we have been facing 
attempts to isolate Russia, force it to compromise 
on its principles and vital interests – but those 
attempts have never succeeded and will never 
succeed in the future. Our country has not 
only managed to draw new opportunities and 
resources for its internal development but also 
consolidated its mutually beneficial relations with 
countries of the global east and global south.” 67

64	 All quotes in this and the following sections are 
taken verbatim from the original sources. “Russian 
Ambassador Sergei Berdnikov’s speech at the Russia 
Day Reception,” Official website of the Embassy of the 
Russian Federation in Ghana, 12 June 2024.

65	 “Lecture by H.E. Sergei Berdnikov, the Ambassador 
of the Russian Federation to the Republic of Ghana, 
at the Legon Centre for International Relations, 
University of Ghana,” Official website of the Embassy 
of the Russian Federation in Ghana, 15 August 2025.

66	 “Lecture by H.E. Sergei Berdnikov.”
67	 “The address of H.E. Timur Zabirov, the Ambassador 

of the Russian Federation to the UAE, at a reception 
on the occasion of the National Day of Russia,” Official 
website of the Embassy of the Russian Federation in 
the UAE, 12 June 2025.

In another instance of this articulation, the 
write-up of a 2025 press photo exhibition 
released by the Russian embassy in India 
included this statement, which incorporates 
war propaganda: 

“Roman Babushkin recalled the ongoing attacks 
of the Kiev regime on Russian reporters and 
discrimination against Russian media in Western 
liberal communities, and called for increased 
Russian–Indian cooperation in the media 
sphere within an emphasis on content exchange 
agreements, press tours, and expansion of the 
presence of news agencies of the two countries 
on each other’s territory.” 68

The narrative in which Russia accuses the 
west of “falsifying history” appears sparingly 
in the sample. This notion is often treated as 
evidence of aggression and prejudice against 
Russia’s righteous cause: 

“The memory about this – is not only a tribute 
to those who lost their lives, but also a crucial 
part of countering the attempts to falsify history. 
The peoples of the Soviet Union, who suffered 
the greatest losses during the war against 
fascism, played a decisive role in liberating 
Europe. Subsequently, the heroism of the Soviet 
people became an example for Asia and Africa, 
inspiring nations to fight against colonialism and 
oppression.” 69

The narrative of Russia as a partner often 
involved allusions to the Cold War, business 
opportunities, and diplomacy. For example, 
in his Russia Day speech, the Russian 
ambassador to the UAE portrayed his country 
as a supposedly responsible member of the 
international community: “[…] as a permanent 
member of its Security Council, Russia pursues 
responsible, unifying and constructive foreign 
policy.”70 In the same speech, the ambassador 
highlighted the potential for economic 
cooperation with the UAE: 

68	 “DCM & Minister Counsellor of the Russian Embassy 
in India Roman Babushkin addressed the inauguration 
of the Andrei Stenin International Press Photo Contest 
Exhibition,” Official website of the Embassy of the 
Russian Federation in India, 4 April 2025.

69	 “The Russian Embassy in Ghana hosted an official 
reception to mark the 80th anniversary of the Victory 
in the Great Patriotic War, 1941-1945,” Official website 
of the Embassy of the Russian Federation in Ghana, 7 
May 2025.

70	 “The address of H.E. Timur Zabirov.”

https://ghana.mid.ru/en/press_center/news/russian_ambassador_sergei_berdnikov_s_speech_at_the_russia_day_reception_june_11_2024/
https://ghana.mid.ru/en/press_center/news/russian_ambassador_sergei_berdnikov_s_speech_at_the_russia_day_reception_june_11_2024/
https://ghana.mid.ru/en/press_center/news/russian_ambassador_sergei_berdnikov_s_speech_at_the_russia_day_reception_june_11_2024/
https://ghana.mid.ru/en/press_center/news/lecture_by_h_e_sergei_berdinkov_the_ambassador_of_the_russian_federation_to_the_republic_of_ghana_at/
https://ghana.mid.ru/en/press_center/news/lecture_by_h_e_sergei_berdinkov_the_ambassador_of_the_russian_federation_to_the_republic_of_ghana_at/
https://ghana.mid.ru/en/press_center/news/lecture_by_h_e_sergei_berdinkov_the_ambassador_of_the_russian_federation_to_the_republic_of_ghana_at/
https://ghana.mid.ru/en/press_center/news/lecture_by_h_e_sergei_berdinkov_the_ambassador_of_the_russian_federation_to_the_republic_of_ghana_at/
https://uae.mid.ru/en/media-centre/news/address_by_timur_zabirov_russian_ambassador_to_the_uae_at_a_reception_on_the_occasion_of_the_nationa/
https://uae.mid.ru/en/media-centre/news/address_by_timur_zabirov_russian_ambassador_to_the_uae_at_a_reception_on_the_occasion_of_the_nationa/
https://uae.mid.ru/en/media-centre/news/address_by_timur_zabirov_russian_ambassador_to_the_uae_at_a_reception_on_the_occasion_of_the_nationa/
https://india.mid.ru/en/news/dcm_minister_counsellor_of_the_russian_embassy_in_india_roman_babushkin_addressed_the_inauguration_o/
https://india.mid.ru/en/news/dcm_minister_counsellor_of_the_russian_embassy_in_india_roman_babushkin_addressed_the_inauguration_o/
https://india.mid.ru/en/news/dcm_minister_counsellor_of_the_russian_embassy_in_india_roman_babushkin_addressed_the_inauguration_o/
https://india.mid.ru/en/news/dcm_minister_counsellor_of_the_russian_embassy_in_india_roman_babushkin_addressed_the_inauguration_o/
https://ghana.mid.ru/en/press_center/news/the_russian_embassy_in_ghana_hosted_an_official_reception_to_mark_the_80th_anniversary_of_the_victor/
https://ghana.mid.ru/en/press_center/news/the_russian_embassy_in_ghana_hosted_an_official_reception_to_mark_the_80th_anniversary_of_the_victor/
https://ghana.mid.ru/en/press_center/news/the_russian_embassy_in_ghana_hosted_an_official_reception_to_mark_the_80th_anniversary_of_the_victor/
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“For the last several years the [UAE] keeps the 
status of Russia’s largest trade partner among all 
Arab countries and we still have wide range of 
other opportunities to be explored in the field of 
economic and investment cooperation.” 71

Economic cooperation was also a 
constant in the narratives addressed to 
Ghanaian and Indian audiences by the 
Russian embassies in both countries. 
In the case of India, the embassy’s write-up of 
a 2025 seminar included this summary of the 
ambassador’s comments on cooperation: 

“The Ambassador elaborated on the key 
achievements of bilateral cooperation and 
flagship projects in the trade and economic, 
scientific and technical, and humanitarian 
spheres. Special attention was paid to 
pioneering Russian–Indian initiatives in joint 
space exploration, Arctic research, as well as 
strengthening military-technical cooperation 
and energy security, including through the use of 
peaceful nuclear technologies.” 72

In relation to Ghana, the Russian ambassador 
in Accra tended to focus on the African 
dimension of cooperation: “Russia’s approach 
is designed to empower African countries to 
handle their own security challenges without 
foreign interference.”73 Concerning economic 
cooperation, the sample includes the only 
allusion to Russian language learning.74 To 
reiterate, the narrative describing Russia as a 

71	 “The address of H.E. Timur Zabirov.”
72	 “Seminar dedicated to the 25th anniversary of the 

Russia-India Declaration on Strategic Partnership in 
New Delhi,” Official website of the Embassy of the 
Russian Federation in India, 16 October 2025.

73	 “Lecture by H.E. Sergei Berdnikov.”
74	 “The donation of educational and methodological 

literature for the Russian language to the University of 
Ghana,” Official website of the Embassy of the Russian 
Federation in Ghana, 28 August 2025.

partner was often articulated alongside other 
narratives, such as that of multipolarity.75 For 
example, the write-up from the 2025 Russia 
Day reception states: 

“Russian ambassador to India Denis Alipov 
underscored the consistent enhancement of 
Russia’s role in global affairs amid the emergence 
of a multipolar world order, the strengthening of 
its technological and financial sovereignty […].” 76

3.2.2. Semi-Covert Sources: Sputnik

Sputnik presents itself as an “alternative 
media” outlet. The Sputnik articles 
sampled here routinely offered tendentious 
interpretations and spin based on incomplete 
or inaccurate information. Of the 72 texts 
of the sample drawn from Sputnik articles, 
nearly all of them contained codes belonging 
to at least one of the four narratives identified 
(Table 6). Only a handful of articles – primarily 
those concerning the UAE – were written in 
a matter-of-fact style, with little editorialising 
and no references to the strategic narratives 
identified. 

75	 “Federation Council Speaker Hon. Valentina 
Matvienko Meets with Ghana’s Parliament Speaker 
Hon. Alban S.K. Bagbin,” Official website of the Embassy 
of the Russian Federation in Ghana, 22 May 2025.

76	 “A National Day reception at the Russian Embassy in 
India,” Official website of the Embassy of the Russian 
Federation in India, 12 June 2025. Another example: 
“Russia Day Reception in New Delhi,” Official website 
of the Embassy of the Russian Federation in India, 11 
June 2024. 

Narrative Examples

US/western aggression “Veiled warning from Washington;” “West took a Russophobic stance;” 
“[Western countries] failed to ‘respect and understand’.”

Russo-Ukrainian war 
narratives

“The Russian military operation;” “[actions] to reduce Russia’s […] 
leverage;” “Ukrainian Nazis;” “change of regime in Ukraine.”

Russia as a partner “Made in Russia presents modern developments;” “a friendly Russia is 
surely in India’s interest.”

Rise of the rest “[Western hegemony] is rapidly becoming a thing of the past;” “power 
has moved to the East.”

Table 6. Narratives from semi-covert sources. 
Source: The authors’ own elaboration based on Sample 2.

The narrative describing Russia as a partner 
was often articulated alongside other 
narratives, such as that of multipolarity

https://india.mid.ru/en/news/seminar_dedicated_to_the_25th_anniversary_of_the_russia_india_declaration_on_strategic_partnership_i/
https://india.mid.ru/en/news/seminar_dedicated_to_the_25th_anniversary_of_the_russia_india_declaration_on_strategic_partnership_i/
https://india.mid.ru/en/news/seminar_dedicated_to_the_25th_anniversary_of_the_russia_india_declaration_on_strategic_partnership_i/
https://ghana.mid.ru/en/press_center/news/the_donation_of_educational_and_methodological_literature_for_the_russian_language_to_the_university/
https://ghana.mid.ru/en/press_center/news/the_donation_of_educational_and_methodological_literature_for_the_russian_language_to_the_university/
https://ghana.mid.ru/en/press_center/news/the_donation_of_educational_and_methodological_literature_for_the_russian_language_to_the_university/
https://ghana.mid.ru/en/press_center/news/federation_council_speaker_hon_valentina_matvienko_meets_with_ghana_s_parliament_speaker_hon_alban_s/
https://ghana.mid.ru/en/press_center/news/federation_council_speaker_hon_valentina_matvienko_meets_with_ghana_s_parliament_speaker_hon_alban_s/
https://ghana.mid.ru/en/press_center/news/federation_council_speaker_hon_valentina_matvienko_meets_with_ghana_s_parliament_speaker_hon_alban_s/
https://india.mid.ru/en/news/a_national_day_reception_at_the_russian_embassy_in_india/
https://india.mid.ru/en/news/a_national_day_reception_at_the_russian_embassy_in_india/
https://india.mid.ru/en/news/russia_day_reception_in_new_delhi_2024/
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The first narrative is about “western 
aggressiveness.” A common theme in most 
articles, it presents Washington and its 
European allies as intent on maintaining 
“hegemony.” For example, one individual 
quoted in an August 2024 article states: “This 
is part of US hegemonic craziness. All we can 
do is figure out other places that we want to 
go conquer, occupy. This is really a sort of the 
imperial imperative.”77 

Part of the “craziness” involves the US 
supposedly preventing other countries from 
challenging the west. For example, one 
September 2023 article portrays India as a 
target of an alleged US “hybrid war.” The text 
describes US policy toward India as “[wanting 
to, on the one hand,] support India against 
China, but on the other hand, they want to 
keep India destabilized and off-balance so that 
India doesn’t rise too much and achieve its full 
potential.”78 In the case of Ghana, the narrative 
of western aggressiveness is invoked in the 
context of wider allegations about the policies 
Europe and the US have towards Africa. For 
example, a routine accusation is that the 
west seeks to “control” Africa by “imposing” 
renewable energy sources.79 

The second narrative concerns the Russo-
Ukrainian war (invariably referred to as 
“Russia’s military operation” or the “Ukraine 
conflict”). This narrative attempts to shift 
the blame from the war away from Russia to 
Ukraine and its western partners. Sometimes, 
this narrative attempts to connect codes from 
the narrative on “western aggressiveness” 
with Ukraine. For example, one December 
2024 article makes baseless claims that 
there are nefarious US “biolabs” in Ukraine 
and Ghana.80 Another article from May 2022 
explained African voting patterns at the UNGA 
as based solely on “western pressure.”

Third, there is a narrative about Russia as a 
partner. Often, this is presented as an aspect 
of opposition to the west: “Under Putin, 
Russia has especially focused on relations with 

77	 “How Africa is Stopping the “Hegemonic Craziness” of 
the US and the West,” Sputnik, 17 August 2024.

78	 “Hybrid War: Why do the US and Canada Protect 
Extremists?,” Sputnik, 27 September 2023.

79	 Olga Borodkina, “IMF, Ghana’s Authorities to Discuss 
Loans on Monday,” Sputnik, 26 September 2022.

80	 “Pentagon’s African Biolabs: Russia Warns of Global 
Pathogen Threat,” Sputnik, 24 December 2024

the global south as more and more developing 
states plot a course towards pursuing an 
independent domestic and foreign policy 
and adhering to their own development 
model.”81 In this context, allusions to BRICS 
are significant. For example, one April 2023 
article states that “formerly close US trade 
partners are turning to the BRICS group.” 
Those partners, in this case, include the UAE.82

Energy stands out as a recurring topic in this 
area. The narrative characterises Russian 
energy exports as a source of economic 
dynamism and political “independence” for 
the countries importing them. For instance, 
one July 2023 article referred to Germany as 
a “recipient” (rather than buyer) of Russian 
energy, attributing the cutback of purchases 
to the country’s slow economic growth. Along 
the same lines, India’s economic dynamism is 
credited, in part, to its energy purchases from 
Russia.83

Finally, there is a “rise of the rest” narrative, 
alleging that opposition is growing worldwide 
to “western hegemony.” For example, an 
article ostensibly about changing security 
partnerships in North Africa includes several 
allusions to the anti-colonial thought of 
Burkina Faso’s Thomas Sankara and Ghana’s 
Kwame Nkrumah.84 In that sense, this narrative 
is closely bound with the “western aggression” 
narrative. One May 2022 article quotes the 
Russian ambassador to Angola explaining why 
several African countries abstained from the 
UNGA resolution condemning Russia’s war: 
“[The abstention vote] means they did not 
support this resolution. But they did not dare 
to vote against it, because [western] pressure 
was extreme.”85

Indeed, this narrative is often tied to codes 
from the Russo-Ukrainian war narrative. For 
example, India’s position vis-à-vis Russia’s war 

81	 Ekaterina Blinova, “What Does Putin’s Election Victory 
Mean for the Global South?,” Sputnik, 18 March 2024.

82	 James Tweedie, “US Losing Ground to China and 
Russia as Arab Oil Giants Bet on BRICS,” Sputnik, 18 
April 2023.

83	 “Pipe Down, Germany! India’s Decision to Buy Russian 
Oil Stabilizes Int’l Prices – Analyst,” Sputnik, 22 July 
2023.

84	 John Miles, “North African Countries Expel Western 
Military Presence,” Sputnik, 27 April 2024.

85	 “West Pressuring African Countries, Demanding to 
Condemn Russia - Russian Ambassador to Angola,” 
Sputnik, 3 May 2022. 

https://sputnikglobe.com/20240817/how-africa-is-stopping-the-hegemonic-craziness-of-the-us-and-the-west-1119805904.html
https://sputnikglobe.com/20240817/how-africa-is-stopping-the-hegemonic-craziness-of-the-us-and-the-west-1119805904.html
https://sputnikglobe.com/20230927/hybrid-war-why-do-the-us-and-canada-protect-extremists-1113737989.html
https://sputnikglobe.com/20230927/hybrid-war-why-do-the-us-and-canada-protect-extremists-1113737989.html
https://sputnikglobe.com/20220926/imf-ghanas-authorities-to-discuss-loans-on-monday-1101218928.html
https://sputnikglobe.com/20220926/imf-ghanas-authorities-to-discuss-loans-on-monday-1101218928.html
https://sputnikglobe.com/20241224/us-military-biological-footprint-expands-rapidly-in-africa---russian-defense-ministry-1121252582.html
https://sputnikglobe.com/20241224/us-military-biological-footprint-expands-rapidly-in-africa---russian-defense-ministry-1121252582.html
https://sputnikglobe.com/20240318/what-does-putins-election-victory-mean-for-the-global-south-1117352157.html
https://sputnikglobe.com/20240318/what-does-putins-election-victory-mean-for-the-global-south-1117352157.html
https://sputnikglobe.com/20230418/us-losing-ground-to-china-and-russia-as-arab-oil-giants-bet-on-brics--1109631093.html
https://sputnikglobe.com/20230418/us-losing-ground-to-china-and-russia-as-arab-oil-giants-bet-on-brics--1109631093.html
https://sputnikglobe.com/20230722/1112044847.html
https://sputnikglobe.com/20230722/1112044847.html
https://sputnikglobe.com/20240427/north-african-countries-expel-western-military-presence-1118136389.html
https://sputnikglobe.com/20240427/north-african-countries-expel-western-military-presence-1118136389.html
https://sputnikglobe.com/20220503/west-pressuring-african-countries-demanding-to-condemn-russia---russian-ambassador-to-angola-1095216100.html
https://sputnikglobe.com/20220503/west-pressuring-african-countries-demanding-to-condemn-russia---russian-ambassador-to-angola-1095216100.html
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against Ukraine is hailed as “independent,” 
namely, in defiance of western attempts 
at “isolating Russia.”86 Similarly, the UAE’s 
increasing role in economic and political 
affairs is construed within the “rise of the rest” 
narrative. For example, a June 2024 article lists 
the country as among those which “refused” 
to endorse the statement from that year’s 
Ukraine Summit on Peace. Later, the article 
explains this refusal as a reflection of the 
“global south” “wanting dialogue.”87

3.2.3. Covert Sources: The Strategic 
Culture Foundation

All 52 texts from the Strategic Culture 
Foundation, a conspiracy theory website, 
made inaccurate and false statements and 
relied on tendentious distortions of reality. 
These were often presented in tasteless ways, 
frequently with the intention to shock. In 
turn, a handful of texts in the sample were 
reproductions from established media outlets 
(e.g., Al-Jazeera), as well as fellow conspiracy 
theory websites (e.g., The Grayzone).88 Though 
these articles ranged widely in nature, some 
consistent themes emerged throughout the 
sample (Table 7).

In the first narrative, that of “western 
aggression,” the alleged US quest for 
“hegemony” and “control” is directed not only 

86	 “Pipe Down, Germany!”
87	 Ekaterina Blinova, “Why Global South Countries 

Refused to Sign Swiss Summit’s Ukraine Plan,” Sputnik, 
18 June 2024.

88	 The legitimate sources were probably reproduced 
by the Strategic Culture Foundation to bolster their 
credibility and to reinforce some of their narratives as 
being concordant with international media. Indeed, 
the articles reproduced vaguely echoed some of the 
narratives featured (e.g., articles about unjust global 
trade practices), although without the distortions and 
conspiratorial tone.

at the world’s international institutions but 
also towards its own allies.89 As one 
(republished) article from May 2023 stated: 
“The west is keen on either maintaining the 
[United Nations Security Council’s] west-
leaning status as it is, or, if it must, engaging in 
superficial or self-serving reforms.”90 In this 
vein, accusing the west of wars of aggression 
is commonplace in the sample. Covering the 
2024 operation against the Houthi Red Sea 
blockade, one article republished from The 
American Conservative states, “President 
Biden can’t seem to help himself. His 
administration is veering toward another 
war.”91

In this context, Ghana and India are often 
portrayed as current and potential victims of 
the west. For example, one article refers to the 
Economic Community of West African States 
(ECOWAS), of which Ghana is a member, as a 
“neocolonial weapon” designed for European 
powers to “exploit and enfeeble [ECOWAS] 
constituent countries.”92 In general, Ghana 
was often mentioned in the context of broader 
allegations of western conspiracies against 
the countries of Africa. Several articles in the 
sample challenged the accusation that New 
Delhi had orchestrated the assassination of an 
Indian citizen in Canada. Moreover, each text 
treated the accusation as part of a western plot 

89	 Lucas Leiroz, “India needs to correctly understand the 
geopolitical lesson of the Bangladesh coup,” Strategic 
Culture Foundation, 18 August 2024.

90	 Ramzy Baroud, “Led by China and India: The Global 
South Is Trying to Fix the UN,” Strategic Culture 
Foundation, 24 May 2023.

91	 Doug Bandow, “Another Mideast War Beckons 
America,” Strategic Culture Foundation, 31 December 
2023

92	 Alexander Rubinstein and Kit Klarenberg, “From Chi-
Town Bagman to ECOWAS Chairman: Meet the Former 
Money Launderer Leading the Push to Invade Niger,” 
Strategic Culture Foundation, 7 August 2023.

Narrative Examples
US/western aggression and 
conspiracy

“[US navy] trying to throw it [sic] weight around;” “NATO proxy war [in 
Ukraine];” “NATO’s satrapies;” “NATO sanctions.”

US/western failure and 
decline

“adult powers.”

Russia as a partner and a 
victim

“Russia must be Asia’s peace maker;” “[western] dream of strategically 
suppressing Russia.”

Rise of the rest “[…] escape the western sphere of influence.” 

Table 7. Narratives from covert sources. 
Source: The authors’ own elaboration based on Sample 3.

https://sputnikglobe.com/20240618/why-global-south-countries-refused-to-sign-swiss-summits-ukraine-plan-1119014198.html
https://sputnikglobe.com/20240618/why-global-south-countries-refused-to-sign-swiss-summits-ukraine-plan-1119014198.html
https://strategic-culture.su/news/2024/08/18/india-needs-to-correctly-understand-the-geopolitical-lesson-of-the-bangladesh-coup/
https://strategic-culture.su/news/2024/08/18/india-needs-to-correctly-understand-the-geopolitical-lesson-of-the-bangladesh-coup/
https://strategic-culture.su/news/2023/05/24/led-by-china-and-india-global-south-trying-fix-un/
https://strategic-culture.su/news/2023/05/24/led-by-china-and-india-global-south-trying-fix-un/
https://strategic-culture.su/news/2023/12/31/another-mideast-war-beckons-america/
https://strategic-culture.su/news/2023/12/31/another-mideast-war-beckons-america/
https://strategic-culture.su/news/2023/08/07/from-chi-town-bagman-to-ecowas-chairman-meet-the-former-money-launderer-leading-the-push-to-invade-niger/
https://strategic-culture.su/news/2023/08/07/from-chi-town-bagman-to-ecowas-chairman-meet-the-former-money-launderer-leading-the-push-to-invade-niger/
https://strategic-culture.su/news/2023/08/07/from-chi-town-bagman-to-ecowas-chairman-meet-the-former-money-launderer-leading-the-push-to-invade-niger/
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against India.93 Similarly, the narrative portrays 
the US as driven to control New Delhi’s foreign 
policy: “For Indians, making a definitive peace 
with China would mean being targeted by the 
west.”94 One article explicitly referred to India 
as “the next front in the war on the BRICS” and 
added: “The need [in the west] to cleave India 
from the BRICS is now acute.”95

In this narrative, however, the UAE is never 
presented as a victim. Instead, the country is 
often referred to as an accomplice. One article 
referred to the UAE derisively as “NATO’s little 
Sparta,” while another one called it the “US 
Bastion.”96 Indeed, the narrative of western 
aggression permeates the entire sample 
from the Strategic Culture Foundation. Yet 
despite its alleged conspiratorial cunning, the 
west and its supposed plots are sometimes 
described as self-destructive. In general, 
the west is presented as weak and riven by 
division: “Western governments have lost the 
trust of their respective peoples.”97 Europe is 
often treated as secondary to the US and is 
even referred to as a “joke.”98

These mounting weaknesses are then spun 
into explanations for alleged geopolitical 
failures. For example, a March 2023 article 
presents various diplomatic visits of al-
Assad to foreign countries as evidence of 
Washington’s “failure” to achieve “regime 
change” in Syria.99 Similarly, many articles 
portray US policy towards Russia as leading 
to unintended consequences that ultimately 
undermine the west, such as with sanctions.100 

93	 “Diplomatic Blow to India as Biden Turns Down Invite,” 
Strategic Culture Foundation, 17 December 2023.

94	 “India needs to correctly understand the geopolitical 
lesson of the Bangladesh coup.”

95	 “India: The Next Front in the War on the BRICS,” 
Strategic Culture Foundation, 6 March 2023.

96	 Declan Hayes, “The United Arab Emirates, NATO’s 
Little Sparta, flexes its muscles against the Muslim 
Brotherhood,” Strategic Culture Foundation, 9 May 
2025; Sakshi Tiwari, “China Signs “Historic Deal” 
With UAE for L-15 Trainer Aircraft as Beijing “Raids” 
Traditional U.S. Bastion,” Strategic Culture Foundation, 
22 February 2022.

97	 Muhittin Ataman, “The new West vs. the new world,” 
Strategic Culture Foundation, 7 July 2024.

98	 Declan Hayes, “India, the Destroyer of NATO’s make 
believe worlds,” Strategic Culture Foundation, 17 
February 2025.

99	 Steven Sahiounie, “The UAE Welcomes Syrian 
President Assad and the First Lady,” Strategic Culture 
Foundation, 20 March 2023.

100	Declan Hayes, “NATO Gifts India Russia’s Whiskey 
Market on a Platter,” Strategic Culture Foundation, 
November 2023.

In that sense, those portrayed as resisting the 
US are not always presented as victims. In fact, 
Russia and India are often referred to in the 
sample as “adult powers” (or similar terms), as 
opposed to the west.101 

Indeed, the narrative of western decline is 
connected with the “rise of the rest” narrative. 
So, for example, one article states: 

“It is clear that the effectiveness of these non-
western institutions [e.g., BRICS] continues to 
increase due to the shallow policies of western 
countries, among other things.”102 

The narrative of “Russia as a victim” is also 
commonplace, relying on depictions of 
Russia as passive and the target of the west. 
One article states outright that Russians 
are “in NATO’s cross hairs.”103 Responses to 
Russia’s war against Ukraine are routinely 
portrayed as aggressive. For example, one 
March 2022 article describes the international 
sanctions imposed on Russia as “the west’s 
ferocious economic assault.”104 In that sense, 
these narratives are often woven together 
to portray Russia as a scapegoat for the 
west. For example, several articles refer to 
“Russophobia” as a motivation for the alleged 
western “overthrow” of Ghana’s Nkrumah. 
The implication is that “Russophobia” drives 
the west to be against anyone who sides with 
Russia.105 Likewise, another article states that 
Russia is used “as an excuse” for the alleged 
western opposition to African sovereignty.106 
One article intentionally misconstrued the 
Countering Malign Russian Activities in Africa 
Act as a “Global Monroe Doctrine.”107

While the west is often the protagonist of the 
narratives of the Strategic Culture Foundation, 
resistance against “hegemony” also features 
prominently. Defiance is often treated as a 

101	Hayes, “India, the Destroyer of NATO’s make believe 
worlds.”

102	Ataman, “The new West vs. the new world.”
103	Declan Hayes, “Sporting Genocide,” Strategic Culture 

Foundation, April 2023.
104	As`ad Abukhalil, “The Middle East & the War in 

Ukraine,” Strategic Culture Foundation, 17 March 
2022.

105	“Sporting Genocide”; Vijay Prashad, “Africa Doesn’t 
Want to Be a New-Cold-War Breeding Ground,” 
Strategic Culture Foundation, 4 November 2022.

106	Prashad, “Africa Doesn’t Want to Be a New-Cold-War 
Breeding Ground.”

107	Prashad, “Africa Doesn’t Want to Be a New-Cold-War 
Breeding Ground.”

https://strategic-culture.su/news/2023/12/17/diplomatic-blow-to-india-as-biden-turns-down-invite/
https://strategic-culture.su/news/2023/03/06/india-next-front-in-war-on-brics/
https://strategic-culture.su/news/2025/05/09/united-arab-emirates-nato-little-sparta-flexes-its-muscles-against-muslim-brotherhood/
https://strategic-culture.su/news/2025/05/09/united-arab-emirates-nato-little-sparta-flexes-its-muscles-against-muslim-brotherhood/
https://strategic-culture.su/news/2025/05/09/united-arab-emirates-nato-little-sparta-flexes-its-muscles-against-muslim-brotherhood/
https://strategic-culture.su/news/2023/02/22/china-signs-historic-deal-with-uae-for-l-15-trainer-aircraft-as-beijing-raids-traditional-u-s-bastion/
https://strategic-culture.su/news/2023/02/22/china-signs-historic-deal-with-uae-for-l-15-trainer-aircraft-as-beijing-raids-traditional-u-s-bastion/
https://strategic-culture.su/news/2023/02/22/china-signs-historic-deal-with-uae-for-l-15-trainer-aircraft-as-beijing-raids-traditional-u-s-bastion/
https://strategic-culture.su/news/2024/07/07/the-new-west-vs-new-world/
https://strategic-culture.su/news/2025/02/17/india-destroyer-nato-make-believe-worlds/
https://strategic-culture.su/news/2025/02/17/india-destroyer-nato-make-believe-worlds/
https://strategic-culture.su/news/2023/03/20/uae-welcomes-syrian-president-assad-and-first-lady/
https://strategic-culture.su/news/2023/03/20/uae-welcomes-syrian-president-assad-and-first-lady/
https://strategic-culture.su/news/2023/11/29/nato-gifts-india-russia-whiskey-market-on-platter/
https://strategic-culture.su/news/2023/11/29/nato-gifts-india-russia-whiskey-market-on-platter/
https://strategic-culture.su/news/2023/04/23/sporting-genocide/
https://strategic-culture.su/news/2022/03/17/the-middle-east-the-war-in-ukraine/
https://strategic-culture.su/news/2022/03/17/the-middle-east-the-war-in-ukraine/
https://strategic-culture.su/news/2022/11/04/africa-doesnt-want-to-be-new-cold-war-breeding-ground/
https://strategic-culture.su/news/2022/11/04/africa-doesnt-want-to-be-new-cold-war-breeding-ground/
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turning point among the non-west: “non-
western governments and societies have 
begun to question the current global order, 
principles of international law and universal 
norms, most of which were introduced by 
western governments.”108

Ghana does not appear in this narrative, 
though Africa is mentioned several times 
as a singular actor. For example, one August 
2022 article suggested, without evidence, 
that African countries might stop mineral 
exports to punish the US for allegedly warning 
that they would face consequences if they 
bought Russian wheat.109 While many articles 
presented the UAE as a NATO partner, others 
emphasised the divergence between the UAE 
and the US in foreign policy.110 A March 2023 
article presented the UAE visit of Syria’s Bashar 
al-Assad as evidence that “Arab leaders” are 
no longer “obey[ing] Washington’s demands 
and orders.”111 The UAE’s BRICS membership is 
presented in that light as well.112

Finally, Moscow is often treated as a centre 
of the alleged “resistance.” One March 2022 
article presented Russia’s unprovoked war of 
aggression against Ukraine as a “challenge” to 
the alleged US “supremacy” over the globe.113 
Likewise, when countries engage with China 
and Russia, it is often presented as proof of 
their defiant stand against the west.114 In that 

108	Ataman, “The new West vs. the new world.”
109	Martin Jay, “The Geopolitics of Wheat. Is There 

a Grain of Truth in Any of It?,” Strategic Culture 
Foundation, 19 August 2022.

110	Steven Sahiounie, “The UAE Jails the Muslim 
Brotherhood, While the U.S. Shields Them,” Strategic 
Culture Foundation, 12 January 2024.

111	Sahiounie, “The UAE Welcomes Syrian President 
Assad and the First Lady.”

112	Ataman, “The new West vs. the new world,” Strategic 
Culture Foundation, July 2024.

113	“The Middle East & the War in Ukraine.”
114	Sahiounie, “The UAE Welcomes Syrian President 

Assad and the First Lady”; “China Signs ‘Historic Deal’ 
With UAE for L-15 Trainer Aircraft”; Ataman, “The new 
West vs. the new world.”

sense, the narratives of “western aggression,” 
“resistance,” and “Russophobia” often come 
together. For example, one August 2023 
article states that the “global south” does not 
support the west “suppressing” Russia.115 

In the sample, “resistance” is not 
unambiguous; it is often presented as a 
choice for the countries of the global south. 
In that sense, India and the UAE are often 
depicted as ambiguous actors. Several articles 
in the sample treat India’s foreign policy as 
duplicitous, seeking to maximise benefits 
from its BRICS and western engagements. 
For instance, one article asks, “Is India doing 
Washington’s bidding by disrupting China’s 
strategic interests in Pakistan?”116 Similarly, 
another one states: 

“India has been playing a dangerous game. The 
country is involved in multipolar projects within 
the BRICS – mainly through relevant economic 
and energy partnerships with Russia, but at 
the same time it participates in US aggressive 
maneuvers in Asia with the aim of deterring 
China.” 117 

3.2.4. Common Themes

Though these three samples draw from 
sources ostensibly independent of each other, 
many of the codes they use overlap. These 
can be interpreted as crosscutting, common 
narratives advanced by Russia in its global 
messaging (Table 8). In addition to narratives, 
there are certain editorial choices that cut 
across the three samples. Notably, Russia’s 
full-scale war of aggression against Ukraine 

115	Pepe Escobar, “BRICS: the China-India factor,” 
Strategic Culture Foundation, 22 August 2023.

116	 Finian Cunningham, “Is India Playing a Double Game 
to Disrupt China’s BRI?,” Strategic Culture Foundation, 
21 June 2022

117	“India needs to correctly understand the geopolitical 
lesson of the Bangladesh coup.” See also: Finian 
Cunningham, “Indian leader is not American ‘Modi 
operandi’ and that’s a problem for Washington,” 
Strategic Culture Foundation, 29 June 2024.

Narrative Short description

Russia as a partner Russia is a country capable of cooperation with partners around the world, but 
it is, in part, prevented from doing so by the west.

The west as an 
aggressor

The west is selfish and manipulates countries around the world, often by 
underhanded methods, including in Ukraine.

Multipolarity as an 
emerging reality

The world is emerging from the unipolar system with countries seeking a more 
“just” order; Russia is bringing about the new order.

Table 8. Common themes in the three samples. Source: The authors’ own elaboration.

https://strategic-culture.su/news/2022/08/19/the-geopolitics-of-wheat-is-there-a-grain-of-truth-in-any-of-it/
https://strategic-culture.su/news/2022/08/19/the-geopolitics-of-wheat-is-there-a-grain-of-truth-in-any-of-it/
https://strategic-culture.su/news/2024/01/12/uae-jails-the-muslim-brotherhood-while-us-shields-them/
https://strategic-culture.su/news/2024/01/12/uae-jails-the-muslim-brotherhood-while-us-shields-them/
https://strategic-culture.su/news/2023/08/22/brics-the-china-india-factor/
https://strategic-culture.su/news/2022/06/21/is-india-playing-double-game-to-disrupt-china-bri/
https://strategic-culture.su/news/2022/06/21/is-india-playing-double-game-to-disrupt-china-bri/
https://strategic-culture.su/news/2024/06/29/indian-leader-not-american-modi-operandi-and-that-problem-for-washington/
https://strategic-culture.su/news/2024/06/29/indian-leader-not-american-modi-operandi-and-that-problem-for-washington/
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was referred to only as the “special military 
operation” or other euphemisms (“Ukraine 
crisis,” “conflict in Ukraine”). 

A common theme across the three samples is 
the portrayal of Russia as a positive force in 
global affairs, as well as a victim. On that latter 
point, the keyword “Russophobia” is featured 
in all three samples. In each case, Russian 
diplomats, Sputnik, and the Strategic Culture 
Foundation deployed the term to deflect the 
blame from Moscow’s foreign policy. Sanctions 
in all cases are portrayed according to the 
Russian state line that they are “unilateral,” 
despite the formal and informal sanctions 
imposed by Moscow on the west.118 In turn, 
a November 2022 article characterised the 
Russian oil price cap as a source of “sustained 
pressure” on China and India, originating from 
“the US and EU.”119 

The narrative on western aggression 
portrays the US as a manipulative power, 
hegemonic and duplicitous.120 On the point 
of manipulation, Russian diplomats, Sputnik, 
and the Strategic Culture Foundation all 
underplayed the agency of NATO Allies and US 
partners. Namely, they converge in asserting 
that countries that cooperate with the US 
lack sovereignty. While the Strategic Culture 
Foundation used the blunt term “NATO 
lackeys,” Russian diplomats and Sputnik also 
questioned the independence of US Allies and 
partners, especially in Europe.121 For example, 
Ukraine was repeatedly referred to as having 
“mentors” rather than an independent foreign 
policy.122 More broadly, small countries are 
also presented as having little or no agency. 

118	Victor A. Ferguson, “Putting your money where your 
mouth is not: China and Russia’s implementation 
of economic sanctions,” Journal of Global Security 
Studies 10, no. 3 (2025).

119	Dhairya Maheshwari, “India Emerges as Top Global 
Importer of Russian Seaborne Crude,” Sputnik, 
November 2022

120	Caitlin Johnstone, “U.S. Suddenly Pretends to Care 
About Rights Abuses in India,” Strategic Culture 
Foundation, 13 April 2022.

121	Robert Bridge, “Latest European Propaganda: Russia 
Is Flooding Europe With Illegal Migrants,” Strategic 
Culture Foundation, 5 March 2024.

122	“Russian Ambassador Sergei Berdnikov’s speech at the 
Russia Day Reception.”

All three samples contain at least a couple of 
texts that refer in this way to Ukraine and the 
Baltic states vis-à-vis the US and NATO, as well 
as to ECOWAS members vis-à-vis France.123

On this aspect, the narrative on multipolarity 
hinges on a distinction between “sovereignty” 
and “unipolarity” or “hegemony.” On that latter 
point, the argument relies on the suggestion 
that the current world order is western-built. 
While there is truth to this claim, blanket 
characterisations such as “western world 
order” deny the agency and contributions 
of non-western states at the UN in shaping 
the body of international law and in global 
governance. In turn, Russia is often presented 
as a custodian of “sovereignty,” implying 
that replacing western partnerships with 
Moscow offers the real path to independence. 
This element is closely enmeshed with, for 

example, the Kremlin’s appropriation 
of the “anti(neo)colonialism” narrative 
found across Africa.124

Many topics are approached through 
a sequenced articulation of the three 

narratives. For example, many texts in the 
three samples portray western policy towards 
Gaza and Ukraine as single-mindedly driven 
to preserve “western hegemony.” Here, the 
allegation of a “double standard” vis-à-vis 
the two wars is commonplace in the semi-
covert and covert samples.125 Then, Russia is 
presented as ready to “mediate” between the 
parties in Gaza.126 

Across the samples, Ghana, India, and the UAE 
are characterised differently. Ghana is often 
addressed in the broader African context, 
while the UAE is included in the Middle 
Eastern one. India’s economy is described as 
“vibrant and growing,” as opposed to that of 
Europe.127 India’s relationship with the US is 

123	On this latter point, for example: “From Chi-Town 
Bagman to ECOWAS Chairman.”

124	Maxime Audinet, “‘Down with neocolonialism!’ 
Strategic narrative resurgence and foreign policy 
preferences in wartime Russia,” European Journal of 
International Security (2025): 1–22.

125	For example: Ekaterina Blinova, “Putin’s Mideast 
Meetings Signal Russia’s Confidence and Shift in World 
Opinion – Experts,” Sputnik, December 2023. The 
sample of official sources did not feature mentions of 
Gaza.

126	“Putin Confirms to UAE Leader Russia’s Readiness to 
Mediate Iran-Israel Conflict,” Sputnik, 18 June 2025.

127	“EU Energy Crisis: Chasing ‘Freedom’ at the Cost of Its 
Wallet,” Sputnik, 24 April 2025.

A common theme across the three samples is 
the portrayal of Russia as a positive force in 
global affairs, as well as a victim

https://sputnikglobe.com/20221129/india-emerges-as-top-global-importer-of-russian-seaborne-crude-1104813752.html
https://sputnikglobe.com/20221129/india-emerges-as-top-global-importer-of-russian-seaborne-crude-1104813752.html
https://strategic-culture.su/news/2022/04/13/us-suddenly-pretends-to-care-about-rights-abuses-in-india/
https://strategic-culture.su/news/2022/04/13/us-suddenly-pretends-to-care-about-rights-abuses-in-india/
https://strategic-culture.su/news/2024/03/05/latest-european-propaganda-russia-is-flooding-europe-with-illegal-migrants/
https://strategic-culture.su/news/2024/03/05/latest-european-propaganda-russia-is-flooding-europe-with-illegal-migrants/
https://sputnikglobe.com/20231207/putins-mideast-meetings-signal-russias-confidence-and-shift-in-world-opinion---experts-1115457030.html
https://sputnikglobe.com/20231207/putins-mideast-meetings-signal-russias-confidence-and-shift-in-world-opinion---experts-1115457030.html
https://sputnikglobe.com/20231207/putins-mideast-meetings-signal-russias-confidence-and-shift-in-world-opinion---experts-1115457030.html
https://sputnikglobe.com/20250618/putin-confirms-to-uae-leader-russias-readiness-to-mediate-iran-israel-conflict-1122278799.html
https://sputnikglobe.com/20250618/putin-confirms-to-uae-leader-russias-readiness-to-mediate-iran-israel-conflict-1122278799.html
https://sputnikglobe.com/20250424/eu-energy-crisis-chasing-freedom-at-the-cost-of-its-wallet--1121928182.html
https://sputnikglobe.com/20250424/eu-energy-crisis-chasing-freedom-at-the-cost-of-its-wallet--1121928182.html
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sometimes woven into the broader narrative 
of western aggression. Conversely, New 
Delhi’s BRICS membership is presented as 
placing the country on the “resistance” side 
of the global divide between hegemonic and 
counter-hegemonic states. 

3.3. The Local Networks of 
the Russian Disinformation 
Ecosystem

While the section below divides the Russian 
networks in Ghana, India, and the UAE into 
official and semi-covert contacts, the reality 
is that the line dividing them is blurred. This 
is the case in both on-the-ground cooperation 
and at the declarative level. For example, in 
a 2025 speech, the Russian ambassador to 
Ghana stated:

“My country is also investing in partnerships 
that aim to strengthen Africa’s information 
sovereignty. This includes the expansion of 
Russian news outlets like Sputnik and RT Africa, 
which offer alternative narratives to the western 
media and promote African perspectives on 
global affairs. Efforts are underway to train 
African journalists, establish joint media centers, 
and collaborate on digital content that reflects 
mutual values and interests.” 128

As the examples will show, official Russian state 
actors (diplomats, state employees) organise 
and implement initiatives on the ground with 
ostensibly independent organisations such as 
RT or various business associations.129 

3.3.1. Official: Embassies and Russia 
House

3.3.1.1. Political Networking 
In the three countries analysed, the official 
Russian presence has among its core tasks 
the organisation and support of high-level 
meetings. Of the three countries analysed, 
only one has been visited by Russian 
President Vladimir Putin since 2022: the 
UAE in December 2023. Other notable visits 
include the 2025 trip to Ghana of Valentina 

128	“Lecture by H.E. Sergei Berdnikov.”
129	In Russian parlance, this cooperation and effective 

blurring of boundaries is referred to as societal 
(общественная) or people’s (народная) diplomacy. 
For example: “Бессмертный полк пришёл в Дубай! 
[The Immortal Regiment has come to Dubai!],” 
Mezhdunarodnaya Zhin, 13 May 2024.

Matviyenko, Chairwoman of the Federation 
Council. All these activities were coordinated 
and disseminated with support from the local 
Russian embassies. 

Beyond these tasks, the Russian embassies in 
Ghana, India, and the UAE have been reaching 
out to politicians in these countries, creating 
their own networks with various levels of 
access. Reporting is patchy, but existing 
sources suggest a systematic political outreach 
effort that draws from Cold War-era ties and 
present-day engagements. Direct dialogue 
with politicians evades official channels and 
gives Russia access to elites, from the national 
down to the regional level. 

In the case of Ghana, President John Dramani 
Mahama studied in the Soviet Union, earning 
a graduate degree there in 1988. A senior 
member of the National Democratic Congress 
(Mahama’s party), Dr Koma Steem Jehu-
Appiah, also obtained a graduate degree in 
the Soviet Union; he was appointed as Ghana’s 
ambassador to Russia in October 2025. In 
India, Russian ambassador Denis Alipov 
reportedly referred to Sitaram Yechury (1952–
2024) as a “personal friend.”130 Yechury was 
the general secretary of the Communist Party 
of India (Marxist), an influential political force 
in the southern Indian state of Kerala. While 
the Soviet Union made education cooperation 
a key element of its engagements with the 
Arab countries, this sector seldom featured 
in Moscow’s Cold War engagements with the 
UAE.131

In official circles, Mahama’s 2024 election 
increased Russia’s access to top-level officials 
in Accra. Russia’s ambassador to Ghana, 
Sergey Berdnikov, was received by Mahama 
already as president-elect, on 13  December 
2024 (taking office in January 2025).132 To put 
this timing into perspective, the ambassador 
of the UK – a key Ghanaian partner – was 

130	“Russian envoy remembers Sitaram Yechury as ‘old 
friend,” expresses grief over his death,” The Print, 12 
September 2024.

131	Constantin Katsakioris, “Soviet Lessons for Arab 
Modernization: Soviet Educational Aid to Arab 
Countries after 1956,” Journal of Modern European 
History 8, no. 1 (2010): 95.

132	“Russian Ambassador Received by President-Elect 
of the Republic of Ghana,” Official website of the 
Embassy of the Russian Federation in the Republic of 
Ghana, 13 December 2024.

https://interaffairs.ru/news/show/45968
https://theprint.in/world/russian-envoy-remembers-sitaram-yechury-as-old-friend-expresses-grief-over-his-death/2265173/
https://theprint.in/world/russian-envoy-remembers-sitaram-yechury-as-old-friend-expresses-grief-over-his-death/2265173/
https://ghana.mid.ru/en/press_center/news/russian_ambassador_received_by_president_elect_of_the_republic_of_ghana/
https://ghana.mid.ru/en/press_center/news/russian_ambassador_received_by_president_elect_of_the_republic_of_ghana/
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received by Mahama on the same day.133 
Berdnikov has since held meetings with the 
minister of defence (February 2025) and 
Mahama’s national security adviser (March 
2025), among other top officials.134 These 
encounters, which took place shortly after 
Mahama’s inauguration, suggest that 
the Russian embassy enjoys improved 
access to the leadership in Accra. No 
similar shift is visible in India, where 
Russian diplomats already have access 
to top officials. 

Beyond the official level, each of the embassies 
analysed has cultivated other contacts in the 
wider political scene of Ghana and India. The 
Socialist Movement of Ghana (established 
in 2020) has dedicated front-page space to 
op-eds written by Ambassador Berdnikov. 
Kwesi Pratt Jr, the secretary general of the 
movement, has referred to Russia’s war of 
aggression against Ukraine as “[Ukrainian 
president Volodymyr Zelensky’s] war.”135 The 
UAE, with its more centralised and closed 
political regime, does not offer a fragmented 
political scene with multiple opportunities for 
Russian networking. Still, some connections 
exist. For example, the Russian ambassador to 
the UAE met with the ruler’s representative of 
the Al Dhafra Region in 2025.136

3.3.1.2. Cultural Cooperation or 
Propaganda?
Ostensibly the Russian government agency for 
cultural, humanitarian, and development 
cooperation, Rossotrudnichestvo has emerged 
as a key vector of Russian propaganda.137 
Usually attached to local Russian embassies, 
this agency often manages a portfolio of 
activities under the label of ‘cultural 

133	“Last-minute contracts, mass recruitments worrying 
– Mahama ‘reports’ government to UK High 
Commissioner,” Ghana Web, 13 December 2024.

134	“Ambassador Sergei Berdnikov Meets with National 
Security Advisor Prosper Douglas Bani,” Official 
website of the Embassy of the Russian Federation in 
the Republic of Ghana, 17 March 2025; “The Russian 
Ambassador to Ghana, H.E. Sergei Berdnikov, Meets 
with the Minister of Defense of Ghana, Dr Edward 
Omane Boamah,” Official website of the Embassy of 
the Russian Federation in the Republic of Ghana, 20 
February 2025.

135	Kwesi Pratt Jnr. (@kwesiprattjr), “#Zelensky’s Export,” 
X, 17 July 2025; Godfred Meba. “Communiqué from 
the Standing Committee of the Socialist Movement of 
Ghana,” The Insight News, 21 October 2025.

136	”Hamdan bin Zayed receives Ambassador of Russian 
Federation to UAE,” WAM, 11 June 2025.

137	Klyszcz, “Rossotrudnichestvo in Africa.”

cooperation’. These activities are carried out 
under the banner of Russia House, the public-
facing organisation meant to be seen as 
Russia’s Institut français or Goethe-Institut.138 
In reality, Russia House has emerged as a key 
vehicle for spreading Russian strategic 

narratives, disinformation, and war 
propaganda. For example, a recurring activity 
– carried out under the cover of cultural 
exchange – is the screening of RT films, which 
often contain disinformation and outright war 
propaganda. Activities such as these have 
taken place in Ghana, India, and the UAE.

In Ghana, there is no Russia House operating, 
though on 4  March 2025, it was announced 
that one would open in the future with support 
from the Centre for Public Diplomacy (Центр 
Народной Дипломатии).139 Reports suggest 
that the plans for the opening unfolded over 
a year. The Centre has led Russian cultural 
cooperation activities in Ghana, including 
language learning and scholarships. This 
is the same organisation managing Russia 
House branches in the Alliance of Sahel 
States (AES), where they have been found 
to disseminate Russian war propaganda.140 
Rossotrudnichestvo has been active in Ghana 
through other channels as well. Since 2023, 
the United Russia party and the Russian 
Federal Agency for Mineral Resources have 
held public events in Ghana to promote “best 
Russian geological practices.”141 

In India, Rossotrudnichestvo’s presence is 
wider. It has five Russia House branches in the 
country: in Chennai, Kolkata, Mumbai, New 
Delhi, and Trivandrum. The Trivandrum branch 

138	Nadiia Koval, Maryna Irysova, Serhiy Tytiuk, and Denys 
Tereshchenko, Rossotrudnichestvo: The Unbearable 
Harshness of Soft Power (Ukrainian Institute, 2022).

139	“Rossotrudnichestvo signed an agreement to open 
the 20th Partner Russian House,” Rossotrudnichestvo 
official website, 4 March 2025.

140	“Итоги работы и планы Центра народной 
дипломатии на 2025-й [Results of the Work and 
Plans of the Centre for People’s Diplomacy for 2025],” 
Tsentr Narodnoy Diplomatii official website, 24 
January 2025. 

141	“Russian Geological School Returns to Africa,” 
Rossotrudnichestvo official website, 20 December 
2023.

Rossotrudnichestvo has emerged as a key 
vector of Russian propaganda
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is attached to the local Russian honorary 
consulate. According to a 2025 report, this 
Russia House branch and consulate help 
“travellers and Russian people who live in India 
(including the consultants at the Koodankulam 
nuclear power plant).”142 The war propaganda 
campaigns “Look into the Eyes of Donbass” 
(Посмотри в глаза Донбассу) and 
“People of the New Regions” (Люди новых 
регионов) reached several Indian branches of 
Rossotrudnichestvo in 2024.143

In the UAE, no official Russia House branch 
exists, but a “partner” house opened in 2024. It 
is reportedly operated by Andrey Podskrebov, 
a Dubai resident.144 Its activities have 
been directed mainly towards the 
country’s business community. Still, 
as reported in June 2025, the Kremlin 
intends to open an official Russia 
House in the country in 2026 or 2027. 
According to the report, the opening has been 
held up until an intergovernmental agreement 
can be signed.145 This has not prevented the 
Russian Ministry of Education and the Russkiy 
Mir foundation from operating in the country. 
However, in this case, their activities tend to be 
staffed by institutions based in Chechnya, such 
as the Chechen State Pedagogical University.146 

In Ghana, India, and the UAE alike, the 
Russian embassies have commemorated the 
Second World War (the “Great Patriotic War”) 
according to the Kremlin’s distorted view of 
history.147 This has included marches of the 
“Immortal Regiment.” Established in 2011, 
this programme is now used to obfuscate the 

142	Aparna Nair, “50 years of Kerala-Russia bonding,” The 
New Indian Express, 13 May 2025.

143	“People of India immersed themselves in the world of 
Russian culture and traditions,” Rossotrudnichestvo 
official website, 28 October 2024; “Russian House 
in New Delhi opened the exhibition ‘People of the 
New Regions’,” Official website of the Embassy of the 
Russian Federation in the Republic of India, 13 July 
2025.

144	“Rossotrudnichestvo will sign agreements with 
representatives of partner Russian Houses,” 
Rossotrudnichestvo official website, 12 July 2024.

145	“Kremlin to Expand Soft Power Push With Cultural 
Outposts in Gulf States,” The Moscow Times, 14 July 
2025.

146	“Дни русского языка пройдут в ОАЭ [Russian 
Language Days to Be Held in the UAE],” Russkiy Mir 
official website, 4 October 2025.

147	“New Delhi hosted a Russian-Indian motorcycle rally 
dedicated to the 80th anniversary of the Victory in the 
Great Patriotic War,” Official website of the Embassy 
of the Russian Federation in the Republic of India, 5 
April 2025.

USSR’s role in the Second World War, glossing 
over the Nazi-Soviet alliance (Molotov-
Ribbentrop Pact) and the invasions of the 
Baltic states and Poland.148

3.3.1.3. Media Outreach or Media Bubble?
Like all embassies, the Russian embassies in 
Ghana, India, and the UAE maintain contacts 
with local media. In the case of Russia, 
however, these contacts have been nurtured 
to serve the information ecosystem that 
enables Russia’s FIMI campaigns. Especially in 
Ghana and India, these efforts create a media 
sphere that is particularly exposed to Russian 
messaging and information warfare. 

In Ghana, the Russian embassy’s web page 
on the Russo-Ukrainian war links to a video 
published by a Ghanaian newspaper called The 
Insight. The article is titled “Ukraine Was the 
Second Largest Republic in the Soviet Union 
after Russia,” and it features a video bearing the 
BreakThrough News logo that repeats Russian 
war propaganda about Ukraine.149 Individuals 
associated with BreakThrough have been 
accused of spreading propaganda from the 
Kremlin and the Chinese Communist Party.150 
Likewise, The Insight, a left-leaning publication 
run by Kwesi Pratt Jr, routinely publishes op-
eds in which the Russian ambassador to Ghana 
spreads war propaganda about Ukraine.151 

Researchers describe India’s diverse and 
fragmented media landscape as tending 
towards three different positions on the 
Russo-Ukrainian war: pro-Russian, neutral, 

148	“The Immortal Regiment: state-appropriated 
memories for mobilisation,” EUvsDisinfo, 7 May 2025.

149	Godfred Meba, “Ukraine Was the Second Largest 
Republic in the Soviet Union After Russia,” The Insight 
News, 6 March 2022.

150	Mara Hvistendahl, David A. Fahrenthold, Lynsey 
Chutel, and Ishaan Jhaveri, “A Global Web of Chinese 
Propaganda Leads to a U.S. Tech Mogul,” The New 
York Times, 5 August 2023; William Bredderman, “U.S 
Tech Mogul Bankrolls Pro-Russia, Pro-China News 
Network,” Daily Beast, 28 May 2023.

151	“Article by the Russian Ambassador to Ghana, 
H.E. Sergei Berdnikov, on the Occasion of the 80th 
Anniversary of the Victory in the Great Patriotic War 
1941-1945,” Official website of the Embassy of the 
Russian Federation in the Republic of Ghana, 6 May 
2025.

Contacts have been nurtured to serve the 
information ecosystem that enables Russia’s 
FIMI campaigns
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and pro-Ukraine. The middle position holds 
the largest sway, while the latter has the 
least resonance.152 Pro-Russian editorial 
lines, however, are not evidence of contacts 
with Russian diplomats or state officials. 
Occasionally, Russian ambassador Denis Alipov 
has op-eds published in major newspapers, 
such as Indian Express.153

Moreover, the Russian embassy in India 
has had to issue statements about the war. 
For example, on 17  April 2025, the 
embassy website published an article 
disseminating disinformation, namely, 
that a Russian air attack on Kyiv did 
not hit a warehouse of the Kusum 
Healthcare company, an Indian pharmaceutical 
group.154 Affecting a “fact-checking” posture, 
the Russian embassy in New Delhi claimed 
(without evidence) that it was Ukraine that 
bombed the facility.155 This claim was then 
relayed by Indian media.156

The restrictive media landscape and 
centralised political arena of the UAE mean 
there are fewer publications that might take 
an editorial line sympathetic to Russia. Hence, 
there is no equivalent Russia-friendly media 

sphere in the UAE. However, in February 2023, 
the UAE newspaper The National published an 
op-ed by Ambassador Zabirov and, in the same 
issue, one by the ambassadors of Ukraine and 
the EU to the country. In his op-ed, Zabirov 
spread all of the Kremlin’s main war 
propaganda points, including referring to 
Ukraine as “an example of an artificially bred 

152	Ravikumar, Madhavi, and John Downey, “Dropping 
‘truth bombs’? The framing of the Russian invasion of 
Ukraine in Indian broadcast news,” European Political 
Science 24, no. 1 (2025): 109–122.

153	Denis Alipov, “Russian Ambassador Denis Alipov 
writes: The West and its echo chamber,” The Indian 
Express, 1 July 2025.

154	“Russia strikes warehouse of Indian pharma firm in 
Ukraine. All you need to know about ‘Kusum’,” Mint, 
13 April 2025.

155	“Press release on the situation around Kusum 
Healthcare’s pharmacy warehouse,” Official website of 
the Embassy of the Russian Federation in the Republic 
of India official website, 17 April 2025. 

156	”Did not attack Indian pharma warehouse”: Russian 
embassy blames Ukraine,” The Times of India, 17 April 
2025.

‘anti-Russia’ project and a battering ram, 
though disposable, to be used against us 
[Russia].”157

Part of the embassies’ media outreach 
has involved facilitating the RT Academy, a 
self-described “international multilingual 
educational project” that “aims to empower 
a new generation of journalists” by equipping 
them with “critical skills to analyze, evaluate, 
and create media responsibly and ethically.”158 

This is one case where Russia attempts to 
hijack otherwise benign sentiments from 
media personnel and journalists to push war 
propaganda and disinformation.159 The project 
target languages are Chinese, English, and 
French, and their intended audiences are in 
Africa, China, India, and Russia. 

In Ghana and India, the RT Academy has 
been publicised and hosted either by local 
Russia House branches or by the embassies 
directly.160 Journalists and media personnel 

from Ghana and India have been 
amongst those participating in 
tours to Russia held under the RT 
Academy.161 These tours are organised 
by RT and Rossotrudnichestvo as 

part of the latter’s “New Generation” (Новое 
Поколение) programme targeting people ages 
14–40.162 The goal of these programmes is to 
discredit western media and disseminate war 
propaganda about Ukraine.163

157	Timur Zabirov, “Opinion: Russia’s military operation in 
Ukraine is ensuring its national security,” The National, 
24 February 2023.

158	“RT Academy,” official website.
159	Dani Madrid-Morales, “Responses to a changing 

media assistance landscape,” DW Akademie, 26 March 
2025.

160	On the RT Academy website, the Russian embassy 
in New Delhi, Russia House, and Rossotrudnichestvo 
are all listed as partners. Other partners include the 
BRICS+ Universities Association and the African Union 
of Broadcasters.

161	Nma_Ubani, “From Africa to Moscow! RU,” Instagram, 
31 July 2025.

162	“New Generation,” Rossotrudnichestvo official page, 
21 August 2023.

163	“Inside Kremlin-backed RT training for journalists for 
Africa,” BBC, 21 February 2025.

There is no equivalent Russia-friendly media 
sphere in the UAE

Part of the embassies’ media outreach has 
involved facilitating the RT Academy
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In the UAE, the RT Academy has not been 
active. In part, this reflects the organisation’s 
priorities in Africa, China, and India. Another 
factor is the relative shortage of Arabic 
speakers in RT’s ranks. In May 2025, it was 
reported that the RT Academy might expand 
its coverage to include Arabic-language 
programming, though as of November 2025, 
this had not happened.164 Nevertheless, the 
“New Generation” programme has been 
active in the UAE. In cooperation with Sputnik, 
Rossotrudnichestvo brought to Russia several 
young media personnel and journalists from 
a number of Arab countries, including the 
UAE.165

3.3.2. Semi-Covert: Media 
Organisations, Business, 
Politicians

3.3.2.1. Implanting the Russian Information 
Ecosystem
Russian state-controlled media targets 
Ghana, India, and the UAE with different 
levels of reach and different narratives. In 
addition to their editorial activities, these 
media organisations also engage in their own 
outreach, creating partnerships with local 
media, co-opting local players, and hiring local 
influencers. On these two latter endeavours, 
Russia’s tactics have begun to resemble 
those of China, where foreign journalists 
are invited to the country on lavish junkets 
and directly exposed to propaganda.166 Since 
2022, the goal of these activities has been to 
avoid sanctions through content republishing 
and to diversify information outlets while 
maintaining deniability. This is what Maxime 
Audinet and Colin Gérard call the accelerating 

164	Volodymyr Solovian, “RT Academy: Propaganda 
Factory Expands,” Ukraine Crisis Media Center, 24 May 
2025.

165	“Journalists from the Middle East and North 
Africa have started an InteRussia internship,” 
Rossotrudnichestvo official website, 26 September 
2023.

166	”African Initiative”, a New Russian Media Outlet, 
Promotes Disinformation,” ADF, 8 October 2024.

“clandestinisation” of Russia’s ecosystem of 
information influence.167

The pluralistic media environments in 
Ghana and India have offered Russian media 
opportunities to establish long-term operations 
and increase their relevance in local media 
landscapes. For example, in 2024, to bolster 
its visibility, RT launched publicity campaigns 
in various African countries (including Ghana) 
and in five major Indian cities. In both cases, 
the campaign hinged on spreading accusations 
of western “neocolonialism.”168 In India, 
Sputnik launched an ad campaign on the New 
Delhi underground in September 2025.169 Co-
opting local actors has also been a constant. 

In the UAE, the more restrictive environment 
has resulted in fewer vectors for access, 
but those that exist are exploited by 
Russian semi-covert actors. These varied 
circumstances result in different operational 
opportunities and goals, all within the 
framework of clandestinisation (Table  9). As 
mentioned above, many of these operations 
are coordinated and supported by the local 
Russian embassy and Rossotrudnichestvo. 
For example, RT war propaganda films such as 
Donbass: Echoes of War and Unbroken: Sport 
and Culture Reborn in Novorossiya have been 
distributed and screened at Russian embassies 
worldwide, including in Ghana and India.

In Ghana, Russian media operations involve all 
main state-controlled media (i.e., RT, Sputnik), 
as well as the intelligence-controlled news 
website African Initiative. Additional players 
involve local advocates for the AES, as well as 
Ghanaian pro-AES players abroad. Indeed, the 
networks connected to the Sahel states are 
the element that distinguishes Ghana from 

167	Audinet & Gérard, “Sous les radars.”
168	Saahil Menon, “Russia today, India tomorrow,” Novaya 

Gazeta Europa, 23 September 2025.
169	Russian Embassy in India, “Sputnik India Launches 

Branded Train on Delhi Metro A branded train from 
the #Sputnik international news agency,” Facebook, 21 
September 2025.

Documented outreach
Ghana Fostering pro-AES networks, connecting with local journalists, pan-African operations.
India Fostering pro-Russian networks, connecting with local journalists.
UAE Fostering Russian-language contacts, connecting with local journalists.

Table 9. Documented outreach by Russian media post-2022 in Ghana, India, and the UAE. 
Source: The authors’ own elaboration.
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India and the UAE, where the AES appears 
only in media narratives and seldom in their 
on-the-ground operations. Notably, the online 
portal News Ghana signed an agreement with 
Sputnik in 2021 for “strengthening information 
flows” between the countries.170

Ghanaian supporters of the AES have been 
routinely instrumentalised by the Kremlin. For 
example, the campaign promoting Burkina 
Faso junta leader Ibrahim Traore has reached 
audiences in other countries, including 
Ghana.171 Rallies have been held in Ghana in 
support of him.172 Pro-AES narratives have 
been weaponised by semi-covert actors as 
well. For instance, Sputnik has interviewed 
Ghanaian citizens in Niamey who remarked 
that they would like their country to join the 
AES.173 Ghanaian residents of Ouagadougou 
have also been involved in pro-Traore 
demonstrations.174 

Given the Wagner Group’s imprint in the 
Sahel, some of these AES connections were 
established during the Prigozhin era. Indeed, 
Sputnik was found to have amplified a 
coordinated FIMI campaign involving pro-
Russian actors inside and outside of Ghana. 
This was the case of the 2023 Takoradi protest, 
in which a few dozen individuals received 
Russian flags and Wagner Group shirts paid 
for by a pro-Russian network.175 On 14 August, 
the Ghanaian coordinators of the events were 
arrested on charges of “planning to overthrow 
the government and destabilizing peace.” 
Prigozhin reacted by calling the suspects 

170	“News Ghana, Russia’s Sputnik Information Agency 
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Ghana News, 21 April 2021. 

171	“Deepfakes and propaganda used to glorify Burkina 
Faso’s Traoré,” African Digital Democracy Observatory, 
26 August 2025.
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Manessong and Evans Aziamor-Mensah, “False coup 
claims fuel West African tensions,” African Digital 
Democracy Observatory, 26 May 2025.
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Insider Africa, 10 March 2025.
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behind President Traoré, calls for African unity against 
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1 May 2025.

175	Mitchelle Awuor, Eliud Akwei and Dorcas Sempeyian, 
“Is Ghana a new target for Russian influence ops?,” 
African Digital Democracy Observatory, 6 September 
2023.

“patriots.”176 The Africa Center considers 
this an example of individuals “attempting 
to leverage the cachet of Wagner and pro-
Russian narratives” for their own purposes.177

With an office in neighbouring Mali, African 
Initiative is active in Ghana, not only for its 
coverage but also for outreach. In 2024, a 
cohort of Ghanaian and Malian journalists 
was invited to the Moscow headquarters of 
the organisation to “share content and initiate 
new projects.” From there, they were taken 
to the Russian-occupied Ukrainian city of 
Mariupol to “gain firsthand insights.”178 

Other engagements have a pan-African 
dimension. The organisation Alfa Dialogue, 
in cooperation with the Russian Ministry of 
Education, has served as a vehicle for Moscow 
to connect with African journalists, including 
those from Ghana. The organisation also runs 
lectures pitching a distorted history of Russia 
and Ukraine, based on biased materials from 
the Gorchakov Fund, a semi-covert state-
controlled organisation.179 During their 2025 
conference, they brought journalists and 
media personnel from across the continent to 
Sputnik’s then-recently opened media office 
in Addis Ababa. The conference also included 
a session on “debunking fake news” and on 
increasing cooperation between African and 
Russian state-controlled media.180

These patterns can also be observed in 
Russian media operations in India. As in 
Ghana, the main Russian state-controlled 
media organisations do not have local offices 
in the country but have been increasing their 
operations since 2022. RT India, set to open a 
New Delhi office by the end of 2025, already 

176	“How 5 Ghanaians behind pro-Wagner propaganda 
were arrested by police,” Ghana Web, 19 September 
2023.
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Guns: The Alexander Gorchakov Public Diplomacy 
Fund,” Ukrainian Institute, April 2022.

180	Russian Language in Africa, “DAY 2 International 
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has a social media presence.181 Its Twitter/X 
account was created in September 2022 
and has over 61 000 followers as of October 
2025.182 Like RT India, Sputnik lacks a local 
office; however, it has an Indian service in 
English and Hindi. Its Twitter/X account has 
117 000 followers.183 

In India, Russian co-option and partnership 
tactics are multi-layered and draw from a wide 
pool of actors in local media. For example, 
the Media Federation of India signed a 
memorandum of understanding with Sputnik in 
2023, including staff exchange programmes.184 
Russian-friendly media tend to defend India’s 
policies in zero-sum terms against the west. 
For example, a disinformation campaign made 
unsubstantiated claims that the US asked 
India to revoke RT’s license, claims which local 
Indian media repeated.185

 Part of the co-option efforts is allegedly carried 
out by Rosgvardia, a paramilitary branch of 
the Russian Ministry of the Interior. According 
to Ukrainian intelligence, this Russian state 
body organised several trips for journalists 
worldwide to visit occupied Mariupol and 
be exposed to disinformation. The Ukrainian 
services claim the name of the operation is 
“Perun” and has involved Indian journalists 
turned pro-Russia propagandists.186 

India was a founding member of the 
intergovernmental organisation BRICS, so 
media operations in India receive attention 
from BRICS-oriented initiatives. TV BRICS, a 
state-controlled media organisation based in 
Russia, has routinely disseminated Russian 

181	“Мантуров сообщил о запуске RT India в Нью-Дели 
[Manturov Announced the Launch of RT India in New 
Delhi],” Vzglyad, 20 August 2025. 

182	RT_India (@RT_India_news), “Posts,” X.
183	Sputnik India (@Sputnik_India), “Posts,” X. 
184	“Media Federation of India goes global, inks pact with 

Russian media house Sputnik,” Asian Community 
News, 14 March 2023.

185	Menon, “Russia today, India tomorrow.”
186	Serhii Palya and Center for Countering Disinformation 

of Ukraine, “India’s journalist Singh spreads fake 
news about Ukrainian territories occupied by Russia,” 
Online UA, 1 March 2024; Stanislav Pohorilov, “Perun, 
Russian psyop against Ukraine, enters active phase – 
Ukraine’s Defence Intelligence,” Ukrainska Pravda, 13 
March 2024.

strategic narratives in six languages. Since 
2023, it has been a key partner in bringing 
journalists from BRICS and BRICS+ countries to 
Russia through the “BRICS Global Media Tour. 
Russian Edition.” These have often directly 
involved federal and regional authorities in 
Russia. For example, the October 2025 edition 
brought “top media organisations” of India 
to Tatarstan. TASS and RIA Novosti were also 
media partners.187 

This media organisation also participates in the 
clandestinisation of Russian state-controlled 
media through foreign partnerships. As of 
October 2025, TV BRICS lists one UAE partner 
and 10 Indian partners on their website, 
including the Indian embassy in Moscow.188 
Ghana is absent from these partnerships. 

Finally, there is the BRICS Journalists 
Association, a Moscow-based 
organisation. Connected to a Prigozhin 
structure, the association claimed to 
be an advocacy group for journalism. 
Active in 2022 and 2023, the 

organisation was linked to the Storm-1516 
FIMI operation.189 In India, the organisation 
featured Manish Jha, a journalist at the Indian 
station TV9, as a member, known for “echo[ing] 
Moscow’s narrative.“190 The association was 
sanctioned in 2025, and as of this writing 
(spring 2026), it no longer appears active.191 
Jha had appeared on several RT India 
broadcasts, as well as Russian embassy events, 
including war propaganda events.192 TV9 is 
also listed as a partner of TV BRICS.193

In the case of the UAE, its restrictive media 
and political environments mean there are 
fewer opportunities to penetrate society 
than in Ghana or India. However, two factors 

187	“BRICS Global Media Tour: Indian media leaders 
discuss prospects for information exchange in Russia,” 
TV BRICS, 14 October 2025.

188	“Partners,” TV BRICS website.
189	VIGINUM and Secrétariat général de la défense et 

de la sécurité nationale (SGDSN), Technical Report: 
Storm-1516 (Paris: SGDSN, 7 May 2025).

190	Nicolas Quénel, “India, a strategic partner in Kremlin’s 
information war,” Intelligence Online, 22 May 2025; 
VIGINUM, Technical Report, 21.

191	“BRICS Journalist Association,” OpenSanctions 
website.

192	“The opening of the exhibition ‘Mariupol 2022–2025’ 
in New Delhi,” The Ministry of Foreign Affairs of the 
Russian Federation official website, 1 October 2025.

193	“Partners,” TV BRICS website.
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help Russian media operations gain scope. 
First, the relatively large Russian diaspora 
in the country and the partial localisation of 
Russian businesses in Dubai have resulted 
in an audience for Russian-language media. 
For example, a local magazine called Russian 
Emirates (Русские Эмираты) has cooperated 
with the local Russian embassy for cultural 
events. 

Second, empirical research has shown that 
those Russian narratives that resonate the 
most in the country involve demonstrating 
the UAE’s independence from the west.194 RT 
Arabic, Sputnik’s Arabic service, and TV BRICS 
all have dedicated parts of their activities 
to the UAE, and this work has sped up since 
that country’s accession to BRICS. The UAE’s 
state Emirates News Agency is the country’s 
partner to TV BRICS. According to the Emirati 
organisation, they have engaged RT to develop 
media cooperation.195

3.3.2.2. Seeding Narratives in the Business 
Community
Evading sanctions has been a top Kremlin 
priority since 2014. Convincing international 
business communities that Russia remains 
a viable commercial partner has been a key 
task for diplomats and other relevant state-
backed Russian actors.196 In this context, 
Russian business events with an international 
scope often serve as a venue for Russian FIMI. 

This includes the St Petersburg International 
Economic Forum (SPIEF) and the Eastern 
Economic Forum (EEF). Ghanaian, Indian, and 
Emirati participants have attended all these 
events, as well as other national and regional 
fora.

A key actor is the Chamber of Commerce and 
Industry of the Russian Federation (Торгово-
промышленная палата Российской 
Федерации, TPPRF). An ostensibly 

194	Ahmed Ali Alshamsi, Russia’s power projection and its 
receptivity in the UAE, MA thesis (Khalifa University of 
Science, 2025), 68.

195	“WAM signs media cooperation agreement with TV 
BRICS,” WAM, 17 April 2024.

196	Andrey Pertsev, “SPIEF’s propaganda pivot,” Meduza, 
18 June 2025.

independent, non-governmental organisation, 
its members include state-owned companies, 
and it is led by Sergey Katyrin, a member of 
the Kremlin’s Economic Council. Generally, the 
TPPRF aligns with the Kremlin’s foreign policy, 
and its leadership routinely meets with key 
Putin and Kremlin officials for coordination.197 
Reports from 2025 have also found the TPPRF 
cooperating with GRU agents abroad.198

Despite relatively low-level bilateral trade 
($1.6 bn in 2023), business contacts between 
Accra and Moscow have continued since 
2022. In July 2023 and August 2025, the 
TPPRF received Ghanaian delegations visiting 
Moscow, each led by members of parliament 
from Ghana. In both cases, Katyrin was present 
and further cooperation was agreed. More 
recently, a connection to the Russo-Ukrainian 
war emerged, as the 2025 meeting involved 
Georgy Muradov, the Kremlin’s representative 
to occupied Crimea.199

While lacking formal representation, since 
2023, an Accra organisation – the Ghana–
Russia Center for Commerce and Relations – has 
acted as a would-be intermediary between the 
Ghanaian and Russian business communities. 
Led by CEO John Aggrey, this organisation has 
engaged with Russian officials both in Ghana 
(from the embassy) and at the 2025 SPIEF.200 
Aggrey’s organisation has been involved in 
Russia’s human trafficking operation Alabuga 

Start, with which it held a public 
event in September 2025.201 A June 
2025 African Initiative interview with 
Aggrey (later republished by Ghanaian 
media outlet MyJoyOnline) appeared 

to echo narratives discussed above about 
Russia as a partner: 

197	“Meeting with Head of Chamber of Commerce and 
Industry Sergei Katyrin,” President of Russia official 
website, 25 February 2021.

198	“Iz Pragi na dva fronta,” Dossier Centre, 4 April 2025.
199	“Chamber Of Commerce And Industry Of Russia 

Hosted Meeting With Delegation Of Ghana,” TPPRF 
Official website, 5 August 2025.

200	Ghana-Russia Centre for Commerce, “Ghana-Russia 
Centre engages Republic of Komi on future prospects 
at St. Petersburg International Economic Forum 2025,” 
MyJoyOnline, 28 June 2025.

201	Ghana Russia Center for Commerce and Relations, 
“Ghana Russia Center for Commerce and Relations,” 
Facebook, 2 September 2025. On Alabuga, see: 
Antony Sguazzin, Loni Prinsloo, and Mathabiso 
Ralengau, “Russia’s Push to Recruit South African 
Women Triggers Probe,” Bloomberg, 22 August 2025.
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“Russia’s interests practically align with Ghana, 
because it is a win-win effect of mutual-benefit 
cooperation. Not like other third parties who 
only appear to take out resources without giving 
back.” 202 

Aggrey’s organisation indeed has an overt 
media element. In February 2025, the Center 
launched an initiative titled “Re-Imagine 
Russia,” whose stated goal is to “reshape” 
local perceptions of Russia.203 

Owing to India’s larger economy, the higher 
volume of bilateral trade, and the more 
intensive diplomatic relations, India–Russia 
business ties are complex and multi-layered. 
In the case of business outreach, the TPPRF, 
SPIEF, and other state-controlled Russian 
organisations and events are invested in 
disseminating Russian messaging in India’s 
business community. On 12  November 2024, 
the Russian embassy opened a business centre 
in New Delhi, a joint initiative with the Synergy 
Corporation of Russia. The organisation’s 
website lists the Russian embassy in India 
as a partner. In addition, the head of the 
business centre is Sergey Cheryomin, director 
of external relations of the Government of 
Moscow.204 

Because of business relocation to 
the UAE, a similar picture is taking 
shape there, though not as much 
through FIMI. In February 2025, the 
UAE Russia House participated in the 
Abu Dhabi “Made in Russia” trade promotion 
event, where it presented videos on tourism.205 
According to the organisers, RT was the media 
partner, and Khadizha Kadyrova – the daughter 
of Ramzan Kadyrov, Head of Russia’s Chechen 
Republic – opened the event.206 In May 2025, 

202	“’There’s a lot to learn from the Russian Federation’: 
CEO of Ghana-Russia Center for Commerce and 
Relations’,” African Initiative, 24 June 2025. 

203	“Ghana Russia Center Launches Its Flagship Initiative 
‘Re-Imagine Russia’,” ABC News Ghana, 10 February 
2025.

204	“Business Council for Cooperation with India 
(Деловой совет по сотрудничеству с Индией), 
‘About the Council’,” russiaindiabusiness.ru, accessed 
10 May 2026.

205	Tom Luongo, “The UAE presented the beauty 
of Russia’s national parks and reserves,” 
Rossotrudnichestvo official website, 6 March 2025.

206	“Made in Russia,” official website; “Х. Кадырова в 
Абу-Даби приняла участие в открытии фестиваля-
ярмарки «Сделано в России» [Kh. Kadyrova 
Participated in the Opening of the ‘Made in Russia’ 
Festival-Fair in Abu Dhabi],” Chechen Info, 23 February 
2025.

Podskrebov was a panellist at the Kazan 
Forum, an event intended to break Russia’s 
wartime isolation.207 Because of this extensive 
exposure to the business community, the 
Russian Ministry of Industry maintains trade 
representation in Abu Dhabi.208

4. Impact: Creating 
Opportunities and 
Blowback

Measuring the impact of FIMI campaigns is 
a challenge. Ultimately, there is no way to 
prove that the international stances of any 
of the countries analysed were the result of 
Russian influence. A nuanced assessment of 
the strategic impact of Russia’s information 
ecosystem in Ghana, India, and the UAE 
suggests instead that Moscow seeks to 
create opportunities in each country through 
persistent messaging and networking. In other 
words, the distinction between opportunistic 
and strategic behaviour does not apply; these 
persistent engagements are meant to create 
opportunities and position Russia well to seize 
them when they appear. 

Of the three countries, Ghana offers the best 
example of this dynamic. Elected in 2025, 
President Mahama was expected to shift 
Ghana’s foreign policy to reflect a more pan-
Africanist perspective. Previous statements, 
his background in Russia, and even a book 
launch in Moscow raised the prospect that 
Mahama would seek closer ties with the 
country. And, indeed, cooperation with 
Russia has proliferated in 2025, though not 
without caveats. For example, alignment on 
regional issues has increased, but only to a 

207	“Агентство стратегических инициатив и Русский 
дом в ОАЭ запустят курс обучения туроператоров 
[The Agency for Strategic Initiatives and the Russian 
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May 2025; “Kazan Economic Forum Seeks to Lure 
Islamic Investment as Moscow Isolated Over Ukraine,” 
The Moscow Times, 18 May 2023.

208	“Russian representations in the UAE,” Official website 
of the Embassy of the Russian Federation to the 
United Arab Emirates official website. 
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certain extent. Since taking office, Mahama’s 
administration has reached out to the Russia-
aligned AES – appointing a special envoy – 
but within the framework of the ECOWAS 
outreach.209

In India, the access that New Delhi has granted 
Russian delegations and media has led to a 
steady buildup of influence. Some dynamics 
inside the country favour this long-term 
approach. According to commentator Swasti 
Rao, there is an age divide among Indian 
politicians regarding their views on Russia. 
Older politicians tend to regard the country 
more favourably, while younger ones tend 
towards pragmatism, without a special 
fondness for Russia.210 In the UAE, top-level 
engagement has been building over the years, 
facilitated by Kadyrov and the UAE’s goal of 
becoming a “mediator” in the Russo–Ukrainian 
war.211

When examined as a whole, a broader strategic 
picture emerges. In seeking to plant its 
information ecosystem in Ghana, India, and 
the UAE, the Kremlin aims to redraw the world 
map for its target audiences. It attempts to 
present the west as a source of threats, Russia 
as a source of opportunities, and the world as 
shifting towards multipolarity. For example, 
the Russian embassies in Ghana, India, and 
the UAE have promoted the notion that 
western engagements with Ukraine represent 
a form of neocolonialism. This interpretation 
links Russia’s war of aggression with resistance 
against western influence in Africa.212 As 
Audinet argues, analysing Moscow’s efforts in 
the information space reveals the Kremlin’s 
intention to “de-Occidentalise” global politics, 
marginalising Europe and the US from global 
affairs.213 

209	Djiby Sow, “Can Realpolitik drive renewed regional 
cooperation in West Africa?,” ISS, 20 May 2025.

210	Roman Kot and Oleksandra Bashchenko, “Russian 
propaganda is strong among older generation in India, 
expert says,” RBC Ukraine, 18 December 2024.

211	“Russia and Ukraine stage new prisoner exchange 
after UAE mediation,” Reuters, 24 August 2025.

212	“Problems of Legality of the International Criminal 
Court,” Official website of the Embassy of the Russian 
Federation in the UAE.

213	Audinet, ”Down with Neocolonialism!”’

To reiterate, measuring the success of this 
campaign is difficult. The main challenge is 
determining whether or to what extent Russian 
information operations have shaped opinion 
poll results. The available data provides a 
mixed picture. According to a 2025 Pew poll, 
the EU is seen favourably by only 38% of Indian 
respondents, but negatively by only 21%. No 
EU member state in that poll had a lower 
share of negative responses in their opinion 
of the EU.214 According to Afrobarometer data, 
in 2024–25, a near-majority of respondents 
in 38 African countries found the European 
Union to have a positive and very positive 
influence on the continent (29.5% and 20%, 
respectively). This share was higher than 
the results from the 2021–23 polling results 
in 39 countries (24.7% positive, 14% very 
positive).215 According to the Arab Opinion 
Index of 15 Arab countries, respondents have 
consistently found “European states” to be the 

least threatening among a selection of 
non-Arab powers. Conversely, the US 
was identified as a threat by 21% of 
respondents in 2024–25, second only 
to Israel (44%).216 

Given the multiplicity of factors that shape 
people’s opinions, it is impossible to conclude 
from these and similar figures that Russian 
information operations in Africa and Eest and 
South Asia have failed. Further complicating 
the picture is the risk of blowback for Russian 
information operations. The term “blowback” 
comes from intelligence and refers to the 
unintended negative consequences and 
damage caused by covert operations. 
Inasmuch as Russia’s implantation of its 
information ecosystem relies on semi-covert 
and covert actors, this term and its underlying 
assumptions are broadly relevant. 

In none of the cases analysed here has 
there been full-blown opposition to Russia’s 

214	For example, 21% of Swedish respondents also 
expressed unfavourable views of the EU, which 
represented the lowest share of negative responses 
among EU member states in the poll. Sneha Gubbala 
and Sofia Hernandez Ramones, “Opinions of the EU 
remain mostly favorable across 25 countries,” Pew 
Research Center, 22 September 2025.

215	“Afrobarometer online analysis tool,” Afrobarometer 
website.

216	This applies to all polls conducted from 2011 to 
2024–25. The sample does not include the UAE. “Arab 
Opinion Index 2025,” Arab Center, 13 February 2026.
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information ecosystem. However, some 
incidents show the potential for even larger 
blowback. For example, in the case of the 
aforementioned 2023 Takoradi protests in 

Ghana, the Russian embassy in Accra has 
attempted to distance itself from “pro-Russia” 
movements.217 More broadly, reports suggest 
that Ghanaian officials are aware that Russian 
information operations have targeted their 
country, including during sensitive 
periods, such as during the 2024 
elections.218 

The Indian government has identified 
disinformation and misinformation 
as major challenges for public and national 
security. However, New Delhi’s efforts to 
counter FIMI have overwhelmingly focused on 
Chinese campaigns, which are seen as a more 
imminent challenge than Russian efforts.219 
Nevertheless, the activities of Russian state-
controlled media have not proceeded without 
controversy. On 15  August 2024, The Hindu 
reported that Sputnik India has been accused 
of targeting Indian opposition figures, including 
by disseminating “misleading” information.220 

While this report has highlighted how the UAE’s 
restrictions on media have made it harder for 
Russia to implant its information ecosystem, 
the country has still been targeted by Russian 
disinformation. In 2024, the Associated Press 
concluded that a fake video produced by 
Russia was meant to cause tensions between 
France and the UAE. This FIMI campaign on 

217	“Russian Embassy distances itself from ‘Pro-Russian’ 
demonstration in Takoradi,” GhanaWeb, 20 September 
2023.

218	Will Brown, “The bear and the bot farm: Countering 
Russian hybrid warfare in Africa,” European Council on 
Foreign Relations, 22 October 2025.

219	For a nuanced and comprehensive analysis of FIMI 
prevention in India from a comparative perspective, 
see: Patryk Kugiel, Ankita Dutta, Agnieszka 
Legucka, Kalpit A. Mankikar, Filip Bryjka and Sitara 
Srinivas, “Risks, Resilience, Response (3R): India-EU 
Cooperation on Russian and Chinese Disinformation 
and Propaganda,” Observer Research Foundation, 15 
March 2024.

220	Kallol Bhattacherjee, “Growing unease about Russian 
state-owned media targeting Opposition leaders,” The 
Hindu, 15 August 2024. 

social media falsely claimed that the UAE 
halted an arms purchase from France. This was 
a rare case in which the UAE was targeted by 
Russian disinformation. The case also affected 

Qatar, as its state broadcaster was 
involved in the narrative of this FIMI 
campaign.221

Another risk for Russian operations in 
these and other countries is that those 

involved lack the skills and knowledge to adopt 
a sensitive approach to foreign audiences. 
The limited availability of Arab speakers in 
Russian state-controlled media companies has 
slowed their rollout of operations in the UAE. 

Likewise, cultural sensitivity can sometimes 
be missing. Incredibly, the name of Russia’s 
public outreach programme in Ghana is called 
“Chunga-changa,” after a Soviet children’s 
song that promoted racist stereotypes of 
Africans.222 

5. Russian FIMI in 
Sudan

In April 2023, Sudan was plunged into a 
devastating civil war, a conflict between the 
Sudanese Armed Forces (SAF) and the 
paramilitary Rapid Support Forces (RSF). The 
fighting has left 30.4  mn people in 
humanitarian need and over 12  mn forcibly 
displaced, out of a pre-war population of 
approximately 49  mn. Both warring parties 
have violated international humanitarian law 
and human rights and have committed war 
crimes and crimes against humanity. This dire 
situation is exacerbated by Sudan’s inherent 
instability, which predated the civil war and 
has long rendered the nation vulnerable to 
external influence. In this context, Russia’s 
expanding foreign policy in Africa has 
strategically focused on Sudan.

221	Jon Gambrell, “Faked video targeting France and UAE 
likely Russian despite Moscow’s links to Gulf Arab 
states,” AP, 13 September 2024.

222	Kimberly St. Julian-Varnon, “The Racist Treatment of 
Africans and African Americans in the Soviet Union,” 
New Lines Magazine, 17 February 2023.

In none of the cases analysed here has there 
been full-blown opposition to Russia’s 
information ecosystem

Russian operations lack the skills and 
knowledge to adopt a sensitive approach to 
foreign audiences
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Russia is targeting more than 22 countries in 
Africa, including Sudan, with its disinformation 
campaigns. Disinformation operations in those 
countries are often linked to political instability, 
and such campaigns have promoted and 
supported military coups, oppressed members 
of civil society, and concealed corruption and 
exploitation. These coordinated campaigns 
aim to support Moscow’s goals in accessing 
local resources and its geopolitical ambitions. 

Russia’s strategic interest in Sudan dates to 
the regime of former president Omar al-
Bashir, during which relations between the 
two countries strengthened. Facing isolation 
from the west and Arab states, 
President Bashir sought Moscow’s 
support, offering Sudan’s resources 
in exchange for protection for his 
regime. This engagement facilitated 
Russia’s long-standing presence, 
operating through its government and the 
Wagner Group, which provided intelligence, 
weapons, and propaganda support in return 
for access to gold and arms. Even after the 
2019 coup d’état that ousted Bashir, Russia’s 
influence has persisted through its ties with 
the Sudanese military. In the current civil war, 
Russia’s involvement is complex. Initially, it 
supported the RSF, which it deemed crucial 
to its strategic objectives, but later in 2024, it 
diverted its support to the SAF, as the party 
controls Port Sudan.

This section aims to assess the main 
narratives, objectives, and implications of 
Russian disinformation campaigns in Sudan 
within the context of the civil war. Employing 
a mixed-methods approach, this study draws 
on two primary data sources: qualitative 
content analysis of 53 articles from Russian 
media outlets published in Arabic and Russian, 
and thematic analysis of five semi-structured 
interviews conducted with Sudanese experts. 

5.1. Sources

Various disinformation campaigns in Africa 
have grown nearly four times since 2022, 
and several are sponsored by Russia-linked 

actors.223 These disinformation campaigns 
mainly aim to promote the narrative that 
Moscow supports African countries and is 
protecting them from the west. At the same 
time, the campaigns seek access to these 
countries’ resources and politics. Sudan has 
already been flooded with false information 
from both sides in the conflict, the RSF and 
the SAF, and Russia’s interference poses a 
further risk to Sudan’s already manipulated 

information field. Due to Sudan’s 
limited access to independent 
media and scarce on-the-ground 
reporting, especially after the start 
of the civil war in 2023, research into 

Russia’s disinformation activities in Sudan 
remains scarce. Despite this, there are clear 
reports of Moscow’s influence and ongoing 
disinformation campaigns.

This study employs a mixed-methods 
approach, drawing on two primary sources of 
data: qualitative content analysis of media 
articles and thematic analysis of four semi-
structured interviews with Sudanese experts. 
53 media articles and one main Telegram 
channel were systematically reviewed and 
coded to identify recurring narratives and 
extract key themes. Through qualitative 
coding, broader thematic categories were 
developed to capture the main narratives 
across the media sources. The articles were 
drawn from Russian media outlets publishing 
in both Arabic and Russian. The chosen outlets 
were selected based on the Pravda Dashboard, 
an online tracking tool that shows how Russia 
targets certain countries, such as Sudan. The 
articles were accessed using a VPN. (For a list 
of media outlets and keywords used, see 
Annex B.)

This chapter also relies on four semi-structured 
interviews with Sudanese experts. The experts 
were identified using the snowball method, 
i.e., by finding people through existing 
connections. The sample consists of political 
scientists, local activists with academic 
backgrounds, and political researchers. The 

223	“Mapping a Surge of Disinformation in Africa.”

Russia is targeting more than 22 countries in 
Africa with its disinformation campaigns

Campaigns mainly promote the narrative 
that Moscow supports African countries and 
is protecting them from the west
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interviews were conducted in English via 
Zoom or Google Meet. The interviews were 
transcribed using online transcription tools 
and analysed using thematic analysis, which 
enabled the identification of key patterns 
and features, subsequently consolidated into 
broader themes. The interview questions 
are divided into two blocks. The first block 
has seven questions designed to gain an 
understanding of the situation of Russian 
disinformation in Sudan and its implications. 
The second block is based on the three main 
categories that emerged from the qualitative 
content analysis, seeking feedback and 
perspective on how the experts regard these 
categories.

5.2. Background: Civil War in 
Sudan 

Since gaining independence from the Anglo-
Egyptian condominium in 1956, Sudan has 
experienced decades of authoritarian rule, 
recurring political turmoil, humanitarian 
emergencies, and repeated bouts of armed 
conflict. Regional, ethnic, and religious divides 
have shaped the country’s post-colonial 
history, fuelling two civil wars, the secession 
of South Sudan in 2011, and the current civil 
war that began in 2023. 

Sudan’s early years of independence were 
characterised by stark divisions in the country 
between the north and the south, and by 
identity conflicts between the Arab world and 
sub-Saharan Africa. The north, predominantly 
Arab or Muslim, was more developed and 
urbanised than the Christian or animist south, 
which remained politically marginalised and 
underdeveloped. Following a series of short-
lived civilian governments and coups, the 
Islamist-military coup d’état of 1989 brought 
Omar al-Bashir to power. His takeover led 
to three decades of authoritarian rule that 
defined Sudan’s recent history. Bashir’s regime 
enforced a strict interpretation of sharia law 
and persecuted Christianity, Sunni “apostasy” 
(renouncing Islam), Shiism, and other minority 
religious activities. During Bashir’s rule, Sudan 
went through its second civil war from 1983–
2005, which killed an estimated 2 mn people. 
In 2003, the Bashir era also saw the start of 
the Darfur war, which has been condemned 
by the International Criminal Court as a 

genocide targeting non-Arab populations. 
Furthermore, the Darfur conflict carried few 
consequences for the Sudanese combatants, 
as those complicit in the atrocities were 
not held accountable. This was followed by 
Bashir’s decision to merge the Arab-majority 
Janjaweed armed militias into the RSF. The lack 
of accountability has been identified by the 
United Nations Fact-Finding Mission as one of 
the main root causes of continuous violations 
of rights and has likely contributed to the 
ongoing atrocities in the civil war. The second 
civil war ended with the Comprehensive Peace 
Agreement between al-Bashir and the leader 
of the southern independence movement, 
John Garang, which brought South Sudan’s 
independence in 2011. 

In 2018, Bashir announced his plan to run for 
a third term as president, which would have 
required changing the constitution. This was 
followed by mass protests in late 2018 and, in 
2019, the formation of a wide pro-democracy 
political coalition of civilian and rebel groups, 
the Forces of Freedom and Change (FFC). 
In April 2019, hundreds of thousands of 
people marched on military headquarters 
in Khartoum and began a sit-in. On April  11, 
following months of protests, Bashir’s regime 
was ousted in a military coup d’état carried 
out jointly by the SAF and the RSF. The 
protests continued even as the SAF and the 
RSF repressed the demonstrators.

The third civil war in Sudan erupted in April 
2023, and is essentially a power struggle 
between the SAF and the RSF. The RSF 
emerged from the Janjaweed militias, who 
were active in the Darfur genocide of the 
2000s and who have been responsible 
for sexual violence, brutal attacks, and 
kidnapping. The Janjaweed were funded by 
Bashir’s regime and were formally organised 
as the RSF in 2013. Later, in 2017, the RSF was 
granted independent security force status. 
The rebel group was hired by Bashir to protect 
his regime against assassination attempts and 
coups until it joined forces with the SAF during 
the April 2019 coup d’état. After the coup, 
Sudan entered a transitional era with a new 
constitution and Abdalla Hamdok as prime 
minister, which initially sparked optimism that 
civilian rule would return. However, during the 
transitional government period, a struggle for 
authority between the military and the civil 
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government raised international concerns. 
The rivalry escalated over disputes related to 
the integration of the RSF into the national 
army and competition for control over Sudan’s 
political future. The civil war was eventually 
triggered by the conflict between the SAF, 
led by General Abdel Fattah al-Burhan, and 
the RSF, commanded by Mohamed Hamdan 
Dagalo (Hemedti).

5.3. Russia’s Changing Role in 
Sudan 

While traditionally involved in peacemaking 
processes, western powers have been 
ineffective in mediating Sudan’s civil war, 
despite several attempts. This is rooted in 
several factors, both internal and 
external. The two warring sides have 
shown no interest in negotiations or in 
ending hostilities, and efforts to bring 
them to the negotiating table have 
not been successful. Furthermore, external 
actors, like the UAE, have been accused of 
supporting the RSF with weapons. The alleged 
presence of external actors in the civil war adds 
another complex dimension to the conflict. 
International peace efforts have also ignored 
the nuances in Sudan. Civil society has not 
been included in the peace talks, leaving a large 
segment of the population unrepresented. 
Mediation efforts have been hindered by 
perceptions of bias and fragmented efforts. 
For instance, the mediation, led by the 
Intergovernmental Authority on Development 
(IGAD), was undermined by the SAF’s distrust 
of President William Ruto of Kenya for his ties 
with the UAE. Sudan’s suspension from the 
African Union further limited the engagement. 
Multiple competing mediation initiatives also 
weakened the overall process by making it 
possible for each party to join only the forums 
it favoured. 

Furthermore, the west’s attention has been 
focused on Ukraine and Israel. This has 
given Russia an opportunity to intensify its 
engagement in Africa and to undermine 
African relations with the west. Despite the 
lower priority given to African countries in 
the late 20th century, Russia-Sudan ties date 
back to the 1960s, when many high-level visits 
took place. However, relations were severed 
after a Soviet-backed coup in the 1970s tried 

to overthrow Gaafar Nimiery’s government 
in Sudan. The failed coup strained Sudan’s 
previously warm relations with the Soviet 
Union and led the country to shift its foreign 
policy more towards the west. Relations 
gradually normalised starting in the 1980s, and 
after the USSR’s dissolution in 1991, Sudan re-
established ties with Russia. 

Russia was active in Sudan long before the 
outbreak of the civil war in 2023. Since the late 
2010s, Russia’s interactions have been divided 
between official diplomacy and the unofficial 
efforts of the Russian Ministry of Defence 
and the Wagner Group. Wagner’s presence 
stemmed from bilateral agreements between 
President Vladimir Putin and the then-dictator 
Omar Hassan al-Bashir. During the Bashir era, 

Wagner provided Sudan with intelligence, 
weapons, and other resources; in return, 
it gained access to gold and arms through 
a company controlled by the SAF. Wagner 
also used Yevgeny Prigozhin’s company M 
Invest to spread propaganda in support of 
Bashir’s regime. Isolated from the west and 
Arab states, Bashir increasingly turned to 
Moscow for support. Russia deepened this 
involvement from 2017, when al-Bashir visited 
Russia to request protection from the United 
States, offering Sudan as a gateway to Africa 
in return. Backed by Wagner and Prigozhin, 
the visit resulted in Wagner being granted 
mining rights in Sudan and in Russian aircraft 
receiving permission to operate without 
Sudanese monitoring.224 These agreements 
opened Sudan’s resources to Moscow and 
proved central to Russia’s broader objective of 
establishing a presence in the Red Sea. 

Gaining access to the Red Sea is a primary 
strategic goal for Russia, especially after 
the collapse of Syria’s regime in December 
2024 and Türkiye’s closure of the Bosporus 
and Dardanelles following Russia’s full-scale 
invasion of Ukraine in 2022. Moscow’s plan to 
establish a naval base in Port Sudan ensures 
Russia’s naval presence in the Red Sea while 

224	Salma Abdalla, Emerging Stage for Great Power 
Competition: Russia’s Influence in Sudan amid Political 
Turmoil (Security in Context, 2025).

Russia was active in Sudan long before the 
outbreak of the civil war in 2023
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also expanding its influence into Africa and 
the Indian Ocean. The planned naval base 
would be Russia’s first in Africa and its second 
outside the former Soviet Union, and it is a top 
priority for Russia in Sudan. 

5.4. Results

This chapter presents the findings from 
both the content analysis and the interviews 
(Table  10). To provide a fuller picture, these 
themes are discussed together with results 
from the expert interviews. The main themes 

from the interviews are presented in Table 11. 
These two sources of data demonstrate which 
narratives appear in the media and how 
they are understood and experienced by the 
experts interviewed.

5.4.1. Russia’s Disinformation Goals 
in Sudan

Findings indicate that social media is the 
primary source of information for a significant 
portion of the Sudanese population. 
Interviewees identified TikTok, X (formerly 
Twitter), Telegram, and Facebook as the 

Theme Sub-themes Disinformation indicators

Russia as 
Sudan’s loyal 
ally

• Positive framing of Russia in economic, 
   political, and humanitarian efforts;
• vetoing the United Nations Security 
   Council’s resolutions;
• “support” and “friendship” between the 
   two countries;
• downplaying its own interests while 
   vouching for humanitarian solutions.

• Russia’s role as supporter and mediator;
• use of anti-western propaganda;
• selective use of humanitarian suffering to 
   justify alliances and policy positions. 

Anti-western 
and anti-UN 
narratives

• West blamed for prolonging conflict;
• accusations against the US and Kenya;
• Russia supporting Sudan to avoid western 
   pressure at the UN;
• exploiting Sudan and anti-western 
   narratives in the narratives around war 
   in Ukraine.

• Frames western involvement as malicious; 
• undermines alternative mediation efforts; 
• uses anti-western propaganda;
• frames the west as responsible for war 
   and uses the narrative to gain support for 
   the war in Ukraine.

Legitimisation 
and support 
for the SAF

• Highlighting SAF victories like retaking 
   Khartoum; 
• positive portrayal of SAF leaders;
• successful cooperation narrative.

• Simplifies conflict into ‘good army vs bad 
   rebels’; 
• erases SAF abuses or power struggles.

Block I Theme

Russia’s goals Economic resources (minerals, gold); access to the Red Sea via a 
naval base; geopolitical power struggle with the west.

Disinformation goals Mobilising the public; controlling the narrative; supporting Russia’s 
strategic goals, using information as a weapon.

Local activities Interference with local parties based on strategic goals, including 
smaller political groups. 

Block II (disinformation narratives) Theme

Russia as Sudan’s loyal ally Russia is interested in Sudan’s resources and is driven by economic 
interests

Anti-western and anti-UN narratives A common Russian disinformation tool, driven by Russia’s 
geopolitical ambitions to oppose the west

Legitimisation of the SAF Russia switching sides; supporting the party helps with Russia’s 
goals; ‘secret’ support for both parties.

Table 10. Themes extracted from content analysis. 
Source: The authors’ own elaboration based on sources consulted.

Table 11. Themes from the thematic analysis of interviews. 
Source: The authors’ own elaboration based on sources consulted.
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most prominent outlets, though many 
accounts were suspended following the 
death of Wagner’s leader, Yevgeny Prigozhin. 
According to DataReportal, 42.4% of the 
Sudanese population had active cellular 
mobile connections in early 2025, and online 
penetration stood at 28.7%. However, the civil 
war has caused significant network disruption, 
leading to a decrease in the number of 
connections. 

While the humanitarian crisis in Sudan remains 
dire and demands urgent international 
attention, it is important to examine the role 
of Russian disinformation efforts in shaping 
the country’s political landscape. According to 
the interviewees, the government welcomes 
Russia’s growing influence in the country, a 
situation that, in some respects, echoes that in 
the Bashir era. Sudan’s civil society, however, 
has been alarmed by Russia’s involvement in 
the country and is closely monitoring 
it. As stated by Dr Suliman Baldo, 
director of the Sudan Transparency 
and Policy Tracker:

“For the pro-democracy movement 
of Sudan, it’s important to document Russian 
disinformation and the ways it’s being used 
to sway public opinion in favour of a military-
controlled government that is actively destroying 
the country and displacing its people. There’s 
a strong interest in exposing these efforts 
and supporting those who are mapping and 
documenting them, so that this influence can 
be countered. That’s why I engage with these 
discussions. I think this is very important.”

As in other African countries, Russia has 
employed disinformation campaigns in 
Sudan to advance its strategic objectives. 
The interviews further suggest that Russia is 
pursuing three main goals in Sudan: securing 
access to natural resources such as gold and 
other minerals, establishing a naval base 
in Port Sudan to access the Red Sea, and 
opposing the west in Africa out of geopolitical 
ambitions. Russia’s disinformation campaigns 
aim to reinforce these goals by shaping public 
opinion to legitimise its activities in Sudan. 

According to interviews, there are reports 
that Russia is recruiting local journalists to 
convey its messages through media and social 
media channels. Furthermore, as one of 
the interviewees revealed, there have been 
journalists who claim to be independent, yet, 
according to the tracking, are actually located 
in Russia. 

Russia’s operations in Africa typically support 
autocratic regimes, often in politically unstable 
countries such as Libya, the Central African 
Republic, and the states of the Sahel region. 
The same model of supporting autocratic 
regimes is also widely applied by both the 
Wagner Group and the Africa Corps, which 
has replaced Wagner since 2023. The scope of 
the Russian government’s activities in Sudan 
similarly expanded with Wagner’s help. Since 
this period, information has been weaponised 
in Sudan. 

According to Dr Baldo, Russia’s media 
manipulation and influence are widespread 
and significant in Sudan, including coordinated 
campaigns and websites. Given that social 
media serves as the primary source of 
information, Sudan’s fragmented information 
environment makes the population particularly 
vulnerable to disinformation, and thus, Russia’s 
presence directly influences Sudanese citizens. 

The interviews with experts suggest 
that disinformation campaigns target 
both the public and political actors. 
Disinformation campaigns tailored 
towards the general public aim to 
mobilise support and normalise 
Russia’s involvement in Sudan. 

Meanwhile, Russia is also targeting smaller 
political groups on the ground that are not 
aligned with Russian interests. These political 
groups are mostly local pro-democracy groups, 
which Russia considers a threat. Additionally, 
Russia aims to extend diplomatic support for 
the military junta in Sudan. As an anonymous 
participant stated:

“The goal [of Russian disinformation] is to 
prepare a platform for themselves and influence 
the public opinion to accept Russia, and then to 
collaborate [with national actors] and to change 

Russia is pursuing three main goals in Sudan: 
securing access to natural resources, 
establishing a naval base, and opposing the 
west in Africa

Sudan’s fragmented information 
environment makes the population 
vulnerable to disinformation
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the international power dynamics. They want to 
make sure that the people consider them heroes. 
This will help them to take advantage of local 
partners and get access to whatever they need.”

Russia’s support for the two warring parties 
has changed over time. At the beginning of 
the civil war, Russia supported the RSF, which 
it saw as a crucial partner for establishing a 
naval base in Port Sudan. However, in 2024, 
Russia diverted its support to the SAF, which 
controls Port Sudan. The shift from supporting 
the RSF to the SAF is evident in Russian media 
narratives, which offer a simplified, one-sided 
portrayal of the civil war, highlighting the 
SAF’s victories while erasing Russia’s role in 
the conflict. However, despite the Kremlin’s 
support for the SAF, there have been reports 
of Russia’s backing for the RSF through the 
Africa Corps, which operates directly under 
Russia’s Ministry of Defence.
 
Both Russian and local disinformation 
efforts in Sudan carry direct 
consequences for the population. 
According to Sudanese political 
analyst Dr Bakry Elmendi, manipulated 
media content includes AI-generated 
or falsified videos and fake news about the 
situation of Sudanese regions. It portrays 
areas in active conflict as safe, encouraging 
people to go there, which can lead to injuries 
and deaths. Russian media outlets aim to 
undermine the credibility of pro-democracy 

activists. The interviews reveal that these 
outlets misrepresent the activists’ views 
and distort their arguments, painting them 
as a threat to national stability. One of the 
interviews describes how a statement by a 
Sudanese CSO activist was misrepresented 
by Russian media, leading to the spread of 
harmful narratives. This serves a strategic 
purpose, allowing Russia to advance its foreign 
policy goals by discrediting the opposition, 
local democratic movements, and civil society 
organisations. As Dr Baldo argues:

“It’s very important to shed more light on the 
influence of Russia’s social media manipulation 
and the disinformation targeting [the] Sudanese 
public. I believe this [Russian disinformation] 

is aggravating the divisions within Sudan and 
leading the conflict to go into a very destructive 
direction of total civilian civil warfare, and 
therefore more efforts should be done to expose 
Russian malignance in Sudan.”

5.4.2. Economic Interests and 
Access to the Red Sea 

The findings from both expert interviews and 
articles suggest that one of Russia’s main 
ambitions in Sudan is to gain access to the 
Red Sea via a naval base in Port Sudan and to 
secure Sudan’s gold and mineral resources. 
The articles analysed portray Sudan-Russia 
economic relations as fruitful and developing, 
highlighting how Sudan welcomes Russia’s 
involvement. Russian media uses phrases such 
as “Sudan welcomed Russian investments” 
and “Sudan offered Russian companies the 
opportunity to develop 20 oil fields,” which 
imply close, friendly economic relations 

between the countries. Russia’s activities can 
be characterised as economic opportunism, 
which involves presenting economic interests 
as aid – saying, for instance, “Rosneft and 
Gazprom have announced their readiness to 
help the Sudanese develop their subsoil.”225 

The interviews similarly suggest that 
Russia aims to achieve maximum 
results and strategic gains with 
low investment, often masked as 
economic cooperation. 

Russia’s long-term strategic interest in the 
Red Sea became evident in a 2017 agreement 
between President Vladimir Putin and Sudan’s 
then-president, Omar al-Bashir, to establish a 
naval base. In early 2025, Sudan and Russia 
reached a final agreement granting Russia 
access to the Red Sea. The base is of critical 
importance to Russia, especially since the new 
Syrian government terminated the treaty for 
Russia’s only foreign naval base after Bashar 
al-Assad’s ouster in December 2024. Russian 
media outlets present the agreement as 
uncontroversial and gloss over any opposition 
to it, ignoring Sudanese internal divisions and 

225	Sources in Annex B.

Russian media outlets aim to undermine the 
credibility of pro-democracy activists

Russia aims to achieve maximum results and 
strategic gains with low investment, often 
masked as economic cooperation
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the strategic costs of hosting a foreign military 
base. According to Dr Baldo:

“Russia still has the ambition of achieving a 
strategic aim in Sudan of the naval footprint on 
the Red Sea, and continuing to benefit from the 
resources in the country; particularly, Russia is 
extending diplomatic support for the military rule 
in Sudan.”

5.4.3. Anti-Western 
Narratives

Russia’s disinformation campaigns 
in Sudan are heavily focused on 
spreading anti-western narratives, 
which are the most common theme of Russian 
disinformation worldwide. In this way, Russia 
can present itself as an advocate against 
western influences while downplaying its 
own ambitions and interference. In 2024, 
Russia vetoed a United Nations Security 
Council resolution calling for a comprehensive 
nationwide ceasefire, for increased protection 
of civilians, and for the unhindered flow of 
humanitarian aid into and throughout Sudan. 
The resolution demanded that the RSF cease 
its attacks and hold the RSF and the SAF 
accountable for their commitments under the 
Jeddah declarations. This position seeks to 
discredit the west while portraying Russia as 
a loyal ally to Sudan, protecting the country’s 
sovereignty from western powers; Russian 
media outlets have described the situation 
in Sudan as a “result of failed French policy 
in Africa and Washington’s inaction.”226 The 
anti-western narrative also serves a strategic 
purpose: to further exploit criticisms of the 
western countries for a lack of action, while 
simultaneously blocking initiatives from 
the UN. The interviews confirm Russian 
deployment of strategic anti-western 
narratives and express concern over blocked 
UN resolutions. As Dr Elmendi stated:

“Russia uses their platforms constantly to side 
with that [anti-western] narrative. They use 
Sudan to say, ‘Oh, this is just a country being a 
victim of the west’. The Russian ambassador to 
Sudan expressed that what’s happening in Sudan 
is a result of western engineering of power 
interests. And ignored what they [Russia] have 
been doing in Sudan in the last five years.”

226	Source in Annex B.

According to the interviews, the anti-
western narratives in Russia’s disinformation 
campaigns have significantly increased 
since 2017 as a result of Russia’s changed 
strategy in Africa. Rather than treating African 
countries individually, Russia has adopted a 
more comprehensive strategy whose main 
goal is to dispel western influence across the 
continent. Moscow exploits the historical fact 

of European colonisation in order to present 
itself to the African public as a ‘saviour’. In 
addition to opposing western countries, Russia 
is also opposing local pro-democracy groups 
that align with the west. As an anonymous 
participant stated:

“Russia is targeting local groups that are not 
aligned with their interests. We have internal 
disputes among our groups, so they will target 
those that are not aligned with their interests, 
like the transitional governments, coalitions, and 
pro-democracy groups that are against Russia 
and align with the west.”

5.5. Russian FIMI in a Country 
at War

The ties between Sudan and Russia have a 
long history. However, Russian influence in 
Sudan deepened starting in 2017, in what 
would become the last years of President 
Bashir’s rule. Isolation from western and Arab 
states pushed Bashir towards Russia, which 
offered to protect his regime in return for 
access to Sudan’s resources. After the 2019 
coup that ousted Bashir, Russia’s involvement 
in the country has continued and persists to 
this day. In the current civil war, it shifted from 
supporting the RSF to publicly backing the SAF 
in 2024, strategically aligning with the party 
most useful for Russia’s geopolitical interests.

Russia’s disinformation campaigns, targeting 
over 20 countries in Africa, aim to advance 
Russian geopolitical objectives by shaping 
public opinion and undermining competing 
narratives. Russia’s disinformation efforts in 
Sudan involve recruiting local journalists and 
deploying Russia-based journalists posing 

Russia has adopted a more comprehensive 
strategy whose main goal is to dispel western 
influence across the continent
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as independent reporters. These efforts are 
directed at the general public to normalise 
Russia’s involvement and mobilise support. 
They also target local political groups, including 

pro-democracy movements, which Russia 
views as a threat and which Russian media 
often tries to discredit as a danger to 
national stability. 

Russia’s involvement in Sudan is 
primarily motivated by its geopolitical 
ambitions and economic interests, which it 
promotes through extensive disinformation 
campaigns. Russia presents itself as a loyal 
ally of Sudan, emphasising successful political 
and economic cooperation, while masking 
its goals of gaining access to Sudan’s natural 
resources and securing a naval base in Port 
Sudan, which can be considered economic 
opportunism. Russian disinformation is often 
marked by strong anti-western narratives that 
seek to discredit western actors, blame them 
for regional instability, and position Russia as a 
stabilising force or a positive alternative. 

Conclusion and 
Recommendations

By seeking to create strategic effects through 
the international expansion of its information 
ecosystem, Russia is attempting to advance 
its foreign policy, often at the expense of 
international security. Even beyond the realm 
of disinformation, the narratives that Russian 

sources spread are adversarial and seek to 
separate global partners from Europe. For 
Ukraine, this represents a national security 
threat, while for Estonia – and the EU more 
broadly – it represents a serious liability for 
diplomacy, business, and cooperation. 

While this reality is broadly understood, 
the results of this research challenge some 
established notions about Russian global 
information warfare. Most significantly, the 

findings suggest that, as of 2026, 
Russian information channels do 
promote positive narratives about 
Russia. Namely, they posit Russian 
foreign policy as a positive force and 
trade and investment in Russia as 
an opportunity. While these do not 
necessarily amount to promoting a 

model for social development, they do amount 
to positive messaging. 

Then, as mentioned above, the findings 
show that Russia is not merely opportunistic 
but also consistently engaged in creating 
opportunities for influence by implanting 
its media ecosystem abroad. Changes of 
government and leadership in foreign states 
are especially sensitive moments, triggering 
new interventions into those countries’ 
information ecosystems.

Moreover, this research reaffirms the notion 
that Russian information warfare has an 
ecosystem backed by considerable financial 
resources and skilled personnel, spanning 
official diplomacy, state-controlled media, 
and covert operations.227 Taken together, this 
is a mighty apparatus that allows the Kremlin 
to punch above its weight in global affairs. 
However, the cases of Ghana, India, and the 
UAE should challenge the notion that Russia’s 
global messaging proceeds unimpeded. 
Not only are there limits to Moscow’s reach 
due to constraints on the ground and a lack 
of resonance in their messaging, but the 

possibility of blowback also remains 
ever-present. For its part, Europe 
remains competitive and well seen in 
regions targeted by Russia.

Finally, the cases analysed point to 
some paradoxes. On the one hand, open 
media environments such as Ghana and 
India might give the impression that their 
relative openness facilitates malign influence, 

227	See: EEAS, 3rd Report.

Russia’s disinformation efforts in Sudan 
involve recruiting local journalists and 
deploying Russia-based journalists posing as 
independent reporters

The narratives that Russian sources spread 
are adversarial and seek to separate global 
partners from Europe

As of 2026, Russian information channels do 
promote positive narratives about Russia
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inasmuch as there might be local actors willing 
to cooperate with Russia. Yet a vibrant media 
environment has also fostered a proactive 
defender community capable of responding 
to Russian disinformation. On the other hand, 

the UAE case shows how a restrictive media 
environment reduces the opportunities 
for implantation, but only insofar as the 
government chooses not to collaborate with 
Moscow. Overall, neither open nor closed 
media environments present insurmountable 
challenges to Russian information warfare, but 
an open one facilitates a proactive response.

Russia’s efforts in the information space come 
at a time when the United States appears to 
have disengaged from responding to Russian 
FIMI campaigns. Funding from organisations 
such as the United States Agency for 
International Development (USAID) and the 
National Endowment for Democracy (NED) 
helped consolidate many members of the 
global defender community. But as of this 
writing (2026), that support can no longer be 
counted upon. In this context, the EU and the 
national governments will have to calibrate 
their security policies in the information space 
to play a larger role in cooperation with the 
global defender community. That said, Europe 
cannot replace the US on this matter, simply 
because it has finite resources. Therefore, the 
goal should be for Europe not to carry on with 
this topic alone but to enhance its response 
and empower others. 

In many cases, the stakes are a matter of 
life and death. The chapter on Russian 
FIMI activities in Sudan reveals that these 
operations carry dire consequences for the 
Sudanese population. They have sabotaged 
mediation efforts in the country by blocking 
United Nations Security Council resolutions as 
well as targeting local CSOs and pro-democracy 
activists. This multifaceted strategy enables 

Russia to legitimise its presence, influence 
public opinion, and expand its foreign policy 
goals in Africa. Sudanese experts have voiced 
serious concern about Russian disinformation 
in the country, warning that it carries high 

costs and takes advantage of Sudan’s 
fragile state and ongoing civil conflict.

Based on these insights, this report 
recommends that the EU and the 
national governments engage in a 

systematic response to Russian global FIMI 
in the short (6 to 12 months), medium (12 to 
24 months), and long (more than 24 months) 
term: 

•	 European messaging in Africa, Asia, 
and Latin America will benefit from an 
overarching positive narrative that provides 

coherence to the communications 
of EU institutions and to national 
governments. The narrative must also 
work as an alternative to adversarial 
propaganda, including from 
Russia. While sanctions can disrupt 

adversarial FIMI campaigns, a positive 
narrative will disarm Russian propaganda in 
the long term.

•	 Europe is among the top investment 
and trade partners for most countries 
in the world. A narrative of shared 
prosperity through peace and economic 
cooperation can be a solid foundation, 
one that reflects Europe’s strengths and 
core values. It also acts as a retort to 
narratives of Kremlin cooperation, as 
Russian companies underdeliver in terms 
of commercial ties and projects.

•	 The topics of colonialism, neocolonialism, 
and asymmetry in international relations 
must be addressed head-on, though with 
a future-looking agenda of a partnership 
of equals. Evasion will leave the field 
open to adversarial powers to exploit this 
vacuum. 

•	 This narrative must be strategically 
deployed, which means that adaptation 
to local information environments, the 
state of relations with Europe, and the 
degree of competition from adversarial 
powers, including Russia, must be 
considered during implementation. In 

Neither open nor closed media environments 
present insurmountable challenges to Russian 
information warfare

Not only are there limits to Moscow’s reach 
but the possibility of blowback also remains 
ever-present
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some instances, strategic silence can also 
be leveraged to avoid message dilution.

•	 Adaptation should be collaborative. 
Namely, the need to adapt to a local 
information environment can be used 
as leverage to promote a degree of 
ownership and co-production of a 
partnership narrative. Not only does this 
provide legitimacy to the narrative, but 
it also implements European values of 
participatory democracy.

• Narratives gain credibility when action 
follows. In that sense, a positive 
narrative should not be siloed into the 
communication departments of European 
missions abroad. Policy planning units 
and other relevant departments must 
reflect on the relevance of messaging 
before, during, and after policy 
implementation. For example, effective 
military cooperation with West African 
partners can disarm smears made against 
European governments on regional 
security.228

•	 Europe enjoys several advantages vis-à-vis 
Russia in global information environments. 
These need to be exploited by asymmetrical 
means. In other words, rather than fighting 
Russian FIMI with European FIMI, the 
EU and the national governments should 
mirror the Russian approach and exploit 
the inherent vulnerabilities of the Russian 
system in ways that do not stray from a 
fundamental commitment to human rights.

•	 Supporting global journalism must 
remain a key policy, with predictable 
funding cycles for the long term. 
Russia’s inroads with foreign journalistic 
communities (e.g., the RT Academy 
and the clandestinisation process) are 
shallow and lack the funding scope that 
the west enjoys. Rather than recruiting 
foreign journalists into the information 
war, European funding must empower 
existing work and commit itself to strict 
editorial independence guidelines.

228	“The bear and the bot farm.”

•	 Language competency, especially expert 
translation services, is an arena in which 

the EU is far ahead of Russia. This 
advantage should be exploited. 
For example, while debunking as 
a technique has its limits, there is 
untapped potential in expanding the 

number of languages in which EUvsDisinfo 
publishes. Arabic, Hindi, Swahili, and 
other languages could be included. 

•	 Capacity at the EEAS can be expanded 
overall to tackle FIMI. For example, the 
service’s strategic FIMI monitoring service 
should receive additional resources to 
expand its coverage across regions and 
languages. While debunking platforms 
and analytical articles play a role, more 
dedicated efforts at pre-bunking can 
harness the potential of this information 
resilience technique.

•	 As this report has shown, Russian 
adversarial messaging and FIMI rely on 
offline (e.g., Russia House) and online 
platforms for dissemination and audience 
retention. Traditional public diplomacy 
remains vital for getting Europe’s message 
out. Even if cooperation budgets are 
tight, funds for in-country outreach need 
to be assessed in relation to the potential 
vacuum an adversary could exploit.

•	 The European Democracy Shield 
has focused on fact-checking and 
capacity-building among the member 
countries. This fund could also explore 
opportunities in Africa and Asia, such as 
funding local fact-checking and media 
literacy organisations. The goal should 
be to support existing initiatives rather 
than to create dependent structures that 
risk duplication. To reiterate, the goal 
should be to empower, not to engage in 
traditional capacity-building. 

•	 Among the asymmetrical instruments at 
Europe’s disposal, sanctions are a key tool to 
deter FIMI, namely, by disrupting financial 
flows and dissemination capacity.229 EU and 
national sanctions against key elements of 
the FIMI chain (threat actors, intermediaries, 
and facilitators) should be fully utilised.

229	See: EEAS, 4th EEAS Report on FIMI Threats, 36.

Strategic silence can also be leveraged to 
avoid message dilution
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•	 The ‘information ecosystem’ metaphor 
provides a useful way to think of global 
Russian FIMI: a network of networks, 
involving state and state-aligned actors, 
as well as local actors with various degrees 
of collaboration. A comprehensive 
mapping of these networks in each 
target country can reveal where decision-
making and authority over resources lie. 
Targeting key local nodes will have the 
most impact in destabilising Russia’s 
interventions abroad. Priority should be 
given to those countries facing internal 
crises where Russian FIMI increases the 
vulnerability of local populations.

•	 The EU and the national governments 
can reinforce their investigative 
capabilities to identify the regional 
connections of African Initiative, RT, and 
other Russian state- and intelligence-
controlled media organisations. The goal 
of these investigations would be to find 
non-Russian citizens with a direct and 
proven involvement in the production 
and deployment of Russian FIMI. Here, 
EU Regulation 2024/2642, “concerning 
restrictive measures in view of Russia’s 
destabilising activities,” could serve as 
the key basis for implementation.230 

•	 Revelations by investigative journalists 
have shown that Russian intelligence is 
working to subvert governments in Africa 
and Latin America through information 
operations (among other methods).231 
A common understanding of this 
challenge should be used as the basis 
for government coalitions to respond 
to adversarial regimes. In this case, 
governments can develop joint responses 
at the tactical and strategic levels, from 
debunking to fostering alternative 
narratives. Getting foreign governments 
to implement EU Regulation 2024/2642 
and other relevant frameworks can be 
challenging, but nuanced diplomacy 
and negotiations can yield satisfactory 
outcomes. 

230	European Union, Council Implementing Regulation 
(EU) 2025/1278 of 26 June 2025 implementing 
Regulation (EU) 2024/2642 concerning restrictive 
measures in view of Russia’s destabilising activities, 
EUR-Lex (Official Journal of the European Union, 26 
June 2025). 

231	“The Wagner Group collapsed.”

•	 Across the board, collaboration with 
the defender community worldwide is a 
major strategic asset. The outcomes of 
initiatives such as TruthAfrica show the 
power of cooperation between African and 
European defender communities.232 More 
joint efforts like this are needed. Measures 
such as funding consortia can be designed 
and implemented in the short term. 
Dedicated events and resource portals can 
also be short- to medium-term measures 
to facilitate knowledge exchange. In 
keeping with our values and for maximum 
international effect, the non-European 
partner must lead the way. 

•	 While this report focuses on the EU, 
partnership with Ukraine, the United 
Kingdom, Norway, and other European 
actors should be a given. Kyiv has 
an essential role to play due to the 
accumulated experience of its defender 
community and because it is the target 
of Russia’s war of aggression. This role 
encompasses the global south as well: 
the Ukrainian government and civil 
society have invested considerable effort 
into countering Russian war propaganda 
since the full-scale war started in 2022.233

•	 Even so, as in the case of Sudan, countries 
facing severe crises must be a priority 
when seeking local partners. As it did in 
Syria and is doing in Mali and Myanmar, 
Russian FIMI exploits the divisions created 
by civil wars. Supporting the defender 
communities in these zones of crisis can 
reduce the vulnerability of those local 
groups – such as pro-democracy activism 
in Sudan – that Russia targets.

•	 AI solutions hold promise, and several 
cases demonstrate the capacity of custom-
made models to add efficiency to human 
detection of emerging Russian narratives. 
What is missing is implementation at 
scale.234 The EEAS is especially well-
positioned to cooperate with developers 
to trace a scaling plan capable of tackling 
global FIMI campaigns. 

232	“TruthAfrica,” website. 
233	See: Alona Yaholnyk, “How Ukraine’s civil society battles 

Russia in the information war,” Ukraїner, 7 May 2025.
234	ee: “Using Responsible AI to combat misinformation,” 

Trilateral Research, 24 January 2025. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32025R1278&qid=1751352470824
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32025R1278&qid=1751352470824
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32025R1278&qid=1751352470824
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32025R1278&qid=1751352470824
https://pravda.org.pl/truth-africa/
https://www.ukrainer.net/en/how-ukraine-s-civil-society-battles-russia-in-the-information-war/
https://www.ukrainer.net/en/how-ukraine-s-civil-society-battles-russia-in-the-information-war/
https://trilateralresearch.com/responsible-ai/using-responsible-ai-to-combat-misinformation


40 Spinning the Globe

China-Russia “Alliance”

•	 Business connections. This would 
require accelerating dialogue with NGOs, 
the private sector, and the defender 
community. The EEAS and the national 
governments can facilitate these 
dialogues.

•	 Development and implementation, 
however, can be expected to bring results 
in the medium to long term, especially as 
the technology continues to develop and 
many of its expectations are yet to be 
fulfilled. Yet, given the rising role of AI in 
Russian FIMI, this task cannot be avoided. 

•	 Research on disinformation has 
mushroomed in recent years, but more is 
needed, especially to close the gap between 
research conducted in the information 
environments in the global north and those 
in the global south. European funding bodies 
should be encouraged to finance research 
consortia in this area; the medium- to 
long-term results of empirical research will 
improve our understanding of the interplay 
between local information environments 
and external, malign influence.
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Annex A. Methodology

A.1. Case Selection

Researching information warfare, FIMI, and disinformation presents several challenges. The 
primary challenge is that there is no universally accepted methodology or indicator to demonstrate 
the impact of disinformation or, more broadly, informational warfare.235 Second, as they rely on 
covert and clandestine operations, FIMI campaigns are opaque.236 Often, a forensic investigation is 
needed to understand their methods, resources, and goals. Third, much of the empirical research 
on disinformation has concentrated on developed countries. According to a major review of the 
academic literature (2016–22), of the 555 empirical studies on disinformation published at the 
time, only 2 drew on data collected in West Africa, 4 in India, and 2 in Arab countries.237 Inasmuch 
as FIMI adapts to local circumstances, this gap is important. 

To tackle these challenges, this report relies on in-depth, exploratory case studies of Ghana, India, 
and the UAE. Encompassing three strategic regions (West Africa, South Asia, and the Persian Gulf), 
these three countries are located in what has been called the global south, though each has its own 
geopolitical setting. While Ghana is a regional player, India and the UAE have global aspirations; 
New Delhi, in particular, seeks to be treated like an emerging major power. Despite their varied 
income levels, the three countries are all considered ‘developing’.238 

The media landscape of these three countries also varies widely. All three have constitutional 
guarantees for freedom of speech, laws against disinformation, and a variety of public and private 
media covering domestic and foreign affairs. Yet the institutional setup and political environment 
yield different outcomes regarding freedom of speech and media trust (Table  A1). In the 2024 
World Economic Forum Executive Opinion Survey, misinformation and disinformation ranked as 
the second-highest national risk for India, but did not rank as high in Ghana or the UAE.239 Media 
trust is higher than in many European countries. For instance, the 2024 Afrobarometer study on 
media trust in Ghana found 67% of respondents agreeing that their country’s media is free and 
thus trustworthy.240 This share is higher than the figures found by a different study in France (45% 
of trust) and the United Kingdom (36%).241

Ghana India UAE
RSF Press Freedom Index 2025* 67.13 32.96 26.91
Freedom House Index 2025* 80 63 9
Freedom House Internet Freedom Index 2024* 65 50 30
Edelman Media Trust Barometer 2025 N/A 67% 59%

*: 0 – least free. 

Table A1. The media landscape in Ghana, India, and the UAE, measured in terms of outcomes. 
Source: The authors’ own elaboration.

235	See: Wolf J. Schünemann, “A threat to democracies?: An overview of theoretical approaches and empirical 
measurements for studying the effects of disinformation,” Cyber security politics (2022): 41.

236	Covert operations are those that operate publicly but whose real agenda and connections (i.e., back to intelligence 
agencies) are not disclosed. Clandestine operations are fully hidden. 

237	Gillian Murphy, Constance de Saint Laurent, Megan Reynolds, Omar Aftab, Karen Hegarty, Yuning Sun, and Ciara M. 
Greene, “What do we study when we study misinformation? A scoping review of experimental research (2016-2022),” 
Harvard Kennedy School Misinformation Review (2023). Our thanks to Stephen Kimoita for digging through their 
dataset.

238	“Groups and Aggregates Information,” International Monetary Fund website, April 2023.
239	The Global Risks Report 2025, 35.
240	“World Press Freedom Day 2025: Ghanaians back media’s watchdog role, but trust and perceptions of press freedom 

weaken,” Afrobarometer, 2 May 2025.
241	Edelman Trust Institute, Edelman Trust Barometer. Global Report 2025 (Edelman Trust Institute, 2025), 44.

https://www.imf.org/en/Publications/WEO/weo-database/2023/April/groups-and-aggregates
https://www.afrobarometer.org/articles/world-press-freedom-day-2025-ghanaians-back-medias-watchdog-role-but-trust-and-perceptions-of-press-freedom-weaken/
https://www.afrobarometer.org/articles/world-press-freedom-day-2025-ghanaians-back-medias-watchdog-role-but-trust-and-perceptions-of-press-freedom-weaken/
https://www.edelman.com/sites/g/files/aatuss191/files/2025-01/2025%20Edelman%20Trust%20Barometer%20Global%20Report_01.23.25.pdf
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In Ghana, the 1992 constitution guarantees freedom of assembly, expression, and the press.242 
Generally, Ghana’s media environment can be regarded as “what is perhaps one of the most 
buoyant media landscapes on the [African] continent.”243 Still, challenges persist, given the rising 
trend of self-censorship and partisan media outlets established by politicians. The upshot is that the 
political environment for Ghanaian media, though still largely open, has become less so in recent 
years.244 The 2021 amendments to Ghana’s Criminal Offences Act (Section 208, Act 29) and the 
Electronic Communications Act (Section 76) provide a framework that makes false communications 
a criminal offence.245

Like Ghana, India also features a pluralistic media environment, with an estimated 140 000 
publications nationwide.246 The Indian Constitution guarantees freedom of expression (Article 19) 
as one of the six fundamental individual freedoms. However, exceptions to Article  19 of the 
Constitution, as well as various colonial-era laws, have been used to stifle freedom of speech.247 
Due to rising government pressure, targeted violence, and a relative lack of protections, Reporters 
without Borders considers India “one of the world’s most dangerous countries for the media.”248 
The 2000 IT  Act and its rules and amendments, the 2023 amendments to the Criminal Act 
(Section 353), and the 2023 Telecommunications Act all provide legal frameworks for punishing 
the creation and dissemination of “fake, false or misleading information.“ Their combined actions 
appear to have created a chilling effect on online speech in India.249

Finally, the UAE stands out for its restrictive environment. Article  30 of the UAE constitution 
guarantees freedom of expression, though “within limits of the law.”250 These limits are stringent; 
according to Reporters without Borders, “The government prevents both local and foreign 
independent media outlets from thriving by tracking down and persecuting dissenting voices.”251 
The UAE media landscape is characterised by heavy censorship and self-censorship, with most 
media outlets being state-owned or state-connected. The 2021 amendment to the UAE federal 
Cyber Law introduces penalties for the spread of disinformation “with the intent to provoke public 
opinion, disrupt public security, affect societal stability, or harm the interests of the state or its 
institutions.“252 Penalties include imprisonment and fines. A deeper understanding of disinformation 
in these three countries is lacking.253 Still, Ghana and India have active defender communities of 
several NGOs each, while the UAE relies on a state-led effort hosted by the Ministry of the Interior.

Finally, the societies of these three countries have different levels of trust towards Russia; some 
studies find this to be an indicator of vulnerability to Russian FIMI.254 Polling on geopolitical matters 
is rare outside of top regional issues. But a few polls can help to paint a general picture (Table A3). 
Their different methodologies and the timing of their realisation make a comparison difficult. 
However, none of the three countries aligns with European views of the war or of Russia, which 
are far more negative overall.255 

242	“Constitution of the Republic of Ghana (Amendment Act), 1996,” Office of the Special Prosecutor website.
243	Quote from Abena Animwaa Yeboah-Banin, “The State of the Ghanaian Media Report 2023,” MFWA, April 2023, p. v.
244	“Ghana,” RSF, 2025.
245	The former has been accused of being overly vague and open to abuse. See: Samuel Appiah Darko, “Ghana’s law on 

publication of false news is vague and easily abused,” LSE Blog, 25 February 2022.
246	“India,” RSF, 2025.
247	“Constitution of India,” Legislative department official website.
248	“India,” RSF. 
249	Gautam Bhatia, “Disinformation, Misinformation and Democracy,” Information Technology 2 (2023): 258.
250	“The Constitution of the United Arab Emirates,” UAE Legislation website. 
251	“United Arab Emirates,” RSF, 2025.
252	United Arab Emirates, Federal Decree-Law No. 34 of 2021 on Combatting Rumours and Cybercrimes (20 September 

2021, entered into force 2 January 2022).
253	Some examples of recent research conducted in the three countries include: Kiran Garimella and Simon Chauchard, 

“How prevalent is AI misinformation? What our studies in India show so far,” Nature 630, no. 8015 (2024): 32–34; 
“Disinformation and elections: Here’s what we learnt during Ghana’s 2024 elections,” MFWA, 19 February 2025.

254	Felipe Bonow Soares, Anatoliy Gruzd, and Philip Mai, “Falling for Russian propaganda: Understanding the factors that 
contribute to belief in pro-Kremlin disinformation on social media,” Social Media+ Society 9, no. 4 (2023).

255	Zacc Ritter and Steve Crabtree, “Russia Suffers Global Rebuke After Invasion,” Gallup, 25 April 2023.

https://osp.gov.gh/media/Resources/constitutionofghana.pdf
https://demo.mfwa.org/wp-content/uploads/2025/04/The-State-of-the-Ghanaian-Media-Report_2023-1-1-2.pdf
https://rsf.org/en/country/ghana
https://blogs.lse.ac.uk/africaatlse/2022/02/25/ghana-law-publication-of-fake-news-vague-easily-abused-free-speech/
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Ghana India The UAE

Results (and year 
poll was conducted)

33% of respondents 
disapprove of Putin 
(2022)256

46% of respondents 
disapprove of Putin 
(2022)257

41% of respondents trust 
Russia more than the US in 
the Middle East (2023)258

Table A2. Recent polls available measuring trust in Putin and Russia. 
Source: The authors’ own elaboration.

A.2. Methods

To break down the operative factors of Russia’s global information warfare, this report utilises a 
mixture of quantitative and qualitative methods, inspired by the ABCDE framework. This analytical 
grid divides FIMI campaigns into five elements: actors, behaviour, content, degree (reach), and 
effect.259 Since it is not the purpose of this report to analyse a specific campaign, it cannot apply 
the framework categorically, but it can ground this research on some of its components. 

First, to identify the degree (reach) of Russian FIMI in Ghana, India, and the UAE, this report 
consulted two disinformation databases. The first was EUvsDisinfo, the EEAS’s flagship project 
in this area, which features a database of over 19 000 cases of disinformation narratives, often 
documented as they emerge. Each entry features a brief glimpse into the disinformation narrative 
and its debunking.
 
To fully leverage existing databases, this report also uses the results of the Hamilton 2.0 dashboard. 
This project documents all the social-media-posting parts of various Russian networks associated 
with Kremlin FIMI campaigns. Embassies, state-controlled media, and diplomats are all featured 
in this database. Official government sources are aggregated into one category that includes 
embassies, federal agencies, and individual state officials. Some state-controlled sources are also 
included, such as long-time RT contributors. It cannot be said that all items in Hamilton 2.0 are 
disinformation in the strict sense of the term. However, the results do reflect the different levels of 
attention the Kremlin’s disinformation ecosystem devotes to these three countries. 

Second, to identify and describe the content of Russia’s strategic narratives, this report engages in 
systematic discourse analysis, specifically through thematic inductive coding. This method involves 
a ‘bottom-up’ reading of a sample body of texts to identify recurring ideas (codes) in writing. In 
turn, these ideas are clustered in themes.260 The goal in this case is to identify these themes in 
Ghana, India, and the UAE and compare them with the common themes in Russian disinformation. 

This report relies on three samples: one gathered from official sources (Russian embassies); one 
from state-controlled sources; and one from unofficial, proxy sources. These samples were obtained 
by using web search tools with the names of the three case-study countries as search keywords. 
This first group of texts was then further narrowed down manually, checking texts for relevance. 
Only texts published between the start of 2022 and mid-2025 were considered. Choosing these 
three samples allows covering three different points on the scale of Russian deniability: from 
undeniable (official) and semi-covert (overtly state-backed) to fully covert (proxy).

The sample of official sources draws from texts published on the official websites of the local 
Russian embassies. As embassies republished many materials from the Russian government and 

256	“Russia Suffers Global Rebuke After Invasion.”
257	“Russia Suffers Global Rebuke After Invasion.”
258	Jasmin Lilian Diab, Dilek Guersel, Wissam Saade, and Clemens Starke, “Multipolarity and the Middle East: Exploring 

Regional Attitudes towards the Russia-Ukraine War,” FES, July 2023.
259	“ABCDE Framework,” Disinformation Analysis Center. 
260	Johnny Saldaña, “Coding techniques for quantitative and mixed data,” The Routledge reviewer’s guide to mixed 

methods analysis (2021): 151–160.

https://library.fes.de/pdf-files/bueros/zypern/20461.pdf
https://library.fes.de/pdf-files/bueros/zypern/20461.pdf
https://www.debunk.org/abcde-framework
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the media, the sample consists of texts that were presumably first published by the local embassy, 
skewing towards embassy news reports. The sample from state-controlled sources consists of text-
based articles from Sputnik’s international English-language service.261 

The sample from proxy sources is drawn from the Strategic Culture Foundation website. This media 
outlet is based in Moscow, and it was placed under EU, UK, and US sanctions for its role in Russian 
FIMI campaigns.262 Indeed, western authorities have highlighted the connection between the 
organisation and Russia’s intelligence agencies, especially the SVR.263 The website’s biases are well 
known. In a 2019 article, EUvsDisinfo highlighted that the Strategic Culture Foundation “loyally 
relay[s] Russian narratives on issues of Russian interest,” doing so without disclosing connections 
to intelligence agencies or even being based in Russia. This makes the website a node of the 
Kremlin’s disinformation ‘laundering’ network.264 

Overall, 147 texts were analysed. Official sources are represented by 23 texts (6 for Ghana, 13 
for India, and 4 for the UAE), often published by local Russian embassies and featuring the local 
ambassador. The sample of state-controlled sources includes 72 texts (21 for Ghana, 28 for India, 
and 23 for the UAE), while the proxy source sample includes 52 texts (12 for Ghana, 21 for India, 
and 19 for the UAE).

Comparing the speech of diplomats and conspiracy theory websites might appear distasteful and 
tendentious. But conspiracy thinking has permeated Russia’s Ministry of Foreign Affairs (MFA) for 
decades. As former Russian diplomat Boris Bondarev states:

“Conspiracy theories in the MFA are a phenomenon borrowed and adopted from intelligence officers with 
whom diplomats work closely, and especially from the higher echelons of power filled with former KGB 
officers professing the most backward concepts of the world order. The Foreign Ministry simply goes along 
with it, unwilling to quarrel and afraid to defend its point of view.” 265

Finally, this report focuses on the actors. The mapping of Russia’s disinformation networks draws 
from the extensive use of open sources in several languages. These are then also divided between 
official and semi-covert. This section will also briefly touch on indicators of the effects of Russian 
information warfare in each of the selected countries.

The official actors are diplomats or the staff of public diplomacy organisations (Russian House, 
Russkiy Mir). Their activities, especially since 2022, have pushed the boundaries of what can be 
considered diplomacy.266 This sidelines the approach of the staff deployed by the Russian MFA. 
According to Boris Bondarev – the only Russian diplomat known to have defected after 2022 – “the 
Russian MFA is an inherent element of the Russian propaganda machine; it lacks any subjectivity 
and is perceived by the Kremlin as a purely technical secretariat.“267 Further research has confirmed 
that Russian diplomats use their authority in foreign deployments to demand that the rules of 
diplomacy and international relations be changed in line with the Kremlin’s strategic narratives.268 
These realities apply to the three cases analysed in this report. 

The semi-covert actors refer to the staff from state-controlled media outlets such as RT, Sputnik, 
and, in the case of Ghana, African Initiative. There are also Russia-aligned NGOs, whose ties with 
the local Russian embassy or with the Kremlin are sometimes disclosed. The co-option of local 

261	Specifically from the domain sputnikglobe.com. 
262	“Strategic Culture Foundation,” United Kingdom Government website.
263	In 2021, the Strategic Culture Foundation was placed under international sanctions for spreading content directed by 

the Russian intelligence services. See: “An Unfounded Foundation,” EUvsDisinfo, 8 February 2019.
264	“An Unfounded Foundation.” See also: “Make Authoritarianism Cool Again,” EUvsDisinfo, 16 December 2020.
265	Boris Bondarev, “Between Paranoia and Apathy: Russian Diplomats, Conspiracy Theories, and Ukraine,” Centre for 

Democratic Integrity, 26 August 2024.
266	See: James Der Derian, On Diplomacy (Wiley-Blackwell, 1987).
267	Bondarev, “Between Paranoia and Apathy.”
268	Olivier Schmitt, “How to challenge an international order.”

https://find-and-update.company-information.service.gov.uk/disqualified-officers/corporate/jPwHa-IkrwbEH5JCMo65Lr1NRQI
https://euvsdisinfo.eu/an-unfounded-foundation/
https://euvsdisinfo.eu/make-authoritarianism-cool-again/
https://democratic-integrity.eu/bondarev-between-paranoia-and-apathy/
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NGOs is part of what is sometimes called ‘people’s diplomacy’ (народная дипломатия). This 
Soviet-era concept overlaps in part with public diplomacy but goes beyond it to include what might 
be termed influence peddling and influence for hire. The objective is to create pro-Russian NGOs 
and spread the activities of intelligence-controlled front organisations.269 

Annex B. Data Sources in Chapter 5

Source Website
Russia Today https://russian.rt.com
TASS https://tass.com 
TASS (the Russian-language service) https://tass.ru 
RIA https://ria.ru 
Kommersant https://www.kommersant.ru 
Izvestia https://iz.ru 
Lenta RU https://lenta.ru 
Yandex https://yandex.ru 
Afrinz https://afrinz.ru 
Dzen https://dzen.ru 
Sputnik https://radiosputnik.ru 
RTVI https://rtvi.com 
The Insider https://theins.ru 
Interfax https://interfax.ru 
Russia Today Arabic version arabic.rt.com 
S Arabic https://sarabic.ae/

Table B1. Media.

Keyword
Судан (Sudan)
Конфликт в Судане (conflict in Sudan)
Гражданская война в Судане (civil war in Sudan)
Россия и Судан (Russia and Sudan)
             (Sudan) 

Table B2. Keywords.

269	Mikhail Pozdniakov, “Russia gets another high-profile cheerleader,” African Digital Democracy Observatory, 25 June 
2024. For examples in Europe and the US, see: Olga Bertelsen, “Russian Front Organizations and Western Academia,” 
International Journal of Intelligence and CounterIntelligence 36, no. 4 (2023): 1184–1209.

نادوسلا

https://russian.rt.com/
https://tass.com
https://tass.ru
https://ria.ru
https://www.kommersant.ru
https://iz.ru
https://lenta.ru
https://yandex.ru
https://afrinz.ru
https://dzen.ru
https://radiosputnik.ru
https://rtvi.com
https://theins.ru
https://interfax.ru
http://arabic.rt.com
https://sarabic.ae/
https://disinfo.africa/meet-the-newest-pro-russian-influencer-brics-don-mello-6229ca9ed878
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