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EXECUTIVE SUMMARY

Critical undersea infrastructure — including communications cables, electricity interconnectors,
gas pipelines, landing stations, and associated control systems — forms a largely invisible but
indispensable foundation of modern societies. It supports international data traffic, financial
markets, cloud services, military communications, and cross-border energy exchange. Although
located on the seabed, disruption can rapidly affect the economy, public administration, internal
security, and national defence.

This report shows that these systems are vulnerable because they span long distances, traverse
congested maritime areas, and lie within overlapping legal jurisdictions. Much of the infrastructure
was designed primarily to withstand natural hazards, technical failures, and accidental anchor
damage rather than deliberate sabotage or state-directed hybrid activity. Recent incidents in the
Baltic Sea and around Taiwan demonstrate that damage to cables and pipelines can no longer be
treated solely as a technical or maritime-safety issue. The undersea domain has become part of
wider strategic competition involving Russia, China, and western and Indo-Pacific partners.

Russia and China differ in their objectives and methods, but both exploit the dual-use character
and limited visibility of the maritime domain. Russia’s activity is closely associated with grey-zone
pressure, including infrastructure mapping, response testing, legal probing, the use of civilian
vessels, and the preservation of options for disruption during a future crisis. China’s approach
is more closely connected to its ambitions as a maritime power, its global surveying activities,
technological development, military planning, and efforts to shape maritime governance. In both
cases, the central challenge is attribution: the same physical damage may result from an accident,
negligence, or a deliberate act, while proving intent remains difficult.

This report concludes that complete physical protection of every cable and pipeline is neither
technically nor economically realistic. The more effective approach is layered and resilience-based.
It combines early warning, integrated maritime and undersea situational awareness, redundancy,
rapid repair, public-private cooperation, clear legal responsibilities, and societal preparedness
for prolonged disruption. Resilience is also a form of deterrence by denial: if services can be
maintained, traffic rerouted, evidence collected, and damaged infrastructure quickly restored,
sabotage yields less political, economic, or military benefit. Some of the recommendations arising
from the report are as follows:

e Establish a permanent Baltic-Indo-Pacific dialogue that brings together governments, navies,
coast guards, intelligence services, regulators, operators, researchers, and technology companies
to develop a shared threat picture and exchange lessons from incidents.

¢ Integrate Automatic Identification System (AIS), radar, satellite, sonar, operator, and intelligence
data to detect anomalous vessel behaviour near critical infrastructure, including unexplained
course changes, anchor dragging, AlS manipulation, repeated presence, opaque ownership, and
unusual surveying activity.

e Harmonise maritime-forensics standards, evidence-sharing procedures, investigative teams,
and rules for inspecting suspicious vessels so that cases do not become trapped in jurisdictional
gaps.

¢ Createregionalstrategicrepairarrangements coveringvessels, crews, spare parts, cable modules,
prioritisation, and joint funding, while linking Japan’s industrial capabilities with European and
regional mechanisms.

e Conduct regular multi-agency exercises and strengthen societal preparedness, strategic
communication, and the integration of physical, cyber, space, information, and electromagnetic
protection.

¢ Develop a practical Japan-Estonia and wider Baltic-Indo-Pacific resilience network focused on
technology, maritime domain awareness, repair capacity, legal cooperation, and rapid transfer
of lessons between regions.
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safety issue. The Nord Stream explosions, the
damage to the Balticconnector gas pipeline,
the EstlLink 2 electricity cable, and several
communications cables have made the seabed
part of the wider confrontation between
Russia and western states. At the same time,
China has expanded its maritime surveying
activities, developed unmanned underwater
systems and other dual-use technologies,
and increased its presence in the waters
surrounding Taiwan and Japan. This is not
merely a security problem affecting one region
or one country, but part of a broader strategic
competition in which control over undersea
information, infrastructure, and technologies
is becoming increasingly important.

INTRODUCTION

Critical undersea infrastructure — above all
communications cables, electricity
interconnectors, gas pipelines, and
the associated landing stations and
control systems — constitutes one of
the most important yet least visible
layers of dependence in modern

There are significant differences between
Russian and Chinese activities, but both use

the undersea domain to generate long-term

societies. These connections carry
most of the international digital data
traffic, enable the functioning of
financial markets, cloud services, and military
communications, and facilitate cross-border
energy exchange. Although the infrastructure
itself lies on the seabed, the consequences of
its disruption can quickly extend into the
economy, public administration, internal
security, and national defence.

The vulnerability of undersea infrastructure
results from the interaction of several factors.
Cables and pipelines extend over long
distances; their continuous physical protection
is practically impossible, and their routes often
overlap with areas of dense shipping, fishing,
and other economic activity. A significant
share of this infrastructure was built at a
time when the principal risks were natural
disasters, technical failures, and accidental
anchor damage rather than deliberate
sabotage or state-directed hybrid activity. In
addition, the infrastructure spans multiple
legal jurisdictions: territorial seas, exclusive
economic zones, and international waters.
This complicates surveillance, evidence
collection, jurisdictional determination, and
the prosecution of those responsible.

Incidents in the Baltic Sea and around Taiwan
in recent years have shown that damage to
undersea infrastructure can no longer be
treated solely as a technical or maritime

strategic advantage

There are significant differences between
Russian and Chinese activities, but both involve
using the undersea domain to generate long-
term strategic advantage. In Russia’s case, the
central feature is grey-zone activity aimed
at mapping infrastructure, testing response
times, probing legal limits, generating political
uncertainty, and preserving the option of
disrupting connections during a future crisis
or conflict. China’s activities are more broadly
linked to its ambitions as a maritime power,
scientific and technological development,
resource exploitation, military planning, and
efforts to shape the global maritime order.
In both cases, civilian platforms, research
vessels, commercial shipping, and dual-
use technologies enable the integration of
legitimate economic activity with intelligence
collection, influence operations, or military
preparation.

Addressing these threats requires the ability
to distinguish between accident, negligence,
and deliberate damage. In practice, the
physical mechanism may be the same in
each case: a cable may be severed by anchor
dragging, trawling, or another form of
mechanical impact. The strategically decisive
factor is intent, which is often difficult to
prove in the maritime environment. It is
precisely this ambiguity that allows an

CONNECTING THE ENDS 1
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adversary to cause significant economic
and political consequences while avoiding
clear responsibility and remaining below the
threshold of armed conflict. Even where a
specific incident cannot be proven to have
resulted from a state order, the cumulative

of Estonia and the Nordic-Baltic countries in
addressing hybrid threats, ensuring digital
continuity, and using NATO’s collective
mechanisms, are mutually complementary in
this context.

The primary objective of undersea

infrastructure protection should be
to reduce the potential strategic
benefit available to an adversary, not
to prevent every possible incident. If

Addressing the threats requires the ability to

distinguish between accident, negligence, and
deliberate damage

effect of repeated disruptions may still serve
the interests of a hostile state by increasing
uncertainty, forcing countries to expend
resources, and weakening public confidence
in the continuity of essential services.

A comparison between the Baltic Sea and the
waters surrounding Japan and Taiwan reveals
several similar strategic conditions. Both
are relatively confined and heavily trafficked
maritime areas that serve as vital connections,
where civilian, law-enforcement, and military
activities take place in close geographic
proximity. Both regions are also subject to
pressure from revisionist powers that use legal,
economic, technological, and informational
instruments alongside military force. The

a damaged connection can be rapidly
replaced, traffic rerouted, essential services
maintained, and evidence collected without
delay, the value of sabotage as an instrument
of pressure and coercion is reduced. This
approach amounts to deterrence by denial:
demonstrating to an adversary that damaging
a cable or pipeline will not produce the
intended political, economic, or military effect.

This report is structured in four chapters. The
first chapter examines Russia’s seabed warfare
strategy in the Baltic Sea, focusing on the
use of ambiguity, civilian vessels, the shadow
fleet, specialised underwater capabilities,
and repeated infrastructure incidents as
elements of a broader grey-zone approach.
The second chapter analyses the protection

protection of undersea infrastructure, of critical undersea infrastructure from an
therefore, cannot be separated from maritime Estonian perspective, addressing regional
surveillance, cybersecurity, economic security, and international cooperation, resilience,

maritime deterrence, or broader societal crisis
preparedness.

It is not possible to create a fully protected
undersea infrastructure. The continuous
physical guarding or large-scale armouring of
every cable and pipeline would be technically
and economically unrealistic. A more effective
approach combines prevention, situational
awareness, system redundancy, rapid repair,

A more effective approach combines
prevention, situational awareness, system

redun

dancy, rapid repair, public-private

cooperation, and societal preparedness

public-private  cooperation, and societal
preparedness to cope temporarily with the
loss of connections. Japan’s experience in
dealing with natural disasters and restoring
infrastructure, together with the experience

redundancy, repair capacity, public-private
coordination,andEstonia’srolewithinthewider
Baltic security framework. The third chapter
turns to China’s strategy in the underwater
and seabed domains, examining the expansion
of maritime surveys, the development of dual-
use and offensive underwater technologies,
and the implications of these capabilities for
Taiwan, Japan, and the wider Indo-Pacific.
The fourth chapter assesses Japan’s policy
architecture for protecting critical
undersea infrastructure and explores
the prospects for closer Japanese—
Estonian cooperation, particularly
in  maritime domain awareness,
technological innovation, resilience,
repair  capabilities, and  cross-
regional security coordination. This
report concludes with recommendations to
policymaker in both regions.
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1. RUSSIA’'S SEABED
WARFARE STRATEGY IN
THE BALTIC SEA

The central Russian advantage is its capacity

Marek Kohv

The Baltic Sea has become an important
theatre in Russia’s wider confrontation with
Europe and the transatlantic community.
It contains a dense concentration of gas
pipelines, electricity interconnectors, and
fibre-optic cables that support energy supply,
financial services, government systems, cloud
infrastructure, and military communications.
These networks were built primarily for
efficiency, interdependence, and commercial
optimisation. They were not designed for
a prolonged security environment in which
a hostile state deliberately exploits legal
ambiguity, civilian traffic, and the difficulty of
attributing activity beneath the sea.

Russia’s full-scale invasion of Ukraine changed
the strategic meaning of this infrastructure.
Moscow’s pressure on Europe has not been
limited to conventional military activity. It has
also relied on sabotage, coercive signalling,
cyber operations, information manipulation,
andtheuse of civilian or semi-civilian platforms.

The underwater domain is attractive because

damage can be significant while evidence
remains difficult to collect

The underwater domain is attractive within
this logic because damage can be significant
while evidence remains difficult to collect.
A cable or pipeline can be disrupted quickly,
but the political and legal process of proving
responsibility can take months or years.

1.1. A LAYERED STRATEGY

The central Russian advantage in this
environment is not simply the capacity to
destroy infrastructure. It is the capacity to
create uncertainty over whether an incident
was accidental, commercial, negligent, criminal
or state-directed. That uncertainty slows
political reaction, complicates legal attribution
and gives Moscow space to generate pressure
below the threshold of open military conflict.

The result is a strategic environment in which
disruption, doubt, and delay are themselves
useful effects.

to create uncertainty

This chapter argues that Russia’s approach
to the Baltic underwater domain should be
understood as a layered strategy rather than
as a sequence of isolated incidents. At the
visible level are explosions, anchor drags, and
cable faults. Beneath that level is a broader
process of intelligence preparation, mapping,
signalling, and testing. Russia does not need to
conduct every incident directly to benefit from
the insecurity created by repeated disruption.
The cumulative effect is to normalise
vulnerability and force European states to
spend political attention, technical resources,
and public confidence on systems that were
previously treated as largely invisible.

The importance of these systems is also
increasing. Submarine communication cables
carry approximately 99% of the world’sinternet
traffic and enable financial transactions, cloud
computing and government communications.!
In the European context, the EU Action Plan
on Cable Security similarly treats submarine
communication cables as essential
infrastructure for the functioning
of digital economies and public
services.” This matters for Russia’s
strategy because the value of a
target is not determined only by
the cost of repairing it. It is determined by
the dependence built around it. A cable that
carries financial, governmental or military data
can become a source of leverage even when
redundancy prevents total outage. Partial
interruption, uncertainty about the cause, or
fear that additional systems may be affected
can still produce political consequences. In the
Baltic Sea, this vulnerability is intensified by
geography. The seais shallow, narrow, crowded
and bordered by NATO and EU member states,
while Russia retains access through the Gulf of
Finland and Kaliningrad. Dense civilian traffic
gives cover, short distances compress reaction

1 “Submarine Cable Resilience,” International
Telecommunication Union, last updated April 2026.

2 European Commission, EU Action Plan on Cable
Security, JOIN (2025) 9 final (European Commission,
21 February 2025).
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Nord Stream was a proof-of-concept of the

political value of underwater disruption in a
grey-zone environment

time, and the overlap between energy,
communications, and military mobility makes
the theatre strategically sensitive.

1.1.1. THE STRATEGIC SHOCK OF NORD
STREAM

The destruction of the Nord Stream pipelines
in  September 2022 changed European
assumptions about seabed infrastructure. On
26 September 2022, explosions damaged Nord
Stream 1 and Nord Stream 2 near Bornholm in
the Baltic Sea. Swedish investigators treated
the case as gross sabotage, and the Swedish
Prosecution Authority closed its investigation
in February 2024 because Swedish jurisdiction
didnotapply, while notingthattheinvestigation
had been shared with German authorities.?
The Swedish Security Service separately stated
that the investigation concerned detonations
at the pipelines and that Swedish authorities
could not pursue the matter further.*

The important analytical point is not to claim
thatRussiahasbeenlegally provenresponsible.
It has not. The Nord Stream case demonstrates
something broader: major seabed infra-
structure can be attacked during a European
security crisis, attribution can remain politically
contested, and the information space after
such anincident can be exploited. The incident,
therefore, became a strategic shock even
without a settled public attribution. It made
underwater infrastructure visible to political
leaders and publics in a way that decades of
technical risk assessments had not.

For Russia, the aftermath was useful regardless
of attribution. Nord Stream created competing
narratives, increased suspicion among allies
and showed that the seabed could become
a theatre of strategic communication. It also
demonstrated that the effects of seabed
sabotage are not purely technical. They include
public uncertainty, insurance and repair costs,

3 “The Prosecutor Closes the Swedish Investigation
Concerning Gross Sabotage Against Nord Stream,”
Swedish Prosecution Authority, 7 February 2024.

4 “Investigation into Gross Sabotage Has Been Closed,”
Swedish Security Service (Sakerhetspolisen), 7
February 2024.

diplomatic friction, and the diversion of
intelligence and maritime surveillance assets.
In this sense, Nord Stream was not only a
pipeline incident. It was a proof-of-concept of
the political value of underwater disruption in
a grey-zone environment.

1.1.2. THE ANCHOR-DRAG MODEL

A different pattern emerged in October 2023.
On 8 October, the Balticconnector gas pipeline
between Finland and Estonia was damaged
in the Gulf of Finland. Finnish authorities
identified the leak location in Finland’s
exclusive economic zone and stated that the
damage was not caused by the normal gas
transmission process.® The Finnish National
Bureau of Investigation later clarified the
technical cause. It stated that a dragging trail
on the seabed led to the pipeline-damage
point, that an anchor was found near the
damage site, and that the Hong Kong-flagged
vessel Newnew Polar Bear was believed
to have caused the damage.® In November
2023, Finnish authorities added that technical
examinations reinforced the suspicion that the
lifted anchor belonged to Newnew Polar Bear.”
In May 2025, the Finnish Government stated
that, based on the criminal investigation, the
damage to the Balticconnector was caused by
the anchor of Newnew Polar Bear.®

This incident matters because it demonstrated
a low-cost, deniable mechanism for disruption.
No specialised underwater weapon was
required. Acivilian vessel and a dragged anchor
were sufficient to damage strategic
infrastructure. The key issue became
intent, not the physical mechanism.
That distinction is central to Russian-
style grey-zone pressure. A dragged
anchor can be framed as an accident,
negligence, poor seamanship, insurance
failure, or sabotage. The physical effect can be
identical while political interpretation remains
contested.

5 “Location of Leak in Balticconnector Gas Pipeline
Identified in Finland’s Economic Zone,” Finnish
Government, 10 October 2023.

“National Bureau of Investigation Has Clarified
Technically the Cause of Gas Pipeline Damage,”
Finnish Police, 24 October 2023.

7 “Investigations into the Gas Pipeline Damage
Proceed,” Finnish Government, 10 November 2023.

8 “Cooperation in Balticconnector Case to Continue,”
Finnish Government, 9 May 2025.
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Balticconnector shifted the analytical focus

from spectacular sabotage to operationally
simple disruption

Strategic effect comes from accumulated

Balticconnector also shifted the analytical
focus from spectacular sabotage to
operationally simple disruption. If an anchor
can damage a pipeline, then the threshold for
creating strategic effects is much lower than
many planners assumed. This does not mean
every anchor incident is sabotage. It means
the maritime environment offers hostile actors
a menu of actions whose intent is difficult to
prove and whose consequences can still be
serious. For Russia, that ambiguity is not a
limitation. It is part of the method.

1.1.3. REPETITION AND PATTERN
RECOGNITION

In November 2024, the C-Lionl submarine
telecommunications cable between Finland
and Germany suffered a fault. Cinia, the
operator, stated that the fault was detected at
4:04 a.m. on 18 November 2024 and that
services over the cable were down.? At roughly
the same time, another Baltic Sea
telecommunications cable, the BCS East-West
Interlink between Sweden and Lithuania, was
also damaged. Public investigations focused
attention on the Chinese bulk carrier Yi Peng 3,
although later Swedish reporting did not
establish conclusive evidence of deliberate
damage by the vessel.X®

uncertainty

The significance lies less in final attribution
than in repeated operational features:
civilian vessels, cable routes, anchor-related
hypotheses, exclusive economic zones or
international waters, and long investigative
timelines. This pattern creates an environment
in which Russia need not claim responsibility
and may not need to act directly in every
case. Strategic effect comes from accumulated
uncertainty. One damaged cable can be

® “A Fault in the Cinia C-Lion1 Submarine Cable between
Finland and Germany,” Cinia, 18 November 2024.

10 Louise Breusch Rasmussen, “Swedish Probe Finds No
Conclusive Evidence of Deliberate Cable Damage by
Chinese Ship,” Reuters, 15 April 2025.

dismissed as an accident. Several incidents
across the same maritime region begin to look
like pressure, probing, or preparation.

Repetition also changes the behaviour of
infrastructure owners and governments.
Operators must invest in monitoring and repair
contingencies. Governments must decide
when to treat a technical fault as a security
incident. Public communication becomes
difficult because authorities must avoid
both premature attribution and excessive
reassurance. This is exactly the type
of decision space that grey-zone
actors seek to exploit: every response
looks either too weak, too slow, or too
politically risky.

1.1.4. THE SHADOW FLEET DIMENSION
AND ESTLINK 2

On 25 December 2024, the EstLink 2 electricity
transmission connection between Finland
and Estonia failed. Fingrid reported that the
650 MW link disconnected from the grid
after noon and that investigations began with
Elering and the authorities.’® The next day,
Fingrid stated that the fault had been located
in the submarine cable and that repairs would
likely take several months.?

The casedevelopedintoacriminalinvestigation
involving the tanker Eagle S. Finnish police
stated in March 2025 that the National Bureau
of Investigation had been responsible for
the criminal investigation from the
beginning, that the tanker had been
taken under control on the night of
25-26 December, and that suspected
offences included aggravated criminal
mischief and aggravated interference with
communications. The same statement said
the anchor of Eagle S had been lifted from the
seabed on 6 January 2025. Finnish Customs
also stated that the cargo carried by the
tanker consisted of unleaded petrol and diesel
classified as goods subject to sanctions against
Russia.’

1 “Estlink 2 Electricity Transmission Link between
Finland and Estonia Has Failed, Investigation
Continues,” Fingrid, 25 December 2024.

12 “Fault in the EstLink 2 Electricity Transmission
Connection between Finland and Estonia Located in
the Submarine Cable,” Fingrid, 26 December 2024.

13 “Eagle S Tanker to Move to International Waters under
Border Guard’s Control,” Finnish Police, 2 March 2025.
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The later legal proceedings underlined the
same ambiguity. In October 2025, the Helsinki
District Court dismissed the criminal charges,
holding that Finnish criminal law
could not be applied due to limitations
under the law of the sea, even though
Finland could be considered the
place where the alleged crimes were
committed.’* The Deputy Prosecutor
General announced that the decision would
be appealed.’ The case, therefore, illustrates
not only the vulnerability of cables but also
the jurisdictional challenge of responding
to damage that occurs outside territorial
waters while producing effects inside national
societies.

EstLink 2 introduced the shadow-fleet dimension
more clearly into Baltic seabed security. The
shadow fleet developed primarily as a sanctions-
evasion mechanism after western restrictions
targeted Russian oil exports following the
full-scale invasion of Ukraine. Its immediate
function is economic: maintaining Russian
energy revenues by transporting oil through
vessels operating outside normal western-
controlled insurance, ownership, and financial
structures.’* Yet the same characteristics
that help such vessels avoid restrictions also
create advantages in a grey-zone maritime
environment. Older tankers, opaque ownership
networks, flags of convenience, and alternative
insurance arrangements make transparency
and accountability difficult.

The incidents from Nord Stream to EstLink 2
show an evolution in the Baltic Sea
threat environment. The issue is not
only whether Russia directly ordered
orconducted everyindividualincident.
The more important point is that the
methods, incentives, and operating
environment increasingly favour Russian grey-
zone behaviour. Underwater infrastructure
is both strategically valuable and physically
exposed. Civilian maritime activity provides

4 Helsinki District Court, District Court Judgment in
the Criminal Case Involving the Tanker Eagle S, R
706/2025/12270 (Helsinki District Court, 3 October
2025).

15 “Prosecutor Appeals Judgement in the Eagle S Case,”
Finnish National Prosecution Authority, 9 October
2025.

16 Byron McKinney and Jeremy Domballe, “Russia’s
Shadow Fleet: Formation, Operation and Continued
Risks for Sanctions Compliance Teams,” S&P Global
Market Intelligence, 18 June 2024.

tactical cover for reconnaissance, negligence,
or sabotage, while ambiguity itself produces
strategic effects.

A cable cut is only the most visible end of a

longer chain, while the strategic value begins
earlier

Russia’s likely interest is not limited to
spectacular sabotage either. More often, the
aim may be to map infrastructure, test legaland
political reactions, create fear of vulnerability,
exploit post-incident disinformation, and
preserve the option of disruption during a
future crisis. In this framework, a cable cut is
only the most visible end of a longer chain,
while the strategic value begins earlier: with

presence, observation, route knowledge,
response-time measurement, and legal
probing.

1.2. RUSSIA'S MARITIME TOOLKIT

The pattern of Baltic Sea incidents between
2022 and 2026 represents only the visible
part of a broader strategic challenge.
Physical damage to cables or pipelines is an
event, whereas Russia’s wider approach to
the underwater domain is a process. That
process combines civilian cover, persistent
maritime presence, intelligence preparation,
specialised underwater capabilities, electronic
warfare, and information manipulation. The
objective is not always immediate destruction.

Physical damage to cables or pipelines is

an event, whereas Russia’s wider approach
to the underwater domain is a process

More often, it is to create options: to
understand infrastructure networks, identify
vulnerabilities, prepare access, and maintain
the ability to generate disruption at a politically
useful moment.

Russia’s advantage comes from combining
two very different approaches. At one end
are commercial or civilian platforms that
provide scale and deniability. At the other
end are specialised military and intelligence
capabilities designed for precise underwater
operations. Together, they create a layered
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toolkit for seabed competition. This s
consistent with broader assessments that
Russian activity against critical undersea
infrastructure combines naval, intelligence,
and non-military methods rather than relying
on a single instrument.’

This logic resembles Russia’s use of
organisations that sit between state and
non-state activity in other domains: proxy
actors, intelligence-linked networks, front
organisations, criminal facilitators, and

The logic resembles Russia’s use of

The shadow fleet should not be
viewed only as an economic sanctions
problem. It represents a strategic
maritime  ecosystem in  which
commercial, intelligence, and coercive
interests can overlap. A shadow-fleet vessel
can be a commercial actor, a sanctions-evasion
mechanism, a persistent presence platform,
an intelligence-collection opportunity, and a
potential source of deniable disruption. The
strategic value lies in the difficulty of
distinguishing between these categories. Four
features are especially important.

e First, persistent presence. Commercial
vessels can remain continuously active in
sensitive maritime areas without attracting
the same attention as military platforms.
Presence creates opportunities to observe
cable corridors, repair activity, patrol
patterns, and emergency procedures.

e Second, opacity. Determining responsibility
requires answering separate questions: Who
owns the vessel? Who operates it? Who
controls decisions? Was the behaviour
intentional or negligent? Was there state
direction? Each question creates time and
space.

e Third, low-cost disruption potential.
Balticconnector and EstLink 2 showed that
ordinary maritime equipment can
cause strategic effects. The cable or
pipeline does not know whether an
anchor is dragged accidentally or
deliberately.

e Fourth, intelligence collection. Repeated
movement through infrastructure corridors
creates knowledge about routes, seabed
conditions, surveillance coverage, repair
timelines, and redundancy. This information
has value even if no immediate damage
occurs.

17 Sidharth Kaushal, “Stalking the Seabed: How Russia
Targets Critical Undersea Infrastructure,” RUS/
Commentary, 25 May 2023.

organisations that sit between state and
non-state activity in other domains

commercial structures. The shadow fleet is the
maritime version of this model. Its ordinary
appearance is part of its usefulness. A naval
vessel near a cable produces immediate
political attention. A tanker on a normal route
does not.

1.2.1. CAPABILITY

While the shadow fleet provides mass,
ambiguity, and persistent presence, Moscow
also maintains specialised capabilities for
underwater operations. The most important
organisation in this field is the Main
Directorate for Deep-Sea Research (IasHoe
ynpasneHue 2ay60K0800HbIX ucciedosaHuli),
commonly known as GUGI. GUGI represents
the professional end of Russia’s seabed
capability spectrum. Unlike conventional naval
forces focused on surface warfare, submarines

or coastal operations, GUGI specialises
in deep-water missions involving seabed
reconnaissance, underwater intelligence

collection, specialised submarine operations,
deployment of underwater systems, and
potential operations involving seabed
infrastructure.'® If the shadow fleet provides
scale and deniability, GUGI provides precision.

If the shadow fleet provides scale and

deniability, the Main Directorate for
Deep-Sea Research provides precision

One of the best-known platforms associated
with ~ Russian  underwater activity s
Yantar. Officially described by Russia as an
oceanographic research vessel, Yantar has
repeatedly drawn attention for its ability
to deploy underwater systems and operate

18 Rosie Laydon, “GUGI: Russia’s Secretive and
Strategically Important Special Forces of the Sea
Explained,” Forces News, 30 April 2026.
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near critical maritime infrastructure.’ The
strategic significance of such vessels is often
misunderstood. Their primary purpose
does not need to be immediate sabotage.
The first step is knowledge. Before an actor
can effectively interfere with underwater
infrastructure, it must understand
exact cable routes, seabed conditions
and burial depth.

This is intelligence preparation of the
environment. A state that understands the
seabed before a crisis has options once a crisis
begins. Mapping, surveillance, and access
preparation can create strategic leverage
without a single cable being damaged.
Russia’s underwater activity is therefore
not limited to clearly military platforms. The
difference between civilian data collection
and intelligence preparation is often not
technical; it is intent. Investigations by Nordic
broadcasters have documented Russian
vessels operating near energy infrastructure,
offshore facilities, and communication routes
while officially conducting civilian or research-
related missions.?°

Recent official and parliamentary discussions
in the United Kingdom have described Russia’s
development of capabilities against critical
underwater infrastructure as a long-term
effort, specifically linking GUGI-associated
systems to peacetime surveying infrastructure
and to threats in conflict.?? Norwegian
intelligence assessments have similarly
treated Russian maritime activity and the
vulnerability of undersea infrastructure as part
of a broader challenge to Northern European
security.?? Finnish security authorities have
also warned that tensions in the Baltic Sea
have increased and that critical infrastructure

19 “Russian ‘Research’ Vessel near UK Cables,” Naval
Institute of Australia, 17 November 2024.

2 Niels Fastrup, Lisbeth Quass, Frederik Hugo Ledegaard
Thim, “Afslgring: Russiske spionskibe forbereder mulig
sabotage mod havvindmeller, gasrgr og strgmkabler
i Danmark og Norden [Revelation: Russian Spy Ships
Preparing Possible Sabotage of Wind Farms, Gas
Pipelines and Power Cables in Denmark and the
Nordic Region],” DR Mgrklagt, 19 April 2023.

21 “Russian Ship ‘Yantar Volume 850: debated on
Tuesday 25 November 2025, vol. 845, UK Parliament,
House of Lords, 25 November 2025.

22 Norwegian Intelligence Service, Focus 2025: The
Norwegian Intelligence Service’s Assessment of
Current Security Challenges (Norwegian Intelligence
Service, 2025).

is among the targets of interest in the region.?®
The implication is that Russia’s seabed posture
is neither improvised nor limited to the Baltic.
The Baltic is one region where a wider Russian
capability set meets dense infrastructure,
shallow waters, and heavy civilian traffic.

Russia’s seabed posture is neither improvised

nor limited to the Baltic

This matters for threat assessment. A ship such
as Yantar does not need to cut a cable to be
strategically relevant. Its presence can indicate
mapping, signalling, or preparation. It can
also generate uncertainty among European
publics and policymakers. In peacetime, this
creates political pressure. In a crisis, the same
knowledge could enable selective disruption
designed to complicate military movement,
energy supply, or government communication
while avoiding the appearance of a conven-
tional attack.

1.2.2. ELECTRONIC WARFARE AND THE
MARITIME GREY ZONE

Russian pressure in the Baltic region extends
beyond maritime activity. Since Russia’s full-
scale invasion of Ukraine, the region has
experienced repeated Global Navigation
Satellite System (GNSS) interference affecting
aviation and maritime navigation.?* The
European Union Aviation Safety Agency
(EASA) and the European Organisation for
the Safety of Air Navigation (EUROCONTROL)
have described GNSS interference as a regular
occurrence, particularly at the edges of conflict
zones, and in 2026 published a joint action
plan to mitigate the safety effects of jamming
and spoofing.?®

GNSS disruption serves the same strategic
objective as underwater grey-zone activity:
i.e., creating uncertainty. It can complicate
situational awareness, disrupt navigation,

2 Finnish Security and Intelligence Service (SUPO),
“Growing Tensions in the Baltic Sea,” in National
Security Overview 2026 (SUPO, 2026).

24 Dimitra Sotirchos, “14 European States Warn of
Russian GPS Interference Threatening Baltic Shipping,”
Pole Star Global, 6 February 2026.

25 “EASA and EUROCONTROL Publish Joint Action Plan
to Ensure Safe Operations during GNSS Interference

Events,” European Union Aviation Safety Agency, 26
March 2026.
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The most probable scenario is continued
pressure combining commercial cover,

intelligence activity, electronic disruption,

increase confusion and make attribution
harder. Modern maritime monitoring depends
heavily on digital systems, including satellite
navigation, AIS tracking, vessel monitoring,
port systems, and integrated surveillance
networks. Electronic interference does not
damage a cable directly. However, it affects
the environment in which suspicious activity is
detected, reconstructed, and understood.

The interaction between physical and
electronic pressure is important. A vessel may
be tracked through AIS, radar, satellite imagery,
and port records. But if navigation data is
unreliable, if spoofing creates false positions,
or if communications are disrupted during
an incident, the evidentiary picture becomes
more difficult to establish. This benefits actors
who rely on ambiguity. It also increases the
burden on states and infrastructure operators,
which must combine technical forensics,
maritime law, intelligence assessment, and
public communication under time pressure.

and physical interference

1.3. RUSSIAN THREATS IN THE
BALTIC SEA IN 2026-30

Future Russian activity in the Baltic Sea is
unlikely to rely on one method. The most
probable scenario is continued pressure
combining commercial cover, intelligence
activity, electronic disruption, and
selective physical interference.
The Baltic Sea is unlikely to see a
traditional naval confrontation as
the first indication of escalation. The
opening phase is more likely to involve
systems that modern societies depend on but
rarely see. The objective would not necessarily
be destruction but rather paralysis. A society
trying to understand whether events are
accidental or deliberate is already experiencing
part of the intended effect.

e The first likely threat is more ambiguous
infrastructure damage. Future incidents
may involve anchor dragging, unexplained

cable faults, suspicious vessel movements,
partial damage that reduces capacity
without causing a full outage, or technical
failures under unclear circumstances. The
strategic effect would come from forcing
states to investigate repeatedly, to warn the
public cautiously, and to spend resources on
restoring confidence. Russia would benefit
most from incidents that remain legally
unresolved. The Eagle S proceedings showed
how even a visible physical mechanism can
produce a complex jurisdictional dispute.

e The second threat is intelligence
preparation before a crisis. The most
consequential Russian activity may happen
long before open confrontation. A future
crisis would not begin with searching for
targets. Many targets would already be

mapped. Potential preparation includes
identifying  critical cables, observing
response patterns, analysing repair
capability, locating weak points, and

assessing redundancy. A cable map is
not only a technical document. In a
crisis, it becomes a coercive map of
societal dependence.

e The third threat concerns offshore
energy infrastructure. The expansion
of offshore wind, transformer
platforms, export cables, and remote-
control networks will create additional
potential targets. These systems combine
physical structures with digital control
systems, which creates opportunities for
combined cyber, electronic, and physical
pressure.’® An offshore wind farm may
not be as politically dramatic as a pipeline

The Baltic energy transition will expand the

underwater and near-underwater attack
surface

explosion, but disruption to export cables
or control systems could create energy-
market effects, insurance costs, and public
uncertainty. The Baltic energy transition will
therefore expand the underwater and near-
underwater attack surface.

26 Klaudia Maciata, “Offshore Wind Farms as Critical
Infrastructure in the Era of Hybrid Threats —a New
Dimension of Poland’s Energy Security,” Internal
Security Review 34, no. 18 (2026): 331-350.
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The fourth threat is coordinated multi-
domain pressure. The most serious
scenario is not one damaged cable. It is a
simultaneous disruption: GNSS interference,
telecommunications  problems,  cyber
incidents, suspicious vessel movements,
disinformation narratives, and energy-
market pressure. Such a scenario would not
need to disable all systems. It would need
to overload decision-making, so the effect
would be cumulative. Each incident would
be explainable in isolation; together they
would create strategic paralysis.

The fifth threat is narrative exploitation.
Russia can exploit both real and
suspected incidents. If damage occurs,
Russian information channels can deny
responsibility, promote alternative theories,
accuse European governments
of escalation, or suggest that
the west cannot protect its own
infrastructure. If damage does
not occur, the visible presence of
Russian or Russia-linked vessels can still
create anxiety. The information domain
turns underwater infrastructure from a
technical issue into a political vulnerability.

The sixth threat is the legal gap between
infrastructure dependence and maritime
jurisdiction. The Baltic Sea is crowded but
not simple. Territorial waters, exclusive
economic zones, flag-state jurisdiction,
commercial ownership, and insurance
structures all intersect. The 2025 Eagle S
judgment and subsequent appeal show how
this complexity can become operationally
useful for a grey-zone actor. A state may
know what happened technically, yet still
struggle to translate that knowledge into
criminal liability or strategic attribution.

The danger is not only a catastrophic attack,

but a gradual adaptation to insecurity

e The final threat is normalisation. If
repeated incidents are treated as the new
background noise of Baltic security, Russia
may succeed in lowering the political
threshold for disruption. The danger
is not only a catastrophic attack, but a
gradual adaptation to insecurity. In such
an environment, citizens, companies, and

governments begin to assume that cables
may fail, repairs may take months, and
attribution may remain unresolved. That
expectation itself is a form of strategic
degradation.

1.4. BEYOND THE BALTIC

Russia’s approach to the Baltic underwater
domain should not be understood solely
through the lens of sabotage. Sabotage is only
one possible outcome. The broader strategy is
maintaining options. Russia seeks access and
knowledge before conflict, ambiguity during
incidents, and narrative advantage after
disruption. The Baltic Sea is well suited to
this approach because it is shallow, crowded,
infrastructure-dense, and legally complex.

military operations

The main analytical lesson from the period
since 2022 is that seabed competition is not
limited to specialist military operations. It
also involves commercial vessels, anchors,
ownership structures, sanctions evasion,
legal ambiguity, electronic interference and
information manipulation. Russia’s toolkit is
effective because it combines the ordinary
and the specialised. A shadow-fleet tanker
can create deniability and presence. A GUGI-
associated platform can provide precision and
mapping. GNSS interference can complicate
tracking. Disinformation can exploit
uncertainty. The whole is more important than
any single method.

The Baltic Sea incidents should be read
as indicators of a changing strategic
environment, rather than as separate
technical failures. Nord Stream
revealed the political shock value of
seabed sabotage. Balticconnector
demonstrated the utility of the
anchor-drag model. The 2024 cable incidents
showed the power of repetition and
uncertainty. EstlLink 2 connected undersea
infrastructure security to the shadow fleet
and to jurisdictional constraints. Together,
these cases show how infrastructure built for
integration can become a pressure point in
confrontation.

CONNECTING THE ENDS
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For Russia, the ideal seabed operation may not
be a spectacular act that produces immediate
attribution and a unified Western response. It
may be an incident that is physically damaging,
legally ambiguous, commercially plausible,
and politically confusing. That is why the Baltic

underwater domain will remain a central
theatre of Russian grey-zone activity. The
future threat is not only that Russia may cut
cables. It is that Russia will continue to turn
the vulnerability of hidden infrastructure into
a persistent instrument of strategic pressure.
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2. CRITICAL UNDERSEA
INFRASTRUCTURE: AN
ESTONIAN PERSPECTIVE

Henrik Praks

Critical undersea infrastructure — including
submarine cables and energy pipelines —
forms the backbone of modern societies.
These systems carry electricity, digital
communications, and data flows that sustain
economies, governance, and daily
life. The Baltic Sea alone has over
35 undersea data cables, numerous
high-voltage cross-border electricity
cables, and several gas pipelines.
Being a shallow and narrow inland
sea facilitates the laying of critical undersea
infrastructure on the seabed, but it also
exposes it to interference, whether accidental
or deliberate. The disruption of critical
undersea infrastructure can have immediate
and cascading effects across borders, markets,
and societies.

The Baltic Sea region has become a focal point
for evolving practices in maritime critical
infrastructure protection, driven by multiple
incidents in recent years that have resulted in
damage and disruption. These incidents have
demonstrated that undersea infrastructure is
increasingly exposed to outside interference,
whether deliberate or accidental. It has
highlighted the vulnerability of assets
designed primarily for efficiency
and redundancy against natural
disasters, rather than for protection
against intentional sabotage. The
challenge is compounded by the
fact that undersea infrastructure is
transnational, privately owned, and
located across different maritime
legal regimes, thereby disruptions to it are not
merely bilateral issues between coastal states.

At the same time that incidents involving
cables and pipelines have become frequent,
additional maritime infrastructure is being
constructed in the Baltic Sea region, including
large-scale offshore wind farms that rely on
extensive networks of undersea cables. This
means that a growing number of infrastructure
projects across Baltic Sea countries could
become potential targets for Russian sabotage.

Disruptions of connections could result in
prolonged internet outages and undermine
business operations—particularly in financial
markets—while generating public anxiety
about security and potentially creating
conditions for wider military escalation. Such
incidents risk weakening the overall sense of
security and confidence in the reliability of
critical infrastructure. It is therefore essential
that countries in the region avoid becoming
trappedin a permanent state of crisis readiness
and insecurity.

It is essential that countries in the region
avoid becoming trapped in a permanent state

of crisis readiness and insecurity

Addressing these risks requires unpreceden-
ted levels of cooperation among states, private
companies, and international organisations.
This chapter explores the complexity of
protecting undersea infrastructure in the
Baltic region, focusing on the Estonian
experience, examines existing regional
responses, and proposes strategic directions
for strengthening protection.

2.1. A UNIQUE VULNERABILITY

Critical undersea infrastructure is inherently
complex and vulnerable for several reasons.
Cables and pipelines are hidden at the seabed
and therefore hard to monitor continuously.

Cables and pipelines are physically lightly
protected, as they were designed for

efficiency and redundancy against natural
accidents

For the most part, they are also physically
lightly protected, as they were designed
primarily for efficiency and redundancy
against natural accidents, not for protection
against intentional sabotage.

While relatively easy to damage, for example,
by anchor dragging, they are difficult to repair.
Repair operations in the undersea domain
are technically demanding, costly, and time-
consuming; they can take weeks to months
and are also influenced by the limited number
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of specialised repair ships available. This has
proven especially problematic in the case
of disruptions to electricity cables and gas
pipelines. Both the Estlink 2 cable, disrupted
in December 2024, and the Baltic Connector
pipeline, broken in October 2023, took about
half a year to return to service.

well beyond the estimated roughly €30 mn
in repair costs for both Estonian and Finnish
grid operators. The half-year-long cable
outage affected electricity markets across the
three Baltic states, costing consumers tens of
millions of euros each month.?” Similarly, the

Legal fragmentation, technical difficulty,

Critical undersea infrastructure : :
and dispersed ownership structure make

connects multiple states and markets.
This results in a complex governance

any incident an international rather than a

structure  due to fragmented
ownership. Data cables are privately
owned, often by international
telecom companies. At the same time, their
failure affects entire societies, and the security
implications of their disruption are borne
by states. Energy pipelines and electricity
interconnectors have stronger links with
governments, as they are usually owned by
national state-controlled companies. For
example, the Estonian electricity and gas
transmission system operator Elering, together
with its Finnish counterparts, manages the
two Estlink electricity cables and the Baltic
Connector gas pipeline between Estonia and
Finland.

Transnational critical undersea infrastructure
is subject to multiple legal regimes under
international maritime law. In the Baltic Sea,
infrastructure runs through both the national
territorial waters and the exclusive economic
zones (EEZ) of the coastal countries, which
are international waters under maritime law.
These areas are governed by different legal
rights and enforcement authorities.

This combination of legal fragmentation,
technical difficulty, and dispersed ownership
structure creates gaps in responsibility and
response capacity. No single actor has full
control over the security of these
systems. At the same time, this makes
anyincidentinvolving critical undersea
infrastructure an international issue
rather than a purely domestic one.
Damage to a single cable or pipeline can affect
many countries simultaneously by disrupting
connectivity, driving up energy prices, or
causing systemic instability.

The recent incidents in the Baltic are a
good example. Disruption of the Estlink 2
electricity cable had financial consequences

domestic issue

disruption of the Baltic Connector — despite
the pipeline being only a relatively small part
of the European gas network — resulted in an
immediate, noticeable rise in European gas
price futures.®

This interconnectedness means that attacks
on undersea infrastructure have strategic
significance. They can be used to test political
resolve, disrupt connections, and create
economic pressure. As such, they form
part of a broader pattern of hybrid activity
designed to remain below the threshold of
armed conflict while still achieving political or
strategic objectives.

2.2. INTERNATIONAL AND
REGIONAL COOPERATION

The international nature of critical undersea
infrastructure and the far-reaching
consequences of its disruption—both regionally
and beyond-mean that national approaches
alone are insufficient to ensure its protection.
This shared vulnerability requires collective
security efforts to extend into the maritime
and undersea domains.

Shared vulnerability requires collective

security efforts

Such efforts involve both the European Union
and NATO, of which all Baltic Sea states except
Russia are members. In addition to these major

27 Marko Tooming, “EstLink 2 Outage to Cost Consumers
€50 Million in February,” ERR News, 14 February 2025.

28 “Finland Police Investigate Undersea Gas Pipeline Leak
as Possible Sabotage,” Associated Press, 11 October
2023.
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international organisations, several regional
frameworks contribute to strengthening
infrastructure protection in the Baltic Sea
region. These include the Joint Expeditionary
Force (JEF), a ten-nation coalition led by the
United Kingdom, and the Council of the Baltic
Sea States (CBSS), as well as various smaller
bilateral and multilateral cooperation formats
among regional countries.

e The EU plays an increasingly important
role in the protection of critical undersea
infrastructure both across Europe as a
whole and, in particular, in the Baltic Sea,
primarily through regulatory, coordination,
funding, and resilience-building measures.
It provides the legal, economic, and
institutional framework necessary to
enhance the resilience and protection of
critical undersea infrastructure.

It contributes to infrastructure security by
strengthening cooperation among member
states, improving situational awareness,
and enhancing the resilience of critical
undersea connections. The EU adopted
legislation to improve the resilience of
critical infrastructure, notably the Critical
Entities Resilience (CER) Directive and the
NIS2 Directive, which require member
states and operators of essential services
to identify risks, strengthen security
measures, and improve incident reporting.
It also contributes to coordination and
information sharing through increased
efforts to facilitate intelligence exchange,
risk assessments, and coordinated
responses. Through initiatives such as the
Connecting Europe Facility, the EU funding
supports the development, modernisation,
and diversification of cross-border energy
and digital infrastructure. In response
to recent damage to the Baltic Sea’s
underwater infrastructure, the EU has also
launched specific actions to improve cable
security, increase monitoring capabilities,
strengthen public-private cooperation, and
support rapid repair capabilities

e NATO'’s role in protecting critical undersea
infrastructure in the Baltic Sea is centred
on military deterrence, surveillance,
situational awareness, and military response
capabilities, as part of its collective defence
role. In 2023, NATO already established a

dedicated NATO Maritime Centre for the
Security of Critical Undersea Infrastructure
to improve information sharing, coordinate
among Allies, and strengthen the security
of undersea energy and communications
networks.

InJanuary 2025, following the Eagle S cable-
cutting incident, the Alliance launched a
maritimemission, BalticSentry,tostrengthen
protection of critical infrastructure in the
Baltic Sea and deter further damage. The
Baltic Sentry has involved deploying a range
of assets, including naval vessels, maritime
patrol aircraft, and air and naval drones,
to enhance maritime patrols, intelligence
gathering, and surveillance in the Baltic Sea,
improving awareness of activities around
critical infrastructure.”® The mission was
meant to demonstrate that the security of
the Baltic Sea is a collective concern of the
entire Alliance. NATO regularly conducts
maritime exercises in the Baltic Sea that
include scenarios involving the protection of
critical infrastructure against hybrid threats
and sabotage. These exercises improve
interoperability among Allied forces
and enhance preparedness for potential
incidents.

From the other co-operation formats, the
role of the JEF framework was especially
noticeable following the Balticconnector
disruption in October 2023. After the gas
pipeline was cut, the JEF defence ministers
activated the first of the crisis response
protocols named JEF Response Option.*
In the aftermath of the damage done by
Eagle S ship, a summit was held in Helsinki
in January 2025 in the novel format of the
Baltic Sea NATO Allies. It produced a joint
statement underscoring concern over
increasing incidents of damage to undersea
infrastructure and pledging coordinated
action to deter, detect, and counter
sabotage.’!

e |n May 2025, at the CBSS meeting, foreign

ministers signed a Memorandum of

2 “Strengthening NATQ’s Eastern Flank,” NATO, last

modified 17 June 2026.

30 “Recent JEF Activity to Protect CNI in the Baltic,” Joint

Expeditionary Force, 16 January 2024.

31 “)oint Statement of the Baltic Sea NATO Allies

Summit,” Office of the President of the Republic of
Finland, 14 January 2025.
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Understanding (MoU) on cooperation for
the protection of critical infrastructure.
The memorandum commits countries to
sharing information and best practices,
coordinating actions with the EU, NATO, and
other regional organisations, establishing
an expert group, and exploring new
joint projects to enhance infrastructure
protection and capabilities.?? The Baltic Sea
states are actively cooperating to monitor
shipping and vessel activity, respond quickly
and decisively to potential incidents, collect
evidence of criminal intent, and hold
perpetrators accountable.

In smaller formats, Estonia has been
establishing infrastructure protection
framework agreements with its most
immediate neighbours. In September 2024,

Estonia has been establishing infrastructure

protection framework agreements with its
immediate neighbours

Finland and Estonia signed an MoU to develop
cooperation on monitoring and repair of
underwater energy links—indicating expanded
bilateral coordination on resilience planning
for critical infrastructure.?® In June 2025, the
three Baltic states and Poland signed an MoU
to protect critical energy infrastructure and
strengthen resilience. The agreement outlines
key areas of cooperation, including information
exchange, joint exercises, and the sharing of
best practices. A dedicated working group will
coordinate initiatives, exchange information,
and implement joint security measures to
protect critical energy infrastructure — both

32 “Foreign Ministers Gather in Estonia for CBSS
Ministerial Session 2025 to Address Regional
Security,” Council of the Baltic Sea States, 16 May
2025; The Government of Denmark, the Government
of the Republic of Estonia, the Government of

the Republic of Finland, the Government of the
Federal Republic of Germany, the Government of
Iceland, the Government of the Republic of Latvia,
the Government of the Republic of Lithuania,

the Government of the Kingdom of Norway, the
Government of Republic of Poland, the Government
of Sweden and the European Union, Memorandum of
Understanding on the Protection of Critical Undersea
Infrastructure in the Baltic Sea (Lietuvos Respublikos
Vyriausybé, 16 May 2025).

“Estonia and Finland Intensify Cooperation in
Protecting Underwater Energy Transmission,” Ministry
of Climate of Estonia, 27 September 2024.

3

w

on land and at sea — from physical, cyber, and
other threats.?

In November 2024, the Baltic Sea and North
Sea states also established an expert group
to address the challenges posed by shadow
fleets’ activities.® This coalition, which soon
grew to 14 members, focuses on sanctions
enforcement, policy approaches to the shadow
fleet, legal interpretations of maritime law, and
the development of coordinated responses to
suspicious vessel activity. The objective is to
align national practices and create a consistent
regional approach that limits loopholes and
ambiguities that hostile actors could exploit.

On 26 January 2026, the 14 states involved
issued an Open Letter warning that maritime
safety risks are rising due to the growing
operation of substandard and poorly
regulated vessels, particularly
shadow-fleet  ships that lack
proper certification, insurance, and
oversight.’® The letter stresses that
these unsafe practices threaten
human life, freedom of navigation, and the
marine environment, especially in narrow,
heavily trafficked waters, where a single
accident could cause major pollution and
economic damage. It calls on the international
maritime community, under the framework of
the International Maritime Organization (IMO),
to strengthen cooperation, monitoring, and
enforcement of existing international rules,
and urges all states and maritime actors to
uphold safety and environmental standards to
prevent serious accidents and environmental
disasters.

2.3. RESILIENCE

Building the resilience of critical undersea
infrastructure is essential to ensure that
vital functions that depend on undersea

34 “Baltic States and Poland Sign Memorandum to
Protect Critical Energy Infrastructure,” Ministry of
Climate of Estonia, 16 June 2025.

35 “Regional Group of European Countries Working
Together to Further Counter the Russian ‘Shadow
Fleet,” Ministry of Foreign Affairs of Estonia, 15
November 2024.

36 “Open Letter by the Coastal States of the Baltic Sea
and the North Sea with Iceland on the Growing Risks
to Maritime Safety to the International Maritime
Community,” Ministry of Foreign Affairs of Estonia, 26
January 2026.
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connections can continue even when
disruptions occur. Strengthening resilience
through physical hardening of infrastructure,
redundancy and rapid repair capabilities
reduces vulnerabilities and improves the
ability of states and operators to prevent,
withstand, and quickly recover from incidents
affecting critical undersea infrastructure.

Estonia’s National Security Concept 2026
(Eesti  julgeolekupoliitika alused 2026),
approved by the Parliament in June 2026,
places significantly greater emphasis on
economic security, critical services, and the
protection of critical infrastructure than
previous versions.3” The strategy
identifies the resilience of critical
infrastructure and essential services
as a core component of national
security. The document emphasises
that security is a shared responsibility
involving the state, municipalities, operators
of critical services, businesses, and society as a
whole. It also stresses the need to strengthen
preparedness, crisis resilience, and the
protection of infrastructure that underpins
Estonia’s economy and security. It mentions
that in the event of incidents, crises—such
as disruptions of undersea connections—
and war, international connections may be
temporarily disrupted or cut off. Therefore,
the new national security concept establishes
that to ensure crisis resilience, supply security
solutions, including reserves, must enable
Estonian society to cope for at least 30 days in
the event of a crisis or war, until the necessary
connections are restored.

2.3.1. PHYSICAL HARDENING AND
INCREASED REDUNDANCY

Much of the Balticregion’s underwater
infrastructure was built at a time
when the threat posed by Russia
appeared less immediate, and
therefore most existing cables and
pipelines were not designed with sabotage in
mind. Their protection has traditionally
focused on accidental damage from fishing,
anchors, or natural events, but not on
intentional attacks. This means that it is

37 Riigikantselei (Government Office of Estonia),
Eesti julgeolekupoliitika alused [Foundations of
Estonia’s Security Policy], approved by the Riigikogu
(Riigikantselei, 10 June 2026).

necessary to consider whether submarine
cables and pipelines could be reinforced to
protect them against deliberate sabotage.
Possible protective measures include sensors
that detect anchor dragging and structural
protections around cables. Elering will invest
in undersea monitoring equipment so that the
Estonian Navy gains an additional capability to
understand what is happening under the sea
near the infrastructure. But it is prohibitively
expensive to ‘armour-plate’ hundreds or even
thousands of kilometres of subsea cables
against deliberate physical attacks, so a large-
scale reinforcement of existing undersea
infrastructure is unlikely. 3

A large-scale reinforcement of existing

undersea infrastructure is unlikely

However, new infrastructure projects must
incorporate security considerations from the
design phase. Future undersea infrastructure
needs to be designed with greater awareness
of sabotage risks. This can include enhanced
burial depth, improved materials, and routing
strategies that avoid high-risk areas where
possible. One such project is the possible third
electricity interconnector between Estonia
and Finland — Estlink 3. While the cable is still
in the early planning stages, the design already
accounts for the possibility of sabotage and
the need for enhanced protection. The cable
is expected to be installed deeper, embedded
within the seabed, to reduce vulnerability.

Redundancy is one of the most effective
and foundational principles of resilience
in critical infrastructure systems. It means
designing systems so that the failure of a

Redundancy is one of the most effective,

foundational principles of resilience in
critical infrastructure systems

single component — such as a submarine
cable or an interconnector — does not cause
widespread outages or systemic instability. In

38 Meelis Oidsalu, “Elering’s Crisis Manager: Damage to
Undersea Cables Was a Deliberate Act,” Postimees, 3
March 2026.

3% Kadri Pélendik, “Potential Sabotage Attempts Being
Factored into EstLink 3 Planning Process,” ERR News, 4
June 2025.
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European-level arrangements with cable
operators frame repair capability as part of

collective resilience rather than a market-

practical terms, this requires the development
of multiple, independent routes for both
data and electricity flows. If one submarine
cable is damaged or disrupted, traffic
should be automatically rerouted through
alternative pathways without significant
service disruption. This significantly reduces
the vulnerability of highly concentrated
infrastructure corridors, such as those in
the Gulf of Finland. Overall, redundancy
transforms the impact of sabotage, accidents,
and technical failures. Instead of causing large-
scale, prolonged disruptions, such incidents
become localised and manageable events
within a broader, resilient network.

While undersea  connectivity delivers
efficiency, integration, and economic gains, a
high degree of dependence on it is increasingly
risky in today’s geopolitical environment.
Instead of assuming the reliability of undersea
connectivity, the system operators need to
actively hedge against its failure — through
diversification, redundancy, strengthened
legal frameworks, and sustained collective
protection — so that connectivity remains an
asset rather than a strategic liability.

based service

2.3.2. REPAIR CAPABILITIES

Rapid repair of damaged undersea
infrastructure is essential to minimise the
economic and political consequences of
disruption. However, the availability of
repair vessels is limited, and they are often
operated under commercial contracts that do
not always prioritise strategic or emergency
needs. For this reason, European-
level arrangements with cable repair
operators are being considered to
ensure faster mobilisation and more
reliable access to repair capacity. Such
mechanisms would frame repair capability as
part of collective resilience rather than solely
as a market-based service.

Inearly 2025, the EU adopted an Action Plan on
Cable Security, which introduced coordinated

risk assessments, mapping of submarine cable
networks, and proposals to enhance both
preventive measures and repair capacity.*
The plan also envisages the development of a
more specialised and rapidly deployable repair
capability to ensure that cable damage can be
addressed quickly, regardless of its cause. As
part of this approach, the Action Plan proposes
facilitating the contracting of repair services
already available on the market, potentially
through frameworks such as the EU Civil
Protection Mechanism or regional agreements
involving member states, cable operators, and
vessel providers. Italso foresees supporting the
acquisition or contracting of specialised repair
vessels to ensure timely response capability
across the Baltic, North, Mediterranean, and
Atlantic regions. While these initiatives are
part of EU strategic planning, they are not yet
binding multilateral agreements with specific
operators, but rather frameworks intended to
enable such cooperation in the future.

In February 2026, the European Commission
adopted a Cable Security Package that
includes risk mitigation measures and a list
of pan-European submarine cable projects.
Through the Connecting Europe
Facility (CEF-Digital), the EU s
also funding initiatives to support
emergency repair capabilities for
submarine cables. A pilot call worth
€20 mn was issued to finance cable
repair modules for use in the Baltic
Sea area in emergency situations.*

2.3.3. STATE AUTHORITIES AND
INFRASTRUCTURE OPERATORS

Public-private cooperation is essential for
increasing the resilience of critical undersea
infrastructure, because these assets are
owned, operated, and maintained by telecom
and energy companies, while the integrity

Integrity and continuity of services are

matters of national security

40 European Commission, EU Action Plan on Cable
Security, JOIN(2025) 9 final (European Commission, 21
February 2025).

41 “CEF-Digital New Call Open: €20 Million to Ensure Fast
Emergency Repair of Submarine Cables in the Baltic

Sea,” European Health and Digital Executive Agency, 5
February 2026.
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Vulnerable points include terrestrial landing

and continuity of their services are matters
of national security. States rely on private
operators for technical expertise, real-
time monitoring, and repair capacity, while
operators depend on states for regulatory
frameworks, security coordination, and crisis
response support.

Infrastructure operators, as a rule, have the
most detailed, real-time data on cable or
pipeline performance, faults, and anomalies,
while state authorities may hold intelligence on
hybrid threats, maritime risks, or geopolitical
developments. Combining these perspectives
improves early warning capabilities and allows
faster identification of sabotage, accidents, or

sites and control systems

technical failures. Estonia has strengthened
cooperation with cable and energy operators
by including infrastructure owners in threat
briefings and resilience planning, and
coordinating reporting mechanisms for
unusual activity near infrastructure routes.

Estonian national risk assessment explicitly
discusses  physical threats to critical
infrastructure, including subsea cables and
cross-border energy links, and stresses
the importance of planning and protective
mechanisms. Deliberate damage to undersea
connectionsis listed as a credible risk, requiring
the implementation of mechanisms to protect
and build resilience. The risk assessment also
emphasises that, for undersea connections,
a cable or pipeline is only one part of the
whole system; vulnerable points also include
terrestrial landing sites and control systems.
Therefore, operators of critical infrastructure
are required to maintain and strengthen both
physical and digital resilience.*

In Estonia, the framework for critical
infrastructure protection is primarily built
around the system of entities designated
as providers of vital services (Elutdhtsate
teenuste osutajad, ETO). The ETO framework
identifies organisations whose services are
essential for the functioning of society and

42 Government Office of Estonia, “Infrastructure
Sabotage,” in National Risk Assessment (Riigikantselei,
11 November 2025).

the state, including sectors such as energy
supply (including electricity transmission and
interconnectors) and telecommunications.
Once included in this category, operators
are legally required to ensure continuity and
resilience of their services. This includes
risk management and continuity planning;
measures to protect infrastructure assets
against sabotage, accidents, and natural
hazards; implementation of technical and
organisational measures to prevent cyber
incidents and ensure the secure operation of
networks; incident reporting obligations; and
the requirement to cooperate with state crisis
management structures.”®* However, not all
operators of submarine telecommuni-cations
cables are automatically designated
as ETOs and, therefore, not subject to
the full list of binding resilience and
protection obligations.

2.4. SITUATIONAL AWARENESS
AND CROSS-BORDER
INFORMATION SHARING

Preventing sabotage of critical undersea infra-
structure requires strengthened intelligence
gathering, effective attribution of responsibility,
and systematic analysis of vessels, operators,
and corporate structures that may be linked to
violations or suspicious activity.

Accurate situational awareness is fundamental
to maintaining maritime security and
protecting critical infrastructure in the Baltic
Sea. It enables authorities to understand
ongoing activity in real time, identify
anomalies, and detect potential threats before
they escalate into incidents. This depends on
enhanced maritime and aerial surveillance
capabilities, including continuous monitoring
of vessel movements, routing behaviour, and
operational patterns, supported by advanced
analytical tools such as Al to identify suspicious
or non-standard behaviour. These combined
efforts contribute to a more comprehensive
and operationally relevant picture of activity
in the Baltic Sea, enabling earlier identification
of risks to critical infrastructure, such as
submarine cables and pipelines.

4 Government Office of Estonia, “Elutihtsad teenused”
[Vital Services], in Kriisideks valmistumine Eestis [Crisis
Preparedness in Estonia] (Riigikantselei), accessed 19
June 2026.
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Baltic Sea countries are testing naval drones [

Given the increasing complexity of the threat
environment, continuous and persistent
surveillance of the entire Baltic Sea region
has become increasingly necessary. This has
required the deployment of new monitoring
technologies, including unmanned systems.
Unmanned underwater vehicles (UUVs) can be
used to patrol areas near critical infrastructure,
supported by seabed sensor networks that
provide persistent detection capabilities.
Improved real-time monitoring and rapid
data processing are essential, and advanced
technologies — including Al — should be used
to make the maritime environment more
transparent and interpretable for operational
decision-making. Further work is needed to
identify emerging technologies and to improve
the speed and efficiency with which a shared
maritime situational picture can be generated
and distributed among stakeholders.

and autonomous maritime systems to

develop capabilities tailored to the region’s
environmental and operational conditions

Several Baltic Sea countries are already testing
naval drones and autonomous maritime
systems to develop capabilities tailored
to the region’s specific environmental and
operational conditions. Unmanned systems
offer significant operational potential and
flexibility, as they can autonomously monitor
designated areas, detect anomalies, and track
objects of interest, thereby freeing up limited
naval and border guard resources for other
critical tasks.

In recent years, maritime situational
awareness in the Baltic Sea has
improved significantly through
better data integration, enhanced
surveillance systems, and cross-border
cooperation.** However, no single state can
monitor the entire Baltic Sea independently.
Cross-border sharing of maritime data,
intelligence, and risk assessments is therefore
essential to building a comprehensive and
reliable picture of regional activity. Such
cooperation enables states to identify vessels

44 “US Marines Practice with Finns to Intercept Shadow
Fleet,” Yle News, 1 April 2025.

of concern, track their movements across
jurisdictions, and coordinate responses to
potential incidents or hybrid threats.

In this context, the Baltic Sea states are
developing a network of maritime surveillance
centres to strengthen regional cooperation.
The initiative is led by the Finnish Border
Guard, with Estonia contributing through
the Estonian Navy’s Maritime Operations
Centre. The objective is to improve real-time
information exchange on vessel movements
— including so-called shadow-fleet shipping—
and to enhance the identification of potential
sabotage risks.** The network is designed
to strengthen monitoring and response
capabilities in the Baltic Sea by connecting
existing national border guard and surveillance
structures rather than creating entirely new
institutions. It enables participating states to

share real-time data, risk assessments,
threat analyses, thereby
improving collective maritime domain
awareness. The European Commission
is also supporting this initiative,
reflecting the broader European
Union’s interest in strengthening the
protection of critical infrastructure
and improving security and resilience in the
Baltic Sea region.

2.5. SIGNALLING AND
INSPECTIONS

Situational awareness itself creates a
deterrent effect on potential perpetrators
of sabotage by increasing the likelihood
that suspicious activity will be detected,

The surveillance systems should be

complemented by routine radio
communication and inspection

scrutinised, and ultimately responded to. The
presence of monitoring systems sends a clear
signal to perpetrators that their actions will
not go unnoticed. The surveillance systems
should be complemented by routine radio

4 “Finland to Launch Maritime Surveillance Hub
Together with Baltic Allies,” ERR News, 26 January
2026; “Estonian Navy to Join Finnish-Led Baltic Sea
Maritime Surveillance Network,” ERR News, 31
January 2026.
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Signalling contributes to deterrence by denial EREIEES
Finland’s interventions in

communication with vessels and inspection
of suspicious ships. They communicate that
suspicious activity will be detected, legal
and enforcement procedures will follow,
and vessels cannot operate anonymously in
sensitive maritime areas such as the Baltic
Sea. Such signalling contributes to deterrence
by denial, as it increases the perceived risk
for ship operators, captains, and crews who
may consider hostile or grey-zone activities.

By raising uncertainty about successful
concealment or escape, surveillance reduces
the attractiveness of sabotage or other
disruptive actions.

In 2024, Estonia was the first Baltic Sea state
to introduce systematic insurance checks
on vessels anchoring in its EEZ, particularly
in favourable anchoring areas in the Gulf
of Finland used by merchant ships waiting
to enter Russian ports.* These checks are
conducted primarily via radio communication,
but have also included physical inspections
of vessels considered suspicious. Such checks
both verify compliance with legal and safety
regulations and signal to crews that they
are being monitored. This practice was then
adopted by many other Baltic Sea states.
Since mid-2025, these checks have become a
European-wide requirement, as the European
Commission issued its Vessel Monitoring
Directive requiring that all vessels entering
EU waters—including those merely transiting
coastlines without stopping at a port — submit
proof of adequate insurance coverage. %

Identifying suspicious vessels must be

matched with improved preparedness to

intervene when necessary

At the same time, identifying suspicious
vessels must be matched with improved
preparedness to intervene when necessary.
Effective maritime security, therefore, requires

46 “Estonia First to Start Inspecting Russian ‘Shadow
Fleet’ Vessels,” ERR News, 12 December 2024.

47 “Baltic and North Sea States Target Russian Shadow
Fleet with Insurance Check,” Shipping Telegraph, 20
December 2024.

48 “Commission Strengthens the EU Mandatory Ship

Reporting Systems,” European Commission, 23 April
2025.

not only observation but also the capability
for direct interdiction, investigation, and
enforcement action. This, in turn, requires
readiness for physical naval presence, enabling
states to directly obstruct hostile actions in
their waters and intercept and apprehend
suspects involved in suspicious activity. A
timely operational response thus becomes
a critical component in protecting critical
undersea infrastructure.

been demonstrated by
cases
involving vessels such as Eagle S and Fitburg,
where rapid action helped to stop and catch
perpetrators of infrastructure damage. In both
cases, the respective vessels were suspected
of dragging their anchors across undersea
cables linking Finland and Estonia. In response,
Finnish authorities conducted a boarding
operation, seized the vessels for investigation,
and redirected them closer to port to facilitate
further legal and technical assessment. Such
decisive action is highly likely to have disrupted
further potentially damaging activity to other
critical undersea infrastructure elements in
the area.®

In Estonia’s case, the ability to conduct
maritime interdiction operationsis constrained
by the Navy’s limited capabilities, which
consist solely of small patrol vessels and mine
countermeasure ships. In addition, the limited
availability and capacity of helicopters used
by law-enforcement authorities restricts the
ability to deploy boarding teams rapidly and
at scale.

As a result, operational responses to
incidents affecting critical undersea
infrastructure are likely to depend
heavily on cooperation with Baltic Sea
partners. In particular, Finland and
Sweden—the endpoints of submarine
cables and energy interconnectors to Estonia
— are likely to play a central role in enabling
effective  interdiction, surveillance, and
response operations.

43 “Paper: Finnish Authorities Prevented Damage to
Estlink 1, Balticconnector,” ERR News, 28 December
2024.
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Freedom of navigation should not become a

2.6. LEGAL GAPS

International maritime law codified in the
1982 United Nations Convention on the Law
of the Sea (UNCLOS) draws a clear distinction
between territorial waters, where coastal
states exercise sovereignty and possess
full enforcement powers, and international
waters, including EEZs, where enforcement
rights are very limited and generally remain
the responsibility of the vessel’s flag state. This
legal framework creates substantial challenges
for responding to incidents involving critical
undersea infrastructure that occur outside
territorial waters.

A central tension exists between states’
legitimate security concerns and the legal
principles governing maritime navigation.
Under international law, states cannot
unilaterally restrict the freedom of navigation
solely on the basis of their own security
interests. At the same time, the deliberate use
of commercial shipping for hostile or malicious
purposes is inconsistent with the principles
underlying the UNCLOS, particularly those
relating to freedom of navigation and innocent
passage. These principles were established
to facilitate lawful maritime commerce and
communication, not to enable sabotage of
critical infrastructure.

As incidents involving damage to submarine
cables and other undersea assets have
demonstrated, there is a growing debate
over whether existing legal frameworks
provide coastal states with sufficient tools to
address hybrid threats at sea. While freedom
of navigation remains a cornerstone of
international maritime law, it should not be

freedom of sabotage

interpreted as providing a shield for activities
that deliberately threaten the security and
functioning of critical infrastructure. Put
simply, freedom of navigation should not
become a freedom of sabotage.

Recent incidents in the Baltic, particularly
the Eagle S case, have highlighted these gaps
in maritime law enforcement within EEZs.
In spring 2025, Finnish prosecutors charged

the captain and two officers of the Eagle S
with aggravated sabotage and interference
with telecommunications after the vessel
allegedly damaged the Estlink 2 electricity
interconnector and several communications
cables between Finland and Estonia on 26
December 2024. However, in October 2025,
the Helsinki District Court dismissed the
case on jurisdictional grounds, ruling that
Finnish criminal law could not be applied
because the incident had occurred within
Finland’s EEZ rather than its territorial waters.
According to the court’s interpretation,
primary jurisdiction rested with the Cook
Islands, the vessel’s flag state. Although the
prosecution appealed the decision and the
legal proceedings remain ongoing, the case
exposed the difficulties of investigating and
prosecuting incidents involving damage to
critical undersea infrastructure under existing
legal frameworks.>®

More broadly, the case illustrates the
challenges associated with enforcing national
criminal law beyond territorial waters. While
coastal states possess certain rights in their
EEZs, these rights do not amount to full
sovereignty, creating legal uncertainty when
responding to deliberate acts targeting critical
infrastructure. The Eagle S case has therefore
contributed to a wider debate over whether
the current UNCLOS framework provides
adequate legal tools to address sabotage
and hybrid threats against critical undersea
infrastructure in EEZs.

Amending the UNCLOS or negotiating a new
international treaty specifically addressing the
protection of critical undersea infrastructure is
unlikely in the foreseeable future. Such
processes would be politically
complex, time-consuming, and
require broadinternational consensus,
making their outcomes highly
uncertain.

Nevertheless, existing international law leaves
room for interpretation and evolution through
state practice. Consistent actions by states,

50 Winston Qiu, “Finnish Court Dismisses Case against
Eagle S — Alleged Sabotage of Cables in the Baltic
Sea,” Submarine Cable Networks, 28 October 2025;
Tom Ruys and Yiannis Bamnios, “Anchoring Criminal
Jurisdiction at Sea: The Helsinki District Court’s
Eagle S Judgement and its impact for the protection
of submarine cables and pipelines,” EJIL:Talk!, 7
November 2025.
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Consistent actions, when supported by a

particularly when supported by a common
legal rationale and accepted by other states,
can gradually influence how international legal
norms are understood and applied. In the Baltic
Sea context, coordinated regional approaches
to monitoring, interdiction, investigation,

review of its maritime security legislation and
authorities’ powers in relation to incidents
occurringinthe EEZ.>> While no comprehensive
legislative overhaul has yet been completed, it
illustrates a growing recognition among Baltic
Sea states that existing legal frameworks may
need to be adjusted to address hybrid
threats targeting critical undersea
infrastructure.

common rationale and accepted by others,

can influence how international legal norms
are understood and applied

Baltic Sea states are ensuring that domestic

authorities possess mandates, powers, and
procedures

and the protection of critical undersea
infrastructure may therefore contribute to
the development of legal practice that better
addresses emerging hybrid threats.

Rather than seeking immediate treaty reform,
states may achieve more practical results
by establishing common interpretations
of existing legal provisions, harmonising
enforcement practices, and strengthening
regional cooperation. Over time, such
consistent practice could help shape the
application of international maritime law to
contemporary security challenges affecting
critical undersea infrastructure.

Another important aspect is national legal
reform. Rather than seeking changes to
international law, Baltic Sea states are
increasingly focusing on ensuring that their
domestic authorities possess clear mandates,
adequate powers, and effective procedures to
prevent, investigate, and respond to incidents
involving critical undersea infrastructure.

Countries have begun adapting their legal
frameworks to address the growing threat of
sabotage and hybrid attacks targeting critical
infrastructure. In early 2026, Poland adopted
legislation expanding the powers of its armed
forces to protect critical infrastructure in the
Baltic Sea region.’! Following the Eagle S
incident, Finland also launched a broader

51 “New Polish law expands military powers to secure
Baltic Sea,” Polskie Radio, 8 February 2026.

Estonia has similarly reviewed and
amended its national legislation
to ensure that authorities can
intervene when critical underwater
infrastructure is threatened, even beyond
territorial waters. In April 2025, the Parliament
passed amendments to the Defence Forces
Organisation Act and the Economic Zone
Act. Previously, Estonia’s legislation limited
intervention rights to territorial waters only.
The change of legislation granted the Defence
Forces the authority to intervene, stop, and
inspect vessels also in the EEZ if there is a
justified suspicion that the vessel poses a
threat to critical underwater infrastructure.
If a vessel fails to comply with lawful orders,
the use of force is permitted, but it must
remain proportionate and grounded in law-
enforcement authority. Such intervention can
also involve cooperation with international
partners.>?

2.7. EXPERIENCES, CHALLENGES,
AND RESPONSES

Critical undersea infrastructure has become
an indispensable component of the security,
economic prosperity, and societal
functioning of the Baltic Sea region.
Submarine data cables, electricity
interconnectors, and gas pipelines
form the backbone of regional
connectivity, making their protection
a matter of national and collective security.
Recent incidents involving damage to
undersea infrastructure have demonstrated
both the vulnerability of these assets and
the significant consequences of disruptions

52 “Rajavartiolaitokselle ehdotetaan lisda valtuuksia
puuttua tuhotdihin merelld [It is proposed that the
Border Guard be given additional powers to intervene
in acts of sabotage at sea],” Yle, 9 December 2025.

53 “The Riigikogu passed the Act strengthening maritime
security,” Riigikogu, 9 April 2025.
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The p

to energy security, communications, and
regional stability. While accidental damage
remains a concern, states must increasingly
prepare for deliberate acts of sabotage by
increasingly aggressive Russia. The Baltic Sea’s
dense concentration of critical infrastructure,
combined with growing geopolitical tensions,
makes the region particularly exposed to such
threats.

Resilience begins with prevention. Enhanced
maritime domain awareness, intelligence
sharing, continuous surveillance, and the use
of emerging technologies can improve the
ability to detect suspicious activity and identify
threats at an early stage. At the same time,
visible monitoring, inspections, and maritime
patrols contribute to deterrence by increasing
the perceived likelihood of detection,
interception, and legal consequences.

However, surveillance alone is insufficient.
Effective protection also requires credible
response capabilities. The ability to intervene
rapidly, investigate incidents, and, where
necessary, interdict suspicious vessels is
essential for maintaining deterrence and
ensuring accountability. Given the operational
limitations of individual states—particularly
smaller Baltic Sea  countries—regional
cooperation remains indispensable. No single
state possesses the resources or legal reach
necessary to secure the entire Baltic Sea
independently.

rotection of critical undersea

infrastructure must be a shared

respo

nsibility

The protection of critical undersea infra-
structure must therefore be understood as a
shared responsibility of national authorities,
private operators, the European Union,
NATO, and regional cooperation frameworks.

Public-private cooperation is particularly
important, as much of the infrastructure is
owned and operated by private companies that
possess the technical expertise, operational
knowledge, and access to repair capabilities
required to maintain resilience.

The European Union has emerged as a key actor
in strengthening resilience through regulatory
initiatives, funding programmes, and efforts
to improve monitoring and repair capabilities.
NATO complements these efforts through
enhanced maritime presence, intelligence
sharing, and deterrence measures. Together,
these organisations provide an increasingly
comprehensive framework for addressing
the multifaceted challenges facing critical
undersea infrastructure.

At the legal level, recent incidents have
exposed limitations in the enforcement of
maritime law, particularly in EEZs. While
major reforms of UNCLOS are unlikely in the
foreseeable future, states can strengthen
protection through national legal reforms,
harmonised regional practices, and more
assertive use of the powers already available
under existing international law. Over time,
consistent state practice may contribute to the
gradual evolution of legal norms governing the
protection of critical undersea infrastructure.

Ultimately, absolute protection of every
undersea cable or pipeline is neither realistic
nor achievable. The risk of sabotage
instigated by Russia will remain. The
objective should instead be to create
a system that is capable of preventing,
withstanding, responding to, and
rapidly recovering from disruptions.
By raising costs, reducing opportunities,
and strengthening collective response, the
Baltic Sea region can turn critical undersea
infrastructure security from a strategic
vulnerability into a manageable risk.

CONNECTING THE ENDS

23




€D

RAHVUSVAHELINE KAITSEUURINGUTE KESKUS
INTERNATIONAL CENTRE FOR DEFENCE AND SECURITY
EESTI - ESTONIA

The purpose is to extend beyond securing

resources to locating undersea cables and

other

3. CHINA'S STRATEGY ON
CRITICAL UNDERWATER
SECURITY

Dr Shin Kawashima

In recent years, China’s ‘maritime expansion’
has been nothing short of remarkable. The
construction of bases on islands in the South
China Sea, alongside similar developments,
has traditionally been the focus. Yet the recent
maritime expansion — evident in surveying
activities, the buildup of marine infrastructure,
and the enhancement of underwater offensive
and defensive capabilities through the use of
underwater drones and other technologies—
now commands attention.

Furthermore, the scope of this maritime
expansion has broadened — from within the
First Island Chain — in areas such as the East
China Sea and the South China Sea — beyond
the First Island Chain to the Second Island
Chain, and out into the world.

First, regarding marine surveys and marine
infrastructure construction, China used to
conduct comprehensive surveying activities
mainly within its territorial waters or its
EEZ. Now, it is expanding the scope of these
activities to the East China and South China
Seas, and ultimately to the western Pacific and
globally. The purpose is believed to extend
beyond merely securing resources to include
locating undersea cables and other facilities.

facilities

Second, China’s underwater drone technology
has been advancing rapidly. While previously,
methods involved ships dragging anchors
to damage undersea cables, technology has
recently evolved to use underwater drones to
sever them. In fact, some drones are believed
to be capable of cutting undersea cables.> The
threats posed by these drones are not limited
to internet cables — other types of cables could
also become targets. Therefore, it is necessary

54 “China Unveils Underwater ‘Kill Switch’ for the
Internet: How This Tech Could Sever Global
Connectivity,” The Economic Times, 29 March 2025.

to continue to closely monitor China’s attack
capabilities in the underwater and seabed
domains.

At the same time, international cooperation
for cable repair and maintenance is essential
in anticipation of potential attacks. Although
14 international and 10 domestic submarine
cables have been laid in Taiwan, more than
5 cable breakage incidents are reported
annually. This is approximately 50 times the
global average. There have also been instances
of China damaging Taiwan’s submarine cables,
suggesting the possibility of intentional
sabotage.>®> However, Taiwan lacks sufficient
submarine cable repair vessels. Consequently,
cooperation from countries such as Japan will
likely be required.

This chapter will discuss China’s security
policies regarding the underwater and seabed
domains, focusing first on marine surveys
and marine infrastructure, and second on the
development of underwater and seabed attack
capabilities. It will examine their intentions
and current status, the challenges they pose,
and potential responses.

3.1. MARINE SURVEYS AND
INFRASTRUCTURE

In November 2012, the Chinese Communist
Party (CCP) held its 12t National Congress, at
which Xi Jinping was appointed General
Secretary of the CCP and the party proposed
building maritime power.
Subsequently, in July 2015, the
National Security Law was amended
to include provisions on safeguarding
national security at sea.’® Later, in
February 2016, the Law on the
Exploration and Development of Resources in
Deep-Sea and Seabed Areas was enacted,
notably mandating the state to formulate
plans for the exploration and development of

5 Lawrence Chang, “Taiwan sets up platform for
coordinated response to undersea cable disruptions,”
South China Morning Post, 29 April 2025.

6 Rogier Creemers, “National Security Law of the
People’s Republic of China,” Digichina, 1 July 2015.
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Chine

domestically and gradually expanded into
international waters

resources in international waters.’” These
developments served as a catalyst for clearly
positioning the maritime sector within
subsequent five-year plans. The Xi lJinping
administration has further outlined directions
such as the “integration of land and sea” and
the “integration of the oceans, outer space,
and cyberspace,” indicating an effort to
integrate the oceans with the land and with
outer space, rather than treating the oceans
as a separate entity.>®

Under these plans, China has been conducting
global “surveying” (M2 #REH) activities
ranging from space to the seabed. Balloons
are launched into the upper atmosphere,
drones fly at low altitudes, buoys are deployed
at sea, and underwater drones operate on
the seabed.”® However, these activities began
domestically and have gradually expanded into
international waters. Their scope is expansion
from within China to its surrounding areas and
ultimately around the globe.

se surveying activities began

Within China, an integrated “National
Surveying Plan” (El X ZE B Xl) covering both
land and sea is being implemented. As part of
its extension, active surveying activities are
underway, particularly in the East China and
South China Seas.®® Surveying is especially

7 permanent Mission Of The People’s Republic Of China
To The International Seabed Authority, F1 £ A E 4£50
EEEEREEEEE{LFEL [Permanent Mission Of
The People’s Republic Of China To The International
Seabed Authority], The Law of the People’s Republic of
China on Exploration for and Exploitation of Resources
in the Deep Seabed Area, adopted 26 February 2016
and effective as of 1 May 2016 (Permanent Mission Of
The People’s Republic Of China To The International
Seabed Authority, 2016).

Liangyu, “President Xi says to build Belt and Road into
road for peace, prosperity,” Xinhua Net, 14 May 2017.

For information on the deployment status of Chinese
marine research vessels, see: “A Survey of Marine
Research Vessels in the Indo-Pacific,” Asia Maritime
Transparency Initiative, 16 April 2020.

While this chapter does not delve deeply into the
matter, China is also advancing the development of
the low-altitude domain. This involves establishing
low-altitude space as an economic zone — including
low-altitude logistics — supported by advanced

drone technology. Furthermore, China intends to
develop systems and rules for this low-altitude
economy and promote them globally. It is believed
that China intends to use these routine low-altitude
economic activities as a foundation for an emergency
mobilisation system and, furthermore, to link them to
military activities.

5

3

5
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active around Taiwan, and China’s Coast
Guard (FB%) is also stepping up its activities
in the region. In the East China Sea, survey
vessels such as the Xiangyanghong 22 are
operating. In the South China Sea, vessels
such as the Marine Geology Survey No. 4 and
Marine Geology Survey No. 8 are active, while
Xiangyanghong 22 has frequently travelled to
the Pacific Ocean.®* Around Minamitorishima,
a Japanese territory, Chinese ships conduct
marine resource surveys to explore rare-earth
elements.

The Japanese government maintains that
when foreign vessels conduct scientific
marine research within Japan’s EEZ and other
areas, they must follow procedures, such as
obtaining Japan’s prior consent, in accordance
with the UNCLOS.®? In other words, under the
current system, scientific research activities
are encouraged as long as permission has
been granted. However, China has been doing
so without permission. As early as 2003,
Japanese researcher Shigeo Hiramatsu
drew attention to the movements
of Chinese oceanographic research
vessels, offering a view that seemed
to foreshadow China’s subsequent
behaviour:

“These are oceanographic research activities
aimed at deploying submarines in Pacific waters
near Japan and Taiwan in preparation for military
action to unify Taiwan, which is likely to become
a reality in the not-too-distant future.”®®

Can one truly consider China’s marine surveys
tobebased onthe principle of ‘scientific marine
research’ as envisioned by the UNCLOS? Of
course, China is mindful of the Convention’s
provisions. However, if its goal is to bring the
oceans under its control for the sake of China’s

51 |ts activities can be viewed and tracked at: “Xiang Yang
Hong 22, Research/Survey Vessel IMO: 9854349,”
Maritime Traffic, accessed in June 2026.

82 Enoki Takahiro, “HEft A %2 7% 7k i e O K EEifRIZ 6
\F 5 iEEDRZFM AT —HD E DR L 58
5V.[E ;£ #| £ — [Marine Scientific Research in the
Exclusive Economic Zone and on the Continental Shelf:
Japan’s Approach and the Legal Systems of Foreign
Countries],” in iBi¥ R ZH< HFEM : RIFRAMIC
BIEREJTOYIJL IARREE] (BEE
#} 2012-5) [Various Aspects of Ocean Development:
Research Report of the Science and Technology
Research Project (Research Materials 2012-5)]
(Research and Legislative Reference Bureau, National
Diet Library, March 2013).

8 Shigeo Hiramatsu, “The Primary Target of Chinese
Oceanographic Vessels Surveying Japan’s Continental
Shelf,” Seiron (October 2003).

CONNECTING THE ENDS



https://www.isa.org.jm/wp-content/uploads/2022/05/China1.pdf
https://www.isa.org.jm/wp-content/uploads/2022/05/China1.pdf
https://www.xinhuanet.com/english/2017-05/14/c_136281412.htm
https://www.xinhuanet.com/english/2017-05/14/c_136281412.htm
https://amti.csis.org/a-survey-of-marine-research-vessels-in-the-indo-pacific/
https://amti.csis.org/a-survey-of-marine-research-vessels-in-the-indo-pacific/
https://www.marinetraffic.com/en/ais/details/ships/shipid:5961338/mmsi:413218280/imo:9854349/vessel:XIANG%20YANG%20HONG%2022
https://www.marinetraffic.com/en/ais/details/ships/shipid:5961338/mmsi:413218280/imo:9854349/vessel:XIANG%20YANG%20HONG%2022
https://dl.ndl.go.jp/view/download/digidepo_8111674_po_20120508.pdf?contentNo=1
https://dl.ndl.go.jp/view/download/digidepo_8111674_po_20120508.pdf?contentNo=1
https://dl.ndl.go.jp/view/download/digidepo_8111674_po_20120508.pdf?contentNo=1

€D

RAHVUSVAHELINE KAITSEUURINGUTE KESKUS
INTERNATIONAL CENTRE FOR DEFENCE AND SECURITY
EESTI - ESTONIA

Japan lacks the maritime law-enforcement

capabilities to continuously monitor all

Chine

own ‘unification’ and ‘prosperity’ rather than
the ideal of “advancing scientific knowledge
of the marine environment for the benefit
of all humankind,” then its actions should be
subject to critical scrutiny. If, for example, the
surveys China conducts around Taiwan are
carried out with the aim of ‘unifying’ Taiwan,
it is difficult to argue that they are based on
the principle of “scientific research of the
seas.”® Therefore, Japan must remain vigilant
as well. For instance, China has been
intensifying its marine surveys around
the Senkaku Islands and conducting
surveys around the islands of
Okinotorishima and Minamitorishima.
Regarding Okinotorishima Island in
particular, China considers it a rock rather than
an island and thus deems it ineligible to serve
as a baseline for an EEZ. Japan, on the other
hand, lacks the maritime law-enforcement
capabilities to continuously monitor all
Chinese surveying activities.

se surveying activities

In March 2026, President Xi Jinping published
an article titled “Promoting High-Quality
Development of the Marine Economy.”®
Although the text is rather lengthy, it is worth
quoting as it makes several fundamental
points:

“To advance modernisation with Chinese
characteristics, we must efficiently develop
and utilise the oceans, promote high-quality
development of the marine economy, and forge
a path toward maritime strength with Chinese
characteristics. In terms of overall strategy, we
must place greater emphasis on innovation-
driven development, make breakthroughs
in key core technologies as soon as possible,
and promote high-level self-reliance and
self-strengthening in  marine science and
technology; we must place greater emphasis on
efficient coordination, adhere to the integrated
management of land and sea and the synergy

5 Mori Aki, “RZREMBL L TOPEFFRAE
fiif [Chinese Marine Research Vessels as a Security
Issuel,” Japan Institute of International Affairs, 14 May
2026.

5 Xilinping, “IE30iEIF 425 5 FE A& [Promoting
High-Quality Development of the Marine Economy],”
5k & [Qiushi, Website of the Central People’s
Government of the People’s Republic of China], 15
March 2026.

between mountains and seas, and enhance
the synergy of coordinated development;
place greater emphasis on industrial renewal,
promote the transformation and upgrading of
traditional marine industries, vigorously develop
emerging marine industries, actively cultivate
future marine industries, and build a modern
marine industrial system; place greater emphasis
on harmony between humanity and the sea,
coordinate the development and protection of
marine resources, build a sustainable marine

to its territorial sovereignty, maritime rights,
and interests

ecological environment, and form a new pattern
of positive interaction between humanity and
the sea; and place greater emphasis on win-win
cooperation, actively participate in global ocean
governance, jointly and peacefully utilize marine
energy and resources, and resolutely safeguard
China’s territorial sovereignty and maritime
rights and interests.”

This passage indicates that China’s
marine research is inextricably linked
to its territorial sovereignty, as well as
its maritime rights and interests.

3.2. UNDERWATER AND SEABED
ATTACK CAPABILITIES

China is advancing technologies such as
underwater drones. While Beijing itself
often cites non-military applications — for
example, supporting economic activities—and
emphasises that these are strictly civilian
products, underwater drones possess not
only surveying but also offensive capabilities,
thereby making them dual-use technologies.

To name only a few: Chasing, a Chinese
company, announced the development of
an omnidirectional marine drone, while,
according to a May 2025 report in the South
China Morning Post, China is said to have
developed a marine drone equipped with
advanced undersea cable-cutting capabilities.5®
Moreover, the extra-large unmanned undersea
vehicle (XLUUV) AJX002 made an appearance
at the military parade held on 3 September
2025 to mark the 80™ anniversary of China’s

% Stephen Chen, “China unveils a powerful deep-sea
cable cutter that could reset the world order,” South
China Morning Post, 22 March 2025.
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Compromised submarine cables and marine

infrastructure impact the societal resilience

victory in the War of Resistance Against
Japan. AJX002 is a model similar to Russia’s
Poseidon nuclear torpedo and is thus capable
of carrying nuclear weapons.®” If deployed
in actual combat, it would become
a crucial military asset in a potential
confrontation with the United States.

In addition to offensive underwater
drones, China is also advancing the
development of underwater robots.
Regarding their applications, China
specifically cites economic activities: e.g.,
retrieving sunken mooring anchors, harvesting
shellfish from the seabed, and removing
marine growth from fishing nets. However, it
is entirely plausible that such robots could be
used for military operations.®®

As China’s capabilities to attack underwater
and seabed infrastructure improve, respond-
ing to this threat — particularly in the context
of a naval blockade — has become a critical
challenge. Compromised submarine cables
and other marine infrastructure directly
impact the societal resilience of the nations
they serve. Taiwan’s Submarine Cable
Automatic Warning System (SAWS) is a world-
class monitoring tool, but it lacks physical
means to prevent crimes. The solution lies in
dual-use drones — platforms capable of both
intelligence, surveillance, and reconnaissance
(ISR) and capture.®® Whether these capabilities
are realised and deployed will determine the
feasibility of defending Taiwan’s submarine
cables and other infrastructure. Article 113 of
the UNCLOS obliges nations to criminalise the
damage or severing of submarine cables; how-
ever, the international community currently
lacks the means to arrest perpetrators in the
act at the scene of maritime sabotage. Closing
this gap has thus become a priority.”®

7 Tessa Wong, “What new weapons on show at huge
parade say about China’s military strength,” BBC, 3
September 2025.

8 “Underwater robots battle sea waves to aid marine
ranching in China,” Xinhua via China Daily, 8 April
2026.

% Franciszek Kopczewski, “China’s cutting-edge
technology,” Australian Naval Institute, 7 May 2026.

70 Kopczewski, “China’s cutting-edge technology.”

Those on the receiving end of attacks must
also prepare for scenarios in which undersea
cables are damaged or maritime blockades
are imposed.”* The former is particularly

Those on the receiving end of attacks must
prepare for scenarios in which undersea

cables are damaged or maritime blockades
are imposed

urgent for countries like Taiwan, which lack
the equipment or vessels needed to repair
undersea cables. The Taiwanese government
is rushing to address these shortcomings.
For example, Foreign Minister Lin Chia-lung
has discussed measures for risk management
— including the maintenance of
undersea cables — and cooperation
with the EU. It is also conceivable
that neighbouring countries such as
Japan and South Korea, which possess
the necessary equipment, could establish a
system to maintain regional undersea cable
infrastructure.

Enhancing societal resilience within Taiwan
itself also strengthens deterrence. Societal
resilience, also known as social stability, is
currently a priority for many countries. In fact,
if an attack on undersea infrastructure were to
result in a blockade of a specific region, what
vulnerabilities would those nations in that
region have to confront? These range widely,
from energy reserve shortages and power
supply disruptions to electronic payment
failures and the collapse of the supply of
daily necessities. In the event of a blockade,
maintaining these reserves and securing
external supplies would become major
challenges, and Taiwan is well aware of it.

On 19 June 2024, Taiwanese President Lai
Ching-te announced the establishment of
the Whole-of-Society Defense Resilience
Committee within the Office of the President.
The committee’s objective is to ensure
that both the government and society can

1 In Taiwan, construction of Hai Kun, the country’s
first domestically produced prototype submarine,
is underway. It began in November 2020, and six
submerged trials have been conducted to date. Tso-
Juei Hsu, “Taiwan’s Indigenous Defense Submarine Hai
Kun (SS-711) Conducts First Submerged Trial,” Naval
News, 29 January 2026.
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maintain normal functions even in the event
of a national emergency or natural disaster.”

In the Republic of China (ROC) National
Defense Report 2025, the Ministry of National
Defense demonstrated a commitment to
social stability, dedicating a section titled
“Strengthening Whole-of-Society Resilience.”
It states that “national security is based on the
self-defense capabilities derived from whole-
of-society resilience.” Taiwan has integrated
human and material resources nationwide
to strengthen the resilience of national
defence, livelihoods, disaster prevention,
and democracy, thereby boosting citizens’
confidence and raising defence awareness.
This highlights the importance of stabilising all
aspects of social life.”

3.3. MARITIME RESILIENCE AND
INTERNATIONAL COOPERATION

For neighbouring countries as well, a key
challenge is to maintain and develop resilience
— including maritime resilience — in Taiwan
through international cooperation. From a
maritime perspective, the strengthening of
exchanges between the Japan Coast Guard and
Taiwan’s Coast Guard is one such achievement.
Although Tokiyo and Taipei do not have
diplomatic relations, they maintain working-
level ties through the Japan—Taiwan
Exchange Association on the Japanese
side and the Taiwan—Japan Relations
Association on the Taiwanese side.
These two associations signed a
“Memorandum of Understanding
on Maritime Search and Rescue” in 2017
and 2024, and have since conducted joint
training exercises based on this agreement.
In July 2024, the Japanese and Taiwanese
coast guards dispatched patrol vessels off
Japan’s Boso Peninsula for joint training. This
marked the first such cooperation since Japan
and Taiwan severed diplomatic ties in 1972.
Subsequently, in June 2025, they conducted
joint training in waters near the Sakishima
Islands of Okinawa. Joint exercises are likely to
become a regular occurrence.

72 “Whole-of-Society Defense Resilience Committee,”
Office of the President, Republic of China (Taiwan).

73 2025 National Defense Report Editorial Committee
(Republic of China), ROC National Defense Report 2025
(Ministry of National Defense, October 2025), 112.

However, China’s activities in the waters
surrounding Taiwan are becoming increasingly
frequent, making it necessary to further
advance joint maritime exercises and
cooperation to maintain societal resilience.
Against this backdrop, at a legislative session
in May 2026, Tsai Ming-yen, Director-
General of Taiwan’s National Security Bureau,
revealed that plans had been put in place
to advance cooperation with Japan in three
areas: “strengthening undersea cables,”
“maritime security and responses to grey-
zone incidents,” and “information security and
Al”7* This announcement follows Japanese
Prime Minister Sanae Takaichi’s proposal of a
new “Free and Open Indo-Pacific” initiative.

While there has been no official reaction from
Japan as of yet, there are strong voices within
the ruling Liberal Democratic Party (LDP)
calling for strengthened maritime cooperation
with Taiwan. It is anticipated that maritime
cooperation between Japan and Taiwan,
facilitated by the United States, will progress
in the future. However, Japan has a policy
regarding Taiwan’s status that dates back
to the normalisation of diplomatic relations
with China in 1972. The Takagi administration
has also stated that its Taiwan policy has not
changed since 1972, and there are many
obstacles to building a new relationship. This
point, too, should be given due consideration.

International maritime cooperation, and its

Likewise, it is important to note that China
is also pursuing international maritime
cooperation. Maritime cooperation between
China and Southeast Asian and Pacific Island
nations is flourishing. China’s maritime
surveying activities, for instance, are not
subject to universal criticism. On the contrary,
there are countries and regions that welcome
such surveys and actively cooperate with
China. With these trends in mind, it is essential
to recognise that global maritime governance—
and the very process of establishing maritime
order and rules—has become a critical arena.

74 Fang Wei-li and Jonathan Chin, “NSB evyeing Japan
security partnership,” Taipei Times, 8 May 2026.
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Not only are China’s own actions global in

scope, but through cooperation with Russia,
they are to become more significant

Finally, cooperation between China and Russia
in maritime affairs is worth highlighting. This
does not merely refer to the joint training
and exercises conducted by the Chinese and
Russian navies in East Asia and other regions.
The joint statement, issued following the 2024
China-Russia summit, mentioned cooperation
on measures to combat marine pollution, yet
it also envisions collaboration in military and
civilian sectors related to the oceans, including
artificial intelligence and the establishment of
rules.” The text states the following:

“The two sides are determined to step up
efforts to address plastic waste pollution while
respecting the national circumstances and
sovereignty of all countries, and to work with all
parties to develop a legally binding instrument
to address environmental pollution caused by
plastic waste (including marine pollution). The
two sides expressed grave concern over Japan’s
discharge of radioactive wastewater from
the Fukushima nuclear plant into the ocean
and called on Japan to safely dispose of the
radioactive wastewater in a responsible manner,
subject to strict international monitoring, and
to respect the requests of relevant countries to
conduct independent monitoring.”

In other words, this cooperation was, to some
extent, proposed in connection with the issue
of “treated water” from nuclear facilities in
Fukushima, Japan. It could be said that this,
too, was a form of maritime diplomacy with
political undertones.

Above all, it is highly likely that the enhance-
ment of China’s offensive capabilities at sea
will contribute to the strengthening of Russia’s
capabilities as well. Not only are China’s own
actions becoming increasingly global in scope,
but through cooperation with Russia, they are
expected to become even more significant

s REEARLHENE SR EMERER/SBAEZ

PRk F iR {L# B (X 2 E AR RE HMEIR (E X R EX S IR
(£32) [Joint Statement of the People’s Republic of

China and the Russian Federation on Deepening the
Comprehensive Strategic Partnership of Coordination
for a New Era on the Occasion of the 75th Anniversary
of the Establishment of Diplomatic Relations
Between the Two Countries (Full Text)],” & E B M
[Chinese Government Network, the Central People’s
Government of the People’s Republic of Chinal, 16
May 2024.

global challenges. In this regard, it is believed
that strengthening cooperative relationships
among like-minded nations in East Asia and
Europe will become even more necessary.

3.4. NATIONAL INTERESTS AND
GLOBAL AMBITIONS

Whether it be China’s marine surveys or marine
infrastructure, these activities are expanding
from within China to its “surrounding
regions” (/&i#1) and globally. China has been
developing a wide range of infrastructure
projects, including undersea cables, and
dispatching resource exploration vessels and
survey ships to various regions worldwide.
Although many of these activities utilise
survey rights in international waters and may
serve the public interest to some extent, they
ultimately advance China’s national interests.
Meanwhile, in China, private companies, too,
are advancing the development of underwater
drones and robots, and their capabilities have
improved significantly. How should we address
this enhancement of offensive capabilities?
This will likely become a common, global
challenge. In this regard, Taiwan is the
immediate concern in East Asia, and Chinese
pressure in the waters surrounding it has only
intensified. Taiwan itself attempts to address
the situation by strengthening its maritime
defence and enhancing societal resilience,
but international cooperation is also
required. There are areas where
cooperation  with neighbouring
countries, such as Japan, is expected —
including the maintenance and repair
of undersea cables and preventive
measures to avoid attacks. In fact, frameworks
for such cooperation are beginning to take
shape, but they are by no means sufficient,
and further deepening and expansion of these
frameworks is desired in the future.
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4. POLICY Estonia and the Nordic-Baltic region. It argues
that Japan does not rely on a single, stand-

ARCHITECTURE’ alone strategy dedicated exclusively to seabed
OPERATIONAL LOGIC, infrastructure. Rather, a coherent policy
AND PROSPECTS FOR arilhiteclture hj;\S %ra;:lually emerg.ed acrq:s
national security strategy, economic security
COOPERATION legislation, maritime governance, operational
. . planning, and alliance coordination. When
Dr Keizo Kitagawa analysed through the lens of operational art,
these measures reveal an underlying logic
Critical underwater infrastructure, including linking resilience, maritime domain awareness,
submarine communication cables, offshore and deterrence by denial.
energy interconnectors, and related seabed
assets, has emerged as a central concern The chapter proceeds in six parts. Section 4.1
in contemporary security policy. Although outlines the shared strategic and maritime
physically concealed beneath the sea, these context between the Baltic Sea and the seas
systems underpin financial markets, military surrounding Japan. Section 4.2 analyses the
command and control, energy transmission, evolving threat spectrum. Section 4.3 examines
and the daily functioning of digital societies. Japan’s policy architecture. Section 4.4
Their vulnerability has become increasingly explores the operational logic underpinning
visible as geopolitical competition intensifies infrastructure protection. Section 4.5 proposes
and as incidents involving cable and pipeline avenues for Japanese—Estonian cooperation.
damage occur in both the Euro-Atlantic and Section 4.6 concludes with reflections on the
Indo-Pacific theatres. broader implications for maritime security in

an era of contested connectivity.
The strategic relevance of underwater infra-

structure derives from three interrelated

dynamics. First, modern states are structurally 4.1. STRATEGIC AND MARITIME
dependent on digital connectivity and stable CONTEXT

energy supply chains. Approximately 99% of

international data trafficis transmitted through Despite geographical distance, the Baltic Sea
submarine cables.”® Disruption, therefore, and the maritime environment surrounding
generates disproportionate economic and Japan share several structural characteristics
political effects. Second, the seabed offers that make comparison analytically fruitful.

opportunities for action below the threshold

of armed conflict. Hybrld and grey-zone tactics 4.1.1. CONFINED AND CONGESTED SEAS
exploit ambiguity, making attribution difficult

and escalation management complex.” Both regions consist of relatively confined
Third, in confined and contested maritime and shallow maritime spaces characterised
environments, control of the underwater by dense commercial traffic, fishing activity,
domain is increasingly inseparable from military presence, and increasingly complex
broader questions of sea control and maritime seabed infrastructure networks. The Baltic Sea
superiority.” is semi-enclosed, with limited entry and exit

points and high levels of maritime density.
This chapter examines how Japan concep- Similarly, the East China Sea and the Sea of
tualises and protects critical underwater Japan constitute constrained operational
infrastructure and situates that approach theatres bordered by multiple coastal
within a comparative framework involving states and intersected by critical sea lines of

communication.

76 “Submarine cables serve as critical global
infrastructure,” International Telecommunication
Union, accessed in February 2026.

77 “|CDS Webinar: Critical Underwater Infrastructure

In such environments, surface, subsurface,
and seabed activities overlap geographically.

Security and Protection in Japan and in the Nordic- The same maritime space must simultaneously

Baltic Reglf)n, ICDS, 27 Nover.nber 2025. . support commercial shipping, naval
8 Geoffrey Till, Seapower: A Guide for the Twenty-First d th . f bl

Century, 4th ed (Routledge, 2018), 173-182. manoeuvres, and the operation of cables
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and energy infrastructure. This compression
increases both vulnerability and the potential
for miscalculation.

4.1.2. REVISIONIST PRESSURE
AND STRATEGIC COMPETITION

Both regions are also subject to
sustained pressure from revisionist or
adversarial powers. In the Baltic Sea region,
Russia’s military posture and hybrid activities
have fundamentally shaped regional defence
planning.” In East Asia, Japan confronts the
expanding maritime activities of the People’s
Republic of China (PRC), continued Russian
naval presence, and destabilising actions by
the Democratic People’s Republic of Korea
(DPRK).2°

In this context, the seabed becomes strategi-
cally significant. It offers a domain in which
actions can be taken with plausible deniability
and limited immediate visibility. As seen
in recent incidents involving pipelines and
communication cables in the Baltic Sea, as
well as repeated cable damage around Taiwan,
seabed infrastructure may be targeted in ways
that blur the boundary between accident and
deliberate interference.?!

Seabed infrastructure may be targeted in
ways that blur the boundary between

accident and interference

4.1.3. SEA CONTROL AND UNDERWATER
SUPERIORITY

From a strategic maritime perspective, the
protection of underwater infrastructure is
increasingly linked to sea control. Sea control
traditionally refers to the ability to use
maritime spaces for one’s own purposes while
denying their effective use to an adversary.® In
confined seas, however, sea control is heavily

7% NATO, NATO 2022 Strategic Concept (Madrid: NATO,
2022).

8 Cabinet Secretariat of Japan, National Security
Strategy (Government of Japan, 2022), 5-9.

81 “Finland completes probe into Baltic Sea cable
damage, suspects tanker crew,” Reuters, 13 June 2025;
Yimou Lee, “Taiwan detains China-linked ship after
undersea cable disconnected,” Reuters, 25 February
2025.

8 Till, Seapower, 147-154.

conditioned by underwater superiority—the
capacity to dominate the subsurface domain,
including submarines, UUVs, and seabed
monitoring systems.8

The protection of underwater infrastructure

is linked to sea control

Underwater infrastructure protection is
therefore no longer merely a technical or
commercial matter. It has become embedded
in the operational art of maritime strategy.
The ability to monitor, defend, repair, and, if
necessary, restore seabed systems contributes
directly to maintaining operational continuity
in crises or conflict.

This structural similarity between the Baltic
Sea and Japan’s surrounding waters provides
a foundation for policy comparison and
cooperative learning. While institutional
frameworks differ—Estonia operates within
NATQ’s collective defence structure, whereas
Japan’s security arrangements are centred
on its alliance with the United States—the
operational and strategic challenges display
striking parallels.

4.2. THE EVOLVING THREAT
SPECTRUM

Critical underwater infrastructure in
the Indo-Pacific is exposed to a broad
and evolving spectrum of risks. For analytical
clarity, these risks may be categorised along
a continuum: natural hazards, accidental
damage, ambiguous interference, and
deliberate hybrid or grey-zone operations.
Understanding this full spectrum is essential
for designing proportionate policy responses.

4.2.1. NATURAL HAZARDS AND
STRUCTURAL VULNERABILITY

Japan’s geographic and geological conditions
make natural hazards a foundational
component of its infrastructure risk
assessment. The country sits at the
convergence of major tectonic plates,
rendering it highly vulnerable to earthquakes,
tsunamis, and submarine landslides. These

83 |1CDS, “ICDS Webinar.”
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Infrastructure protection must be built upon

redundancy and diversification rather than

phenomena can simultaneously damage
multiple segments of submarine cable
networks and offshore energy installations.

The 2011 Great East Japan Earthquake, on 11
March 2011, provides a salient example. The
magnitude 9.0 earthquake and subsequent
tsunami caused damage to several trans-
Pacific and intra-Asian submarine cables.
Although redundancy in global cable networks
prevented catastrophic collapse of connec-
tivity, traffic rerouting and temporary
disruptions demonstrated the systemic
fragility of concentrated infrastructure
corridors.®* The earthquake exposed
structural concentration risks in the
Pacific cable network architecture.

From a policy perspective, this experience
reinforced two lessons. First, infrastructure
protection must be built upon robust
redundancy and diversification rather than
sole reliance on physical defence. Second,
restoration capacity, including domestic repair
ships and technical expertise, constitutes a
strategic asset.

reliance on physical defence

4.2.2. ACCIDENTAL DAMAGE IN
CONGESTED MARITIME SPACES

Beyond natural disasters, accidental damage
remains a persistent and statistically significant
source of cable disruption worldwide. Fishing
activities, anchoring, dredging, and maritime
construction are frequently the cause of cable
faults.®® In heavily trafficked and relatively
shallow seas such as the East China Sea, the
risk of unintentional interference is structurally
elevated.

However, the distinction between accident
and negligence may be legally complex. In

8 Ministry of Internal Affairs and Communications of
Japan, “Partl: Information and Communications in
the Aftermath of the Great East Japan Earthquake,”
in Information and Communications in Japan 2011
(Ministry of Internal Affairs and Communications of
Japan, 2011).

8 “Submarine Cable Network Security,” International
Cable Protection Committee (ICPC), Publications,
accessed 12 February 2026.

areas where vessels operate in proximity
to sensitive infrastructure, the evidentiary
threshold for determining intent is high. This
ambiguity complicates response options and
underscores the importance of monitoring
and documentation.

For Japan, accidental risks cannot be treated
separately from security considerations.
In contested maritime environments, even
genuine accidents may occur within a context
of strategic suspicion, requiring calibrated,
carefully communicated responses.

Genuine accidents may occur within a

context of strategic suspicion

4.2.3. AMBIGUOUS INTERFERENCE AND
GREY-ZONE ACTIVITIES

More strategically consequential are incidents
that fall into the grey zone between accident
and deliberate attack. These typically involve
civilian-flagged vessels operating under
ambiguous circumstances, making attribution

politically  sensitive and legally
demanding.
Repeated cable disruptions near

Taiwan offer instructive examples. In
early 2023, submarine cables serving
Taiwan’s Matsu Islands were severed by vessels
identified as a Chinese fishing boat and a cargo
ship.® While official intent was not definitively
established, the resulting communications
outage affecting thousands of residents
highlighted how limited infrastructure
redundancy can amplify disruption. Similar
cable incidents have occurred since then,
reinforcing concerns about coercive pressure
through infrastructure vulnerability.®”

Such cases illustrate the strategic logic of
grey-zone tactics: generate disruption and
psychological pressure while maintaining
plausible deniability. The seabed is particularly
attractive for these tactics because detection
is difficult, and attribution often relies on

8 Huizhong Wu and Johnson Lai, “Taiwan suspects
Chinese ships cut islands’ internet cables,” Associated
Press, 18 April 2023.

87 Dan Milmo, “Risk of undersea cable attacks backed by
Russia and China likely to rise,” The Guardian, 17 July
2025.
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Underwater infrastructure may be targeted

indirect indicators rather than incontrovertible
evidence.

4.2.4. HYBRID THREATS AND STRATEGIC
SIGNALLING

Hybrid threats extend beyond isolated cable
incidents to encompass broader campaigns
combining legal, informational, cyber, and
maritime elements. In both the Baltic Sea
and the Indo-Pacific, undersea infrastructure
incidents have occurred alongside heightened
political tensions and military signalling.

to signal capability, test response

mechanisms, or probe institutional
coordination

From a strategic standpoint, underwater
infrastructure may be targeted not necessarily
to achieve long-term physical destruction but
to signal capability, test response mechanisms,
or probe institutional coordination. Even
limited disruption can serve as a demonstration
of reach and vulnerability.

This dynamic poses a policy dilemma.
Overreaction risks escalation and political
miscalculation. Underreaction may encourage
repetition. Therefore, states must balance
resilience-building with calibrated signalling
that interference will not yield a strategic
advantage.

4.2.5. THE ATTRIBUTION DILEMMA AND
ESCALATION MANAGEMENT

Across the spectrum — from natural hazards
to hybrid interference — the central challenge
remains attribution. The attribution dilemma
directly shapes escalation management. In

Policy responses must emphasise

preparedness, documentation, and resilience
rather than militarisation

alliance contexts, infrastructure incidents
may trigger consultations but not necessarily
collective defence commitments. In non-
alliance settings, ambiguity may complicate

diplomatic engagement.

For Japan, which seeks to maintain regional
stability while deterring coercion, escalation
control is a paramount consideration.
Policy responses must therefore emphasise
preparedness, documentation, and resilience
rather than immediate militarisation of every
incident.

In summary, the evolving threat spectrum
underscores that underwater infrastructure
protection cannot be conceptualised solely
as a defence against sabotage. It must
address structural vulnerability, operational
congestion, legal ambiguity, and
hybrid pressure simultaneously. This
complex environment provides the
foundation for examining Japan’s
policy architecture in the following
section.

4.3. UNDERWATER
INFRASTRUCTURE PROTECTION

Japan does not possess a single, consolidated
document outlining an underwater
infrastructure protection strategy. Instead,
protection of submarine cables and related
seabed systems is embedded within a broader
and evolving policy architecture that integrates
national security strategy, economic security
legislation, sectoral regulation, maritime
governance, and alliance coordination. When
examined holistically, these elements form
a coherent—if not always explicitly labelled—
framework.

4.3.1. NATIONAL SECURITY STRATEGY
AND ECONOMIC SECURITY FRAMING

Japan’s 2022 National Security Strategy (NSS)
marks a significant conceptual shift by placing
economic security and critical infrastructure
resilience at the centre of national power.8®
While the document does not provide
detailed operational guidance specific
to submarine cables, it explicitly
identifies the protection of critical
infrastructure and supply chains as
indispensable to national security.
This reframing is important for three reasons.

88 Cabinet Secretariat of Japan, National Security
Strategy, 11-12.

CONNECTING THE ENDS

33




€D

RAHVUSVAHELINE KAITSEUURINGUTE KESKUS
INTERNATIONAL CENTRE FOR DEFENCE AND SECURITY
EESTI - ESTONIA

e First, it elevates infrastructure protection
from a technical or commercial matter to
a strategic priority. Underwater cables are
not merely telecommunications assets;
they are enablers of financial transactions,
government communication, and alliance
command-and-control links.

e Second, it links infrastructure
resilience to deterrence. Japan’s
2022 NSS links infrastructure
resilience to deterrence and
emphasises the importance of reducing
vulnerabilities that could be exploited
through grey-zone tactics, highlighting
the need to address hybrid threats that
combine legal, informational, cyber, and
maritime elements.?® By strengthening
redundancy and rapid restoration capacity,
Japan seeks to diminish the strategic utility
of interference.

e Third, the economic security perspective
encourages inter-ministerial coordination.
Infrastructure protection is treated as a
cross-cutting issue connecting technology
policy, trade, defence, and energy planning.

Infrastructure protection is connecting

technology policy, trade, defence, and
energy planning

The Act on the Promotion of Ensuring National
Security through Integrated Implementation
of Economic Measures (commonly referred
to as the Economic Security Promotion Act)
providesthelegal backboneforthisapproach.®®
It introduces mechanisms for designating and
supervising critical infrastructure operators,
mandating risk management measures,
and strengthening supply chain security.
Although not cable-specific, the Act provides
a framework for categorising underwater
infrastructure as strategically significant.

8 Cabinet Secretariat of Japan, National Security
Strategy, 11-12.

% Cabinet Secretariat of Japan, Act on the Promotion
of Ensuring National Security through Integrated
Implementation of Economic Measures, Act No. 43
(Cabinet Secretariat of Japan, 2022).

4.3.2. LEGAL AND REGULATORY
INSTRUMENTS

Japan’s legal approach emphasises stability of
essential services rather than militarisation of
infrastructure protection. Sector-specific regu-
lations govern telecommunications, energy, and

Japan’s legal approach emphasises stability

of essential services

maritime activities, while economic security
legislation adds screening and oversight
mechanisms.

Key regulatory tools include prior notification
and screening requirements for designated
critical infrastructure operators, as well as
security obligations and incident-reporting
requirements in the event of disruption.
In addition, foreign investment in sensitive
sectors is subject to enhanced scrutiny under
the Foreign Exchange and Foreign Trade Act
(FEFTA).%* Together, these measures reflect
Japan’s broader effort to integrate economic
security considerations into national security
governance.

These mechanisms serve preventive
and informational functions. They
improve situational awareness
within government and reduce the
risk of hostile influence over infrastructure
management. Importantly, they also clarify
legal authority in ambiguous incidents, which
is critical for escalation management.

An ongoing challenge concerns the
categorisation of submarine cables within
overlappinglegalregimes:telecommunications
law, maritime law, and economic security
regulation. Clearer delineation of
responsibilities enhances response speed and
reduces bureaucratic friction during crises.

4.3.3. GOVERNANCE AND WHOLE-OF-
GOVERNMENT COORDINATION

Institutionally, infrastructure protection is
distributed across multiple actors.

9 Ministry of Finance of Japan, Foreign Exchange and
Foreign Trade Act, Act No. 228 (Ministry of Finance,
1949, as amended 2020).
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Strengthening governance architecture is

e Atthe strategiclevel, the Cabinet Secretariat
and the National Security Secretariat
provide overall coordination. Line ministries,
including the Ministry of Economy, Trade
and Industry (METI), the Ministry of Internal
Affairs and Communications (MIC), and the
Ministry of Land, Infrastructure, Transport
and Tourism (MLIT), retain sectoral
authority.

e Operationally, the Japan Coast Guard
(JCG) conducts maritime law enforcement
and surveillance in peacetime and grey-
zone contexts, while the Japan Maritime
Self-Defense  Force (JMSDF) assumes
defence-oriented responsibilities
in  heightened contingencies.®?
Private-sector operators own and
maintain most submarine cables
and offshore infrastructure.

This multi-actor structure presents coordi-
nation challenges. Information sharing
between public and private actors must
be timely and secure. Crisis exercises must
incorporate both regulators and operators.
Decision-making authority must be sufficiently
clarified to avoid paralysis during ambiguous
incidents.

Japan has madeincremental progressin whole-
of-government planning, but institutional
integration remains a work in progress.
Strengthening governance architecture is,
therefore, itself a protective measure.

itself a protective measure

4.3.4. MARITIME DOMAIN AWARENESS
AND PROTECTIVE MONITORING

Maritime domain awareness (MDA) constitutes
a central pillar of Japan’s protective posture.

Protective MDA relies on a combination of
patrol activities conducted by the JCG and
the JMSDF in proximity to sensitive maritime
zones, as well as the integration of AlS, radar,
and satellite data. Information exchange
with private infrastructure operators further
enhances situational awareness, enabling
authorities to detect anomalies or suspicious
vessel behaviour near critical infrastructure.

In addition, contingency planning increasingly
incorporates scenarios involving infrastructure
disruption, ensuring that relevant agencies and
operators are prepared to respond effectively
to potential incidents.

The objective is not physical defence but

enhanced anomaly detection

The objective is not constant physical defence
of every cable segment—an unrealistic task—
but enhanced anomaly detection. Suspicious
vessel behaviour near cable landing sites or
offshore energy platforms can be identified
more rapidly when data streams are integrated.

Technological innovation plays an expanding
role. Japan is exploring the use of UUVs and
autonomous systems for inspection and
monitoring purposes. These capabilities
may reduce response times in the event of
suspected damage and contribute to evidence
collection.

4.3.5. RESILIENCE, REDUNDANCY,
AND REPAIR CAPACITY

Perhaps the most distinctive
element of Japan’s approach is its emphasis
on resilience rather than purely defensive
denial. Redundancy of cable routes, both
geographically and technologically, reduces
single points of failure. Diversification
of landing sites and alternative routing
arrangements enhance continuity.

Maritime domain awareness is adapted to

support infrastructure protection

Traditionally focused on surface and subsurface
military threats, MDA is increasingly being
adapted to support infrastructure protection.

92 Ministry of Defense of Japan, Defense of Japan
2025 (MoD, 2025), 299-300.

% Ministry of Defense, Defense of Japan 2025, 404-405.

Equally important is repair capacity.
Japan maintains domestic industrial
capabilities in cable-laying and repair vessels,
reflecting both its maritime industrial base and
its experience with natural disaster response.
Rapid deployment of repair assets diminishes
the strategic leverage that an adversary might
seek to obtain through disruption.
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Resilience and repair capability contribute In  the

Joint planning with private operators is
central to this effort. Restoration prioritisation
frameworks and information-sharing
protocols aim to shorten recovery timelines.
In deterrence terms, resilience and repair
capability contribute to deterrence by denial,
making disruption less attractive because its
effects are temporary and manageable.

to deterrence by denial

4.3.6. ALLIANCE AND MULTILATERAL
COORDINATION

Finally,  Japan  situates infrastructure
protection within broader alliance and
multilateral frameworks. Within the US—Japan
alliance, secure and resilient communications
are essential for operational coordination.
Bilateral dialogue increasingly encompasses
infrastructure resilience and information
sharing.®

At the multilateral level, Japan engages
through the G7, the Quad, and dialogues with
the European Union and NATO. Economic
security and critical infrastructure protection
have become regular agenda items in these
forums.

From the perspective of operational art,
infrastructure protection should not be
understood as a purely technical task but as
part of a broader campaign linking strategic
objectives with operational and tactical
activities. Operational art connects ends,
ways, and means across the continuum of
competition, crisis, and conflict.

context of underwater
infrastructure, the strategic end is the
preservation of national resilience
and alliance operational continuity. The
operational approaches include maritime
domain awareness, infrastructure network
redundancy, and rapid restoration capacity.
The means consist of the coordinated activities
of the JCG, the JMSDF, regulatory institutions,
and private-sector infrastructure operators.

Viewed through this framework, Japan’s
approach reveals an implicit operational
design. Infrastructure resilience supports
deterrence by denial in peacetime
competition, reduces vulnerability during
crises, and preserves operational continuity in
potential conflict. Underwater infrastructure
protection, therefore, becomes a component
of maritime operational art rather than a
separate administrative policy.

Underwater infrastructure protection

For Japan, cooperation serves both
practical and normative purposes:

enhancing shared standards,
coordinating responses to hybrid
threats, and signalling collective

resolve. Infrastructure protection is thus
embeddedinanetworked security architecture
extending beyond national measures.

4.4. OPERATIONAL LOGIC

While the preceding section examined
institutional and legal measures, a deeper
understanding of Japan’s approach requires
analysis at the operational level. Underwater
infrastructure protection is not simply an
administrative function; it is embedded in the
operational logic of maritime strategy.

% “Joint Statement of the 2023 U.S.-Japan Security
Consultative Committee (“2+2”),” US Department of
Defense, 11 January 2023.

becomes a component of maritime

operational art rather than a administrative
policy

4.4.1. SEA CONTROL REVISITED IN THE
21ST CENTURY

Sea control has traditionally been defined
as the ability to use the sea for one’s own
purposes while preventing adversaries from
doing the same.”® In the contemporary
environment, however, sea control must be
understood as multi-layered—encompassing
surface, subsurface, air, cyber, and seabed
domains simultaneously.

In confined seas such as the East China Sea
or the Baltic Sea, the underwater domain

% Geoffrey Till, Seapower: A Guide for the Twenty-First
Century, 184.
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Seabed infrastructure protection is linked

to the operational continuity of military
campaigns

often determines operational outcomes.
Submarines, seabed sensors, unmanned
underwater vehicles, and cable networks all
occupy the same contested space. Control
of this domain, therefore, has implications
not only for naval manoeuvre but also for
economic and societal resilience.

Underwater infrastructure protection thus
becomes part of the broader contest for
sea control. If an adversary can disrupt
communications or energy flows, it can
degrade operational coherence without
engaging in overt hostilities. Conversely,
maintaining resilient seabed infrastructure
enhances strategic stability and operational
continuity.

Equally important is the role of underwater
infrastructure  in  sustaining command,
control, and information flows during military
operations. Modern joint and allied operations
rely heavily on secure digital connectivity,
much of which is transmitted through
submarine cable networks linking operational
headquarters, intelligence systems, and
logistics coordination platforms.

Disruption of these networks could therefore
degrade  situational awareness, delay
decision-making cycles, and complicate
alliance coordination. For this reason, seabed
infrastructure protection is increasingly linked
not only to economic resilience but also to the
operational continuity of military campaigns.

4.4.2. UNDERWATER SUPERIORITY AND
INFRASTRUCTURE PROTECTION

Underwater superiority refers to the ability to
dominate or effectively monitor the sub-
merged environment, including both mobile
platforms and fixed seabed assets.”® In
contemporary maritime strategy, underwater
superiority increasingly intersects with
infrastructure security.

% US Navy, Naval Doctrine Publication 1: Naval

Warfare (Department of the Navy, June 2020), 35.

This intersection operates along three axes:
awareness, protection, and restoration.
Awareness refers to the ability to detect
anomalous activity near cables or offshore
installations. Protection concerns the capacity
to prevent or respond to interference, while
restoration emphasises rapid repair and
resumption of operations.

Japan’s investments in maritime domain
awareness, patrol activity, and inspection
technologies directly support these axes.
Although Japan does not publicly frame these
measures as seabed warfare capabilities,
their operational effect is similar: they reduce
uncertainty and improve response capacity in
the underwater domain.

4.4.3. DETERRENCE BY DENIAL IN THE
GREY-ZONE

A key conceptual pillar of Japan’s approach is
deterrence by denial rather than deterrence
by punishment.’” In grey-zone scenarios,
overt retaliatory threats may be impractical
or escalatory, particularly when attribution is
ambiguous.

Deterrence by denial, in contrast, seeks to
reduce the prospective gains of interference.
If cable networks are redundant, if repair
capacity is rapid, and if monitoring systems
shorten detection time, the strategic value of
disruption declines.

This approach aligns with Japan’s
broader security posture, which
emphasises  stability,  escalation
control, and alliance coordination.
It also reflects lessons from natural
disasters: systems must be designed
to absorb shocks rather than rely solely on
preventing them.

In operational terms, resilience contributes to
continuity of command and control, alliance
interoperability, and economic stability. It
strengthens both peacetime deterrence and
wartime sustainability.

In practice, this layered response structure
resembles a campaign logic operating across

97 Cabinet Secretariat of Japan, National Security
Strategy, 11-12.
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different levels of authority and intensity. Law
enforcement measures led by the JCG address
incidents occurring below the threshold of
armed conflict. Regulatory mechanisms and
infrastructure governance strengthen
resilience during periods of strategic
competition. In  higher-intensity
contingencies, the JMSDF contributes
capabilities that ensure operational
continuity and maritime security.

4.4.4. ESCALATION MANAGEMENT AND
PROPORTIONAL RESPONSE

The operational logic of infrastructure
protection must also account for escalation
management. Grey-zone interference
presents a dilemma: an excessive
military response risks escalation,
while an insufficient response risks
emboldening further aggression.

Japan’s layered approach — combining law
enforcement (JCG), regulatory oversight,
alliance consultation, and defensive military
readiness (JMSDF) — allows for calibrated
responses. Incidents can initially be addressed
through civilian or law enforcement channels,
preserving strategic flexibility.

Japan’s layered approach allows for

calibrated responses

This multi-tiered structure aligns with
operational art, which seeks to integrate
tactical responses with strategic objectives
across the phases of competition, crisis, and
conflict.®® Infrastructure protection, therefore,
cannot be isolated from broader campaign
design.

4.4.5. TECHNOLOGY AND THE FUTURE
OF UNDERWATER SUPERIORITY

Technological innovation will further shape the
operational logic of underwater infrastructure
protection. Unmanned underwater vehicles,
seabed sensor networks, and autonomous
inspection  systems promise enhanced
monitoring and rapid assessment. However,
technological enhancement must be balanced

% US Joint Chiefs of Staff, Joint Publication 3-0: Joint
Operations, incorporating Change 1, 1 December 2022
(US Joint Chiefs of Staff, 27 August 2022), 11-1-11-11.

against cost, legal constraints, and the risk of
militarising civilian infrastructure zones. Over-
securitisation may inadvertently heighten
tensions.

Over-securitisation may inadvertently

heighten tensions

Japan’s approach thus far suggests incremental
capability development rather than dramatic
doctrinal shifts. Infrastructure protection
is being integrated into existing maritime
frameworks rather than treated as a separate
operational domain.

Japan’s approach suggests incremental
capability development rather than
doctrinal shifts

In sum, Japan’s operational logic links
infrastructure resilience with sea control and
underwater superiority. Rather than pursuing
overtly coercive deterrence, Japan seeks to
strengthen denial, resilience, and alliance
coordination. This logic provides a conceptual
bridge to cooperation with Estonia and the
Nordic-Baltic region.

From an operational perspective,
the protection of underwater
infrastructure can be understood
as part of the broader effort to align tactical
monitoring activities with strategic objectives
such as deterrence and alliance coordination.
In this sense, seabed surveillance, rapid repair
capabilities, and infrastructure resilience
function as operational instruments that link
day-to-day maritime security activities with
broader strategic stability.

4.5. JAPANESE-ESTONIAN POLICY
COOPERATION

Cooperation between Japan and Estonia in
underwater infrastructure protection is of
strategic significance for three reasons.

e First, both countries operate in geographi-
cally constrained maritime environments
where dense infrastructure networks inter-
sect with contested security environments.
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The first step is conceptual convergence

e Second, the two states possess comple-
mentary capabilities: Japan contributes
maritime operational experience, industrial
capacity in submarine cable systems,
and disaster resilience expertise, while
Estonia and its Nordic-Baltic partners bring
advanced experience in digital governance,
cyber resilience, and NATO-based hybrid
threat response frameworks.

¢ Third, cooperation between Indo-Pacificand
Baltic frontline states sends an important
strategicsignalthatinfrastructure protection
is not merely a regional challenge but part
of a broader pattern of systemic
competition.

If the preceding sections have
demonstrated structural similarities
between the Baltic Sea and the maritime
environment surrounding Japan, the question
now becomes practical: how can Japan
and Estonia translate these similarities into
meaningful cooperation?

This section argues that cooperation should
move beyond general dialogue and toward
structured, layered engagement across five
domains: conceptual alignment, governance
exchange, operational exercises, technological
collaboration, and multilateral coordination.

The first step is conceptual convergence.
Although Estonia operates within NATO and
Japan within the US alliance framework, both
face grey-zone interference risks in confined
maritime spaces.

A joint working dialogue, possibly facilitated
by ICDS and Japanese research institutions,
could focus on developing a shared conceptual
vocabulary for underwater infrastructure
protection. Such discussions might address
issues such as the meaning of underwater
superiority in shallow, congested maritime
environments, the application of deterrence
by denial to infrastructure security, and
approaches to escalation management when
attribution remains uncertain. They could also
examine how law enforcement and military
roles should be integrated when responding
to incidents affecting critical infrastructure.

Such conceptual alignment would not
require treaty commitments. Rather, it would
strengthen mutual understanding of how
infrastructure incidents fit within broader
patterns of strategic competition and improve
policy coordination between partners facing
similar challenges.

For Japan, exposure to NATO-based hybrid
response frameworks would be particularly
valuable. For Estonia and Nordic partners,
Japan’s experience in disaster resilience and
economic security integration offers useful
comparative insight.

Governance and regulatory exchange are a

Second, governance and regulatory exchange
represent a concrete and relatively low-cost
avenue for cooperation. Both Japan and
Estonia have been refining legal and regulatory
frameworks to address vulnerabilities in
critical infrastructure. Structured exchanges
among economic security officials,
telecommunications regulators, maritime
authorities, and national security secretariats
could provide an effective platform for
comparative policy dialogue.

Through such engagement, partici-
pants could examine issues including
the criteria used to designate critical
infrastructure, procedures for incident
reporting and information sharing,
mechanisms for public-private coordination,

and regulatory approaches to foreign
investment screening. Over time, these
exchanges could contribute to the

development of non-binding best-practice
compendia or joint policy papers that clarify
governance approaches and improve
institutional coordination in the protection of
underwater infrastructure.

Importantly, governance alignment enhances
predictability and reduces the risk of
misinterpretation during ambiguous incidents.
Shared understanding of regulatory thresholds
contributes to escalation control.

Third, practical cooperation should include

joint tabletop exercises focused on underwater
infrastructure-disruption scenarios. These
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Practical cooperation should include joint
tabletop exercises and informal

exercises could simulate a range of plausible
disruption scenarios affecting underwater
infrastructure. For example, participants might
examine the implications of simultaneous
cable disruption events, ambiguous vessel
behaviour near cable landing sites, or

interoperability in crisis management

Technological collaboration is a high-impact

coordinated cyber and physical interference
targeting infrastructure systems. They could
also explore the operational and political
consequences of communication outages that
disrupt alliance coordination during periods of
heightened tension.

Participants should include defence
officials, coast guards, regulators, and
private infrastructure operators. For Japan,
participation in exercises informed by NATO
hybrid-threat methodologies would provide
exposure to alliance-based crisis management
approaches. For Estonia and Nordic-
Baltic participants, Japanese operational
perspectives on sea control and maritime
domain awareness would add an Indo-Pacific
dimension. Over time, such exercises could
contribute to informal interoperability in
crisis management without requiring formal
alliance integration.

opportunity

Fourth, technological collaboration presents
a high-impact opportunity Japan possesses
advanced marine engineering capabilities,
cable manufacturing capacity, and
experience in underwater robotics.
Estonia and the Nordic-Baltic states
offer strengths in digital governance,
cybersecurity, and secure data
architecture.

Joint research initiatives could focus on
technological solutions that enhance the
monitoring and resilience of underwater
infrastructure. Potential areas of collaboration
include the development of UUV-based
inspection systems, autonomous algorithms
for detecting anomalies in seabed

environments, secure digital platforms for
monitoring infrastructure status, and resilient
data-routing architectures to maintain
connectivity in the event of disruption.

Collaboration need not be limited to
government actors. University
partnerships, industrial consortia,

and innovation funds could provide
flexible frameworks. Such cooperation
aligns with Japan’s economic security
objectives and Estonia’s digital
leadership profile. It also diversifies supply
chains, reducing dependency on single-
country technological ecosystems.

Fifth, cooperation between Japan and Estonia
can extend into multilateral arenas. Both states
are active participants in the EU-Indo-Pacific
and NATO dialogue formats. Coordinated
messaging on the importance of undersea
infrastructure  resilience —  particularly
regarding norms of responsible state
behaviour — can shape expectations. While
enforcement mechanisms remain limited,
norm-building plays a role in deterrence by
shaping reputational costs.

An ‘arc of resilience’ linking the Baltic Sea and
Indo-Pacific would not constitute a formal
alliance, but rather a networked understanding
among states facing parallel challenges at
opposite ends of Eurasia.

Finally, there is symbolic and strategic
value in dialogue between what
might be termed frontline maritime
states. Estonia operates on NATO'’s
eastern maritime frontier; Japan sits on the
western frontier of the Indo-Pacific. Both
confront revisionist pressure in geographically

An ‘arc of resilience’ would constitute a

networked understanding among states at
opposite ends of Eurasia.

constrained  environments.  Cooperation
between such states signals that hybrid tactics
in one theatre are not isolated phenomena
but part of broader strategic competition.
It reinforces the idea that infrastructure
protection is not a purely regional issue but a
systemic one.

CONNECTING THE ENDS

40




RAHVUSVAHELINE KAITSEUURINGUTE KESKUS
S INTERNATIONAL CENTRE FOR DEFENCE AND SECURITY
EESTI - ESTONIA

Although the Baltic Sea and the waters
surrounding Japan differ geographically,
both regions share a similar strategic
condition: critical infrastructure located in
confined maritime spaces exposed to hybrid
pressure from revisionist powers. For Japan,
engagement with Estonia and the Nordic-
Baltic region expands its Euro-Atlantic
connections beyond traditional diplomatic
channels. For Estonia, cooperation with Japan
underscores the global relevance of Baltic
security challenges.

4.6. FROM PARALLEL
VULNERABILITIES TO
STRUCTURED PARTNERSHIP

Japan’s response has not taken the form of a
single dedicated strategy. Instead, a layered
policy architecture has gradually emerged,
combining economic security legislation,
regulatory oversight, maritime domain
awareness, infrastructure resilience, and
alliance coordination. At the operational level,
these measures reinforce a logic of deterrence
by denial: redundancy, rapid restoration
capacity, and persistent monitoring reduce the
strategic value of disruption.

Within this framework, cooperation between
Estonia and Japan offers both practical and
strategic advantages. Through policy dialogue,
governance exchange, joint exercises,
and technological collaboration, the two
countries can strengthen their capacity to
manage infrastructure risks in geographically
constrained maritime environments.

More broadly, the protection of underwater
infrastructure reflects a wider transformation
in maritime strategy. As critical systems
increasingly operate below the surface of the
sea, resilience, monitoring, and restoration
capabilities become integral to maintaining
operational continuity. Viewed through the
lens of operational art, these measures link
tactical responses with strategic objectives
across the continuum of competition, crisis,
and conflict.

In this sense, infrastructure resilience is
no longer simply a technical matter. It has
become a key component of maritime stability
and an increasingly important foundation of
contemporary statecraft.
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The most effective response cannot rely solely

CONCLUSION AND
RECOMMENDATIONS

Critical undersea infrastructure has become an
integral part of strategic competition in both
the Baltic Sea and the Indo-Pacific. Although
the regional contexts and institutional
arrangements differ, the underlying
vulnerabilities are similar. Undersea cables,
energy interconnectors, pipelines, landing
stations, and related control systems are
difficult to monitor continuously, costly
to repair, and often located in congested
maritime areas subject to overlapping legal
jurisdictions. These characteristics make them
particularly attractive targets for grey-zone
activity, in which disruption can generate
significant economic, political, and security
effects while intent and responsibility remain
difficult to establish.

The most effective response cannot rely solely
on physical protection. It is neither technically
nor economically realistic to guard or
reinforce every cable and pipeline. Protection
must instead be based on a layered approach
combining maritime and undersea situational
awareness, infrastructure redundancy, rapid
repair capacity, public-private cooperation,
clear legal and institutional responsibilities,
and societal preparedness for prolonged
disruption. Resilience is not only a means
of recovery but also a form of deterrence

on physical protection

by denial: the more quickly services can be
maintained or restored, the less strategic
value an adversary can gain from damaging
infrastructure. The recommendations below
translate these shared conclusions into
practical areas for national, regional, and
cross-regional cooperation.

e Establish a shared threat picture and a
permanent cross-regional cooperation
mechanism. Estonia, Japan, and other
interested Nordic-Baltic and Indo-Pacific
countries should establish a regular
dialogue on the security of critical undersea
infrastructure. Its purpose would be to
share threat assessments, lessons learned
from incidents, risk indicators related to

vessel activity, technological information,
and legal practices. The cooperation should
involve defence and foreign ministries, coast
guards, navies, security and intelligence
agencies, telecommunications and energy
regulators, and infrastructure operators.
Think tanks, universities, and technology
companies could contribute analytical
support.

e Develop an integrated undersea situational
awareness system. Existing AIS, radar,
satellite, sonar, operator, and intelligence
data should be integrated into a common
analytical system. The objective should shift
from continuous monitoring of the entire
seabed to early detection of anomalies.
Attention should be paid to:

e unexplained changes in speed or course
near cables;

* the lowering or dragging of anchors;

e the deactivation of AIS or changes in
vessel identity;

° repeated presence  over
infrastructure;

» vessels with opaque ownership structures
or inadequate insurance;

e unusual survey and mapping activities;

* the temporal coincidence of suspicious
vessel behaviour, cyber incidents, and
information operations.

e Automated data analysis should be used
to detect anomalies.

critical

e Treat the shadow fleet as a
security challenge, not merely a
sanctions issue. Measures targeting
the shadow fleet should combine
sanctions enforcement, maritime safety,
environmental  protection, and the
protection of critical infrastructure. States
should coordinate their practices for
inspecting vessels and assessing insurance
documentation, ownership  structures,
and technical condition. The risk profile
of suspicious vessels should influence
port access, pilotage requirements,
traffic monitoring, and the frequency of
inspections. Legal options should also be
developed for intervention when a vessel
poses a documented threat to navigational
safety, the environment, or undersea
infrastructure.
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e Adapt legal and investigative mechanisms

to grey-zone threats. States should
harmonise procedures for collecting,
preserving, and sharing evidence so that a
case involving one country’s territorial sea,
another country’s exclusive economic zone,
and a vessel sailing under a third country’s
flag does not become trapped in
procedural gaps. The following are
required:

e common standards for maritime
forensics;

e rapidly deployable multinational
investigation teams;

e prior arrangements for
underwater evidence;

e clearer rules for inspecting suspicious
vessels;

e mechanisms for the rapid use of technical
data held by infrastructure operators;

* regular cooperation between experts in
maritime law and criminal law.

e At the international level, opportunities
should be sought to improve the
implementation of existing obligations
within the frameworks of the UNCLOS
and the IMO.

collecting

Prioritise infrastructure redundancy and

route diversification. No country’s critical

communications or energy supply should

depend on a single cable, a single landing

point, or a single geographical corridor.

When planning new connections, states

should assess not only economic viability

but also the geopolitical risks associated

with excessive concentration. Redundancy

should include:

¢ alternative undersea routes;

e terrestrial connections;

e geographically separated landing points;

o satellite communications and other
temporary backup solutions;

e automatic rerouting of data;

¢ solutions that reduce interdependence
between electricity and communications
networks.

Integrate security into the design of new
infrastructure. Security considerations
shouldbeincorporatedfromthe designstage
of new cables, electricity interconnectors,
and offshore energy projects. Measures
may include deeper cable burial, stronger
protective structures, sensor installation,

e Establish a

route diversification, and physical and
cyber protection of landing points. It is not
economically feasible to reinforce every
existing cable. Physical protection measures
should focus on hubs and connections
whose failure would have the greatest
systemic impact.

Physical protection measures should focus

on hubs and connections whose failure would
have the greatest systemic impact

regional strategic repair
capability. European and Indo-Pacific partners
should conclude advance agreements
governing the use of repair vessels, crews,
spare parts, and cable modules during crises.
These arrangements should establish priorities
for situations in which several connections are
damaged simultaneously.  Consideration
should be given to creating a jointly funded
repair capability or securing long-term access
to specialised vessels. Japan’s industrial
expertise could be linked with the repair
mechanisms being developed by the European
Union, creating a partnership capable of
supporting, when necessary, the restoration of
connections serving Taiwan and other
countries with limited repair capacity.

Conduct regular joint crisis exercises.
Exercises should simultaneously address
technical, political, legal, military, and
communications-related challenges.
Scenarios could include:

e the simultaneous disruption of several

cables;
e anchor damage where intent is unclear;

°* a combination of an infrastructure
incident and a cyberattack;
° a communications outage during

heightened military tensions;

* the absence of available repair capacity;

e contradictory or manipulated public
information;

e a situation in which evidence indicates
state involvement but does not permit
rapid public attribution.

* Exercises should involve infrastructure
operators, ports, insurance companies,
law-enforcement agencies, coast guards,
navies, ministries, and representatives of
local authorities.
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e Clarify the division of responsibilities should avoid two extremes: unsupported

between peacetime law enforcement and
military structures. Grey-zone incidents
usually  begin as law-enforcement,
navigational, or technical problems but
may rapidly acquire a national security
dimension. States should define in
advance when the police or coast guard
should lead the response, when the navy
should provide support, and under what
conditions responsibility should shift to
defence or allied structures. A clear division
of responsibilities reduces delays, prevents
disputes over competence, and supports
a proportionate response while intent
remains uncertain.

Develop Japan-Estonia technological

cooperation. Joint research and

development projects could focus on:

e unmanned underwater vehicles for
infrastructure inspection;

* autonomous anomaly-detection systems;

¢ seabed sensor networks;

e secure data-sharing platforms;

e real-time monitoring of cable condition;

¢ the detection of cyber-physical incidents;

e resilient data and energy networks.

Japan could contribute expertise in maritime
technology, robotics, and the
cable industry, while Estonia could
provide expertise in secure digital
infrastructure, cyber defence, data
exchange, and digital governance.

Strengthen societal preparedness
for prolonged disruptions.
National planning should assume that
international energy and communications
connections may be disrupted for weeks
during a crisis. Critical services must
continue operating through autonomous
power supplies, backup communications,
local data backups, and alternative payment
solutions. The public should receive realistic
information about which services could be
affected, how the state would respond, and
what individuals should do. A well-prepared
population reduces panic and limits an
adversary’s ability to exploit a technical
incident for information influence.

Develop a common strategic communi-
cations framework. Public communication

accusations and unjustified reassurance.
Authorities should clearly distinguish
between what is technically known, what
remains under investigation, and what
assessments concern possible intent
or state involvement. Communication
should be coordinated among states and
operators, as an adversary may exploit
divergent or contradictory messaging to
generate mistrust. Responses should also be
prepared in advance to narratives intended
to portray allies as incompetent, divided, or
incapable.

Link undersea infrastructure protection
with the cyber and space domains. The
monitoring of undersea infrastructure
depends on satellites, navigation systems,
cloudservices, command centres, and digital
surveillance platforms. Physical damage to a
cable may be accompanied by a cyberattack
against an operator, interference with
navigation signals, or attempts to disrupt
satellite-based  surveillance.  Undersea
infrastructure must be treated as a multi-
domain system. Physical, cyber, information,
space, and electromagnetic protection
should be part of a single risk assessment
and exercise framework.

Physical, cyber, information, space, and
electromagnetic protection should be part

of a single risk assessment and exercise
framework

e Strengthen international norms, but do not

rely on norms alone. Japan, Estonia, and
like-minded countries should coordinate
their activities within the UN, the IMO, the
EU, NATO, and other relevant formats to
reinforce the principle that the deliberate
damage to undersea infrastructure is
unacceptable and that states are responsible
for the proper oversight of vessels sailing
under their flags. Norms, however, cannot
replace surveillance, repair capability, or law
enforcement. States employing grey-zone
methods may support norms rhetorically
while disregarding them in practice. Norm-
building must be accompanied by the
ability to detect, document, and respond
effectively to violations.

CONNECTING THE ENDS

44




RAHVUSVAHELINE KAITSEUURINGUTE KESKUS
INTERNATIONAL CENTRE FOR DEFENCE AND SECURITY
EESTI - ESTONIA

e Build a Baltic-Indo-Pacific resilience
network. The long-term objective could
be a flexible partnership connecting the
expertise, technologies, exercises, and

The long-term objective could be a flexible

partnership

repair capabilities of frontline states in
Europe and East Asia. This should not
constitute a new formal military alliance,
but rather a practical cooperation network

that strengthens infrastructure resilience
and makes it more difficult for Russia and
China to exploit the geographical separation
of the two regions. Such a network would
demonstrate that pressure against
undersea infrastructure in one region
is not merely a local issue. Lessons,
technologies, and response practices
would move rapidly across partners,
reducing adversaries’ ability to test the
same methods in different regions without
broader consequences.
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